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Foreword

DOI: 10.54103/milanoup.215.c477

This volume is the result of scientific research conducted by a consortium of four partner universities – Aberdeen, Milan, Osijek, and the University of Zagreb Computing Centre – within the framework of the Time to Become Digital in Law (DIGinLaw) Project. The Project, fully funded by the European Union under the Erasmus+ programme, was carried out from 1 April 2021 to 30 September 2023. 

Taking advantage of the pervasive digital transformations that shape every aspect of our society and lives, the DIGinLaw Project aimed to address the digital demands in higher education and legal research by enhancing the creation and development of digital literacy and competencies that are greatly needed in the legal labour market. The Project aspired to create an open and inclusive society of digital legal knowledge and literacy to benefit lecturers, students, academics, and stakeholders in the legal labour market. To achieve this ambitious goal, the team members participating in the consortium committed themselves to providing high-quality training on digital competencies to students from partner universities and ensuring open access to the results of their joint scientific research on the effects of digitalization on law and legal education.

As part of these efforts, fostered through the continued collaboration and exchange among partners, this volume retraces the scientific research conducted during the Project on the overall theme of the impact of digitalization on law and legal education. It provides opportunities for further discussions on related cross-cutting themes. To do so, it gathers contributions from scholars and researchers from universities worldwide who are experts in various fields within the broader area of legal research. 

The pervasiveness and ubiquity of digital technologies and the advent of information society entail multiple transformations and social changes. As digital technologies continue to evolve and permeate countless aspects of social interactions, work relations, political participation, and business and financial transactions, the need to discuss their private, public, cross-border, and international implications becomes urgent. The transformations fostered by digitalization generate new needs, interests, and conflicts that require harmonization and regulation to improve their economic and societal benefits and, most importantly, limit the risks and negative consequences they might entail for individuals and society at large. 

Among the topics addressed in the volume, new legal realities such as collaborative economic platforms, crowdworking, and banking and financial digital platforms raise significant questions about the need for increased transparency, consumer protection, and the protection of human rights. Regarding the new technologies discussed by the featured contributions, Artificial Intelligence (AI)-based systems present some of the most complex legal issues. Facial recognition technologies, automation, eHealth services, and machine-learning each raise specific questions regarding the protection of human rights and fundamental freedoms, especially privacy and personal data, as well as other legal issues such as civil liability and system security. Similarly, transfers in Distributed Ledger Technologies (DLT) are challenging the existing legal framework and introducing new legal phenomena such as smart contracts, prompting wider research and discussions on their regulation, legislation, and the demand for guidance. 

The volume acknowledges the need for additional clarity in response to these digital transformations and offers a perspective on a variety of substantive and procedural legal issues. Part 1 focuses on the conduct of states in the so-called cyberspace and touches upon a few selected legal considerations, noting the technical difficulties in applying the existing international legal framework to states’ cyber activities, both during peacetime and in times of armed conflict. Part 2 of the volume shifts to the private sphere of digitalization and covers four distinct fields of study. Section 1 addresses cross-border financial transactions, discussing topics such as automation, electronic evidence, and digital platforms from a private international law and European perspective. Section 2 focusses on specific issues arising from digitalization relating to personal rights and family matters, including cross-border eHealth, the circulation of public documents, and the regulation of digital services in light of the protection of human rights and fundamental freedoms. Section 3 explores criminal matters and discusses the integration of AI into criminal proceedings from the perspectives of the right of defense and procedural fairness. Section 4 revisits one of the project’s objectives; namely, the impact of digitalization on legal training, and discusses a practical case.

Having outlined the structure of this volume, its rationale, and the objectives of the Project from which the research originated, the editors wish to express their sincere gratitude to the European Commission for the financial support that made the Project possible. Special thanks also go to each team member of the participating universities in the consortium: Josip Juraj Strossmayer University of Osijek (Croatia), University of Milan (Italy), University of Aberdeen (United Kingdom), and the University of Zagreb Computing Centre (Croatia). Lastly, the editors wish to extend their heartfelt gratitude to the collaborators who worked on the editing process of the volume, particularly Dr. Edoardo Benvenuti, Dr. Sara Bernasconi, Dr. Silvia Favalli, and Dr. Lenka Válková. Finally, we acknowledge the invaluable contribution of Dr. Giulia Gabrielli for her tireless support in the concept and delivery of this volume.
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Abstract

Information and communication technologies (ICTs) have become an integral part of modern societies, and their misuse, termed ICT threats, poses a escalating risks to international security and stability. These threats, whether arising from state or non-state actors, can undermine societal progress, economic growth, and human safety. Cyber-attacks targeting critical systems such as energy grids or financial institutions highlight the insufficiencies of current international laws in addressing these challenges. This paper examines legal instruments and policy frameworks that aim to address ICT threats, including those of the European Union (EU), the Organization of American States (OAS), the Organization for Security and Cooperation in Europe (OSCE), and the Association of Southeast Asian Nations (ASEAN). However, the enforcement of such regional regulations, policies, and recommendations is yet to be adequately enforced. From a domestic perspective, this paper has explored examples of legal instruments and policy frameworks from various countries, such as the UK, Germany, France, Finland, and Singapore. These examples demonstrate how different countries address ICT threats in their way and how they regulate cyber activities to ensure the security and stability of their respective digital domains. This paper underscores the pressing need for robust legal instruments and policy frameworks that can effectively address ICT threats and safeguard state sovereignty in cyberspace. The review of regional and domestic legal instruments and policy frameworks provides a starting point for identifying the most effective strategies to counteract ICT threats and ensure digital security and stability for all.
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1. Introduction

The rapid evolution of information and communication technologies (ICT) has been significantly altered global interactions, presenting unparalleled opportunities and pressing challenges. In recent years, ICTs have become indispensable tools for daily operations across industries and societies. Events like the COVID-19 pandemic and ongoing geopolitical conflicts, including the Russia-Ukraine war, have emphasised their critical role. However, these developments also reveal vulnerabilities, as ICT threats have emerged as significant issues for global security.

ICT threats involve malicious actions by State and non-State actors, posing serious risks across various sectors.1 These threats can be categorised into three primary groups. The first consists of cybercrimes targeting critical infrastructure,2 disrupting public services3 and undermining economic stability.4 The second includes covert state-sponsored campaigns designed to destabilise systems, jeopardising international peace and causing harm to individuals.5 Lastly, the third group involves terrorist activities that exploit ICTs to conduct attacks, recruit members, and incite violence, thereby threatening global peace and stability. 6

Currently, there is no comprehensive international legislation specifically designed to address ICT-related risks, particularly those associated with state-sponsored cyber threats. Instead, existing international legal frameworks, such as Article 2(4) of the UN Charter, principles of sovereignty and non-intervention, and international human rights law, are applied to regulate cyber activities. However, these frameworks are not specifically tailored to address the complexities of cyberspace. For instance, the Group of Governmental Experts (GGEs) has made notable contributions in recommending voluntary norms for responsible state behaviour in cyberspace, yet these recommendations remain non-binding and lack enforceability.7

Regional efforts have provided some legal instruments to address cyber-related issues. The Budapest Convention on Cybercrime, for instance, facilitates collaboration among signatory states to combat cybercrime by harmonising domestic laws and improving investigative measures.8 In contrast, the African Union Convention on Cyber Security and Personal Data Protection has yet to come into force, though its aim is to establish a robust cybersecurity framework for Africa by regulating electronic transactions and protecting personal data.9

On a broader scale, international organisations have recognised the pressing need for governance in cyberspace. The United Nations Resolution 73/266 advocates for peaceful ICT use, conflict prevention arising from ICT misuse, and education about technological advancements.10 Similarly, the European Union (EU) has developed a Cybersecurity Strategy to enhance cooperation among Member States,11 while the ASEAN Cybersecurity Cooperation Strategy aims to bolster regional collaboration.12 However, such initiatives often lack legal enforceability, limiting their effectiveness.

Despite these efforts, ICT threats remain pervasive, exposing gaps in international legal frameworks and state-level responses. These challenges highlight the need to reexamine foundational principles of international law, particularly state sovereignty. The issues arising from ICT threats can be categorised into three main areas.

First, ICT threats pose direct challenges to state sovereignty by targeting critical infrastructure. Even when such threats originate outside a state’s territory, states may be held accountable for failing to mitigate or counteract them.13 The GGEs report emphasises the need for states to prevent the misuse of their territories for illicit ICT activities14 and to assist other states in responding to cyber incidents.15

Second, the enforcement of cyberspace regulations often encounters jurisdictional complexities. The transnational nature of ICT activities necessitates the development of harmonised rules that are enforceable across borders. However, such regulations may inadvertently infringe upon the sovereignty of other states, underscoring the need for carefully crafted legal instruments that respect international norms. Third, the concept of cyberspace sovereignty has gained prominence as states assert control over their digital domains.16 While traditional notions of sovereignty pertain to territorial and governmental authority, cyberspace sovereignty extends these principles to the digital realm. This evolving concept warrants further exploration, especially given the increasing frequency of cyber incidents, such as the 2007 Estonia cyberattack17 and the cyber dimensions of the 2022 Russia-Ukraine conflict.18

2. Legal considerations in cyberspace

In recent years, the growing use and reliance on cyberspace have raised several legal issues under international law. The infringement of State sovereignty, extraterritorial impacts, and cyberspace sovereignty are among the major concerns. These challenges have led to questions about the application of conventional international law principles to cyberspace, as well as the need for novel legal frameworks to regulate cyberspace activities.

The infringement of State sovereignty in cyberspace poses a significant threat to fundamental international law principles. Since time immemorial, States have enjoyed exclusive control over their territories and actions. However, cyberspace presents a novel challenge to this notion. As cyberspace activities often transcend national boundaries, it becomes difficult to establish jurisdiction and applicable laws. This increases the likelihood of State sovereignty violations where the actions of one state may encroach on the sovereignty of another.

The impact of activities outside a state’s territory is a legal issue in cyberspace. The notion of territorial sovereignty limits State authority to actions that take place within its borders. In contrast, cyberspace activities outside of a State’s borders can have significant consequences inside the State. An instance is the destruction of critical infrastructure by a cyberattack from another State, leading to a violation of the targeted State’s sovereignty. The extraterritorial effect of online operations has raised concerns regarding the application of established international law principles in cyberspace.

As ICT threats proliferate, they bring to the fore significant legal challenges under international law. The transboundary nature of cyberspace activities necessitates innovative approaches to address state sovereignty infringements, extraterritorial impacts, and the emerging concept of cyberspace sovereignty. The following sections analyse these critical issues in detail.

2.1 State sovereignty violation

Under international law, the principle of State sovereignty mandates that states exercise control within their territories without external interference.19 Although ‘territory’ refers to both legal and political notions as well as physical or geographic areas,20 the term can be extended to include regions that lack physical or geographical boundaries but possess legal components such as application, prescription, enforcement, and adjudication that may impact a State’s sovereignty.21 However, cyberspace presents unique challenges to this principle. Cyber-attacks and ICT enabled activities often transcend physical borders, resulting in violations of sovereignty through acts such as data breaches, critical infrastructure sabotage, or disinformation campaigns. Addressing these violations requires clarifying the scope of sovereignty in the digital realm and establishing norms for state behavior in cyberspace.

With the current international regulations concerning cyberspace, particularly the illegitimate usage of ICT, it is observed that such actions may infringe upon other States’ sovereignty. A crucial challenge in applying international law to cyberspace is determining whether it can be enforced within a State’s territory.

The study conducted by GGE acknowledged the relevance of international law, specifically the UN Charter, in regulating State sovereignty principles in cyberspace. The Group emphasised that the conduct of ICT-related activities by States and their jurisdiction over ICT infrastructure within their territory should be subject to State sovereignty and related international norms and principles. The current obligations under international law are also applicable to States’ ICT-related activities.22

This illustrates that ICT-related activities, despite not being carried out on the territory of another State, can violate the sovereignty of another State. States can exercise their sovereignty by exerting authority over individuals in their territory and over cyber infrastructure located in their territory, including their citizens residing within their sovereign area.23 This can lead to passive nationality jurisdiction, which may result in activities that infringe on the sovereignty of other States.

The use of sovereignty in cyberspace should have limited legal implications and scope.24 States have sovereignty over their information and communications technology infrastructure within their territory, but this use of sovereignty must not infringe on the sovereignty of another State. The use of ICT must not jeopardise other States’ cyber infrastructure, especially cyberattacks on critical infrastructure that threatens the sovereignty of other States.25 Such actions may support another State’s sovereignty over its territory. Thus, any unauthorised or unjustified operation that interferes with a State’s sovereign rights violates the principle of sovereignty, regardless of the degree of interference or damage, physical or non-physical effects, or whether the operation targets governmental services and infrastructure.26

2.2 Extraterritorial effects

The extraterritorial impact of cyber activities is another pressing concern. Actions originating in one State can cause significant harm in another, raising questions about jurisdiction and accountability.27 Existing international legal frameworks often struggle to accommodate the dynamic and borderless nature of cyberspace. This section explores how extraterritoriality can be addressed through enhanced international cooperation, harmonised legal standards, and mechanisms for cross-border enforcement.

The issue of jurisdiction is crucial in cyberspace. The territorial boundaries of a State usually establish its jurisdiction in the physical world. However, with data and communications traversing multiple countries, determining the location of a particular action or participant in cyberspace can be challenging. Consequently, some argue that traditional jurisdictional concepts are inadequate in the digital environment and new approaches are necessary to ensure the effectiveness of international law in governing cyberspace.28 The advancement of technology in various types of cyber activity, such as internet-based defamation, is one of the main reasons for the spread of significant extraterritoriality.29 Many cyber acts are difficult to geographically pinpoint, which means that States may enact internally applicable laws only after considering other factors. These factors may include the effect on persons of their nationality, which may lead to the unlimited right of jurisdiction,30 and the consequences in the form of serious crimes under international law under universal jurisdiction.31 Additionally, the impact may be prioritised, and domestic legislation within the country may have cross-border effects.

Another aspect of the extraterritorial effects of international law in cyberspace relates to State responsibility. States are obligated under international law to avoid infringing on the rights of other States and to compensate victims for their actions. Nonetheless, in the cyberspace context, identifying particular actions carried out by a single State can be difficult because they may be performed by non-State actors, necessitate the use of intermediaries, or entail routing through various States. Thus, alternative methods of establishing state responsibility in cyberspace, such as the notion of state responsibility for cyber operations, have been suggested.

Furthermore, there are worries about the application of domestic laws outside a state’s territory in cyberspace. Usually, domestic laws are limited to the jurisdiction of a single State, but with data and communications traversing multiple countries in cyberspace, it can be challenging to determine which laws should govern specific conduct. As a result, there have been calls for increased international cooperation to ensure that the extraterritorial application of domestic laws does not result in conflicts or breaches of international law.32

The issue of extraterritoriality of international law in cyberspace is closely related to the topic of human rights in the digital realm. While the internet and other digital technologies have increased people’s ability to communicate and access information, they have also raised concerns about privacy, freedom of expression, and other basic rights. To protect individuals from rights violations in this digital world, it has been suggested that international human rights laws should be extended to cyberspace.

The GGE report fails to address the issue of extraterritoriality, which can have severe consequences in the context of ICT-related activities. For instance, actively hacking a computer system located on a server beyond a State’s territorial limits could harm a computer system in another country.33 Furthermore, States may create domestic legislation to address cyber concerns within their borders, imposing obligations on other States. This may have an effect even if authorities stationed in other States do not access the territory of such enforcing States. Consequently, the State may be subject to domestic law restrictions applicable in the territory of other States.

In summary, the extraterritorial effects of international law in cyberspace are complex and expanding, encompassing significant challenges related to jurisdiction, state responsibility, extraterritorial application, and human rights. Although scholars and experts are debating the best approach to address these issues, it is clear that novel methods are necessary to effectively regulate cyberspace under international law. Many international or regional laws, policies, or suggestions still require full implementation.

2.3 Cyberspace sovereignty

The discovery that cyberspace activities can affect both sovereignty and extraterritoriality across borders has led to suggestions for separating cyberspace from domestic law. Chinese President Xi Jinping has promoted the concept of cyber sovereignty, which defines a State’s territory as the area in which it can exercise sovereignty.34 A State’s network refers to the ICT infrastructure composed of ICT systems built within its territory. This raises the issue of the extent to which States should be allowed to exert sovereignty over their ICT infrastructure.35

The concept of cyberspace sovereignty has gained traction as States seek to assert control over digital activities within their territories. This encompasses regulating data flows, securing critical infrastructure, and protecting citizens’ digital rights. However, achieving a balance between State control and the inherently global nature of cyberspace remains a challenge.36

Defining cyberspace as a territory brings about cyberspace rights and duties. It grants cyberspace sovereignty, which entails basic rights to the territory. These rights comprise cyberspace independence, cyberspace equality, cyberspace self-defence, and cyberspace jurisdiction.37

The distinct nature of cyberspace poses a significant challenge in determining the issue of cyberspace sovereignty. Being a virtual realm with no tangible borders and constantly evolving, it’s hard to define or set limits to it, making it challenging for authorities to regulate the internet within their territories. Also, as the Internet is a global network accessed by individuals and entities worldwide, no single state can claim complete authority over the entire network.

The absence of established international legal rules and principles that apply to cyberspace presents a further challenge to resolving issues of cyberspace sovereignty. Although several international agreements and conventions exist on internet-related issues, such as the World Summit on the Information Society (WSIS)38 and the GGE 2021 report,39 there is no consensus on how these agreements should be implemented in cyberspace.

It can be argued that ICT threats can have effects that span from State sovereignty to cyberspace sovereignty. The idea of sovereignty in international law, particularly concerning State sovereignty, is important as it deals with the concept of sovereignty in terms of possessing territories, populations, and regimes within one’s borders.

3. Existence of regional and domestic legal instruments and policy framework in cyberspace

The rapid emergence and ever-evolving nature of cyberspace have resulted in significant legal and policy challenges, given the increasing reliance of states and societies on digital technology. To address the complexities and dynamism of this environment, various international, regional, and domestic legal instruments and policy frameworks have been established. This article examines the presence of different tools and frameworks that can be categorised as either regional or domestic.

A number of regional organisations have established cyberspace-related legal and policy instruments. The European Union,40 for example, has produced a number of directives and rules aimed at preserving individuals’ privacy and security in the EU, including the General Data Protection Regulation (GDPR)41 and the Network and Information Systems Directive (NIS2 Directive).42 The Association of Southeast Asian States (ASEAN)43 has also produced the ASEAN Regional Forum (ARF) Work Plan on Security of and in the Use of Information and Communication Technologies,44 with the goal of promoting conversation and cooperation on cyberspace-related problems.

At the domestic level, States have developed a range of legal and policy frameworks to address the challenges posed by cyberspace. These frameworks often cover a range of issues, including the protection of critical infrastructure, the prevention and investigation of cybercrime, and the regulation of the use of digital technologies by individuals and organisations. For example, the UK45 has enacted a number of laws and regulations, including the Computer Misuse Act,46 which criminalises unauthorised access to computer systems, and the Data Protection Act,47 which regulates the processing of personal data. The UK has also established a National Cyber Security Centre,48 which serves as the primary authority for cybersecurity issues in the country. The centre is responsible for providing guidance to organisations and individuals on how to protect their networks, and for coordinating the response to cyber incidents.

3.1 Regional laws and policy frameworks in cyberspace

In response to the growing importance of cyberspace in everyday life, regional legal and policy frameworks have arisen. These frameworks seek to improve cyberspace security, stability, and collaboration by addressing the specific issues that the digital realm presents. In this environment, some regional organisations have developed legal tools and policy frameworks to govern cyberspace activity in their particular territories. The European Union (EU), the Organization of American States (OAS), the Organization for Security and Cooperation in Europe (OSCE), and the Association of Southeast Asian Nations (ASEAN) have all built regional legal and policy frameworks.

The European Union has led regional attempts to control cyberspace activities. The EU has established a number of legal instruments, including the General Data Protection Regulation (GDPR),49 the Network and Information Security Directive (NIS2 Directive),50 and the Cybersecurity Act,51 which establish a comprehensive legal framework for cybersecurity and data protection in the region. The GDPR, for example, establishes a uniform set of standards for the handling of personal data, whilst the NIS Directive strives to improve the cybersecurity of network and information systems throughout the EU. In contrast, the Cybersecurity Act establishes a European cybersecurity certification system to encourage a consistent level of cybersecurity throughout the EU.

Similarly, the OAS has created legal mechanisms to govern cyberspace activities in its Member States. In 2007, the OAS held a meeting of a group of governmental experts on cybercrime to strengthen and consolidate cooperation in the prevention and fight against cybercrime, leading to several workshops on cybercrime and the Inter-American Cooperation Portal on Cyber-Crime.52 The OAS provided the Meetings of Ministers of Justice or other Ministers or Attorneys General of the Americas (REMJA) to conclude existing cyber-crime legislation of the OAS Member States.53 The OAS has also implemented the principles from the Council of Europe’s Convention on Cyber-Crime.54 Member States are required by the convention to criminalise specific cyber acts, such as illegal access to computer systems, electronic communication interception, and computer-related fraud.55 Furthermore, the OAS has established the Inter-American Committee against Terrorism (CICTE) Cybersecurity Program,56 which offers Member States technical help and capacity-building on cybersecurity-related issues.

The OSCE has also developed a framework for collaboration among its Member States in order to improve cyber security and stability. In 2012, the OSCE endorsed confidence-building measures (CBMs) in cyberspace, which outline voluntary actions to improve transparency and minimise the danger of conflict in cyberspace.57 The OSCE later adopted new OSCE CBMs in 2016.58 The CBMs contain procedures for information exchange, cyber incident notification, and confidence-building measures such as the establishment of hotlines and collaborative cybersecurity exercises among Member States.

Finally, ASEAN has recognised the importance of regional collaboration in cyberspace. In 2018, ASEAN ratified the ASEAN Framework on Digital Data Governance,59 which establishes a set of regional data governance standards. The agreement includes measures for personal data protection, cross-border data flows, and Member-State cybersecurity cooperation. Moreover, ASEAN has created the ASEAN Ministerial Conference on Cybersecurity,60 which serves as a forum for Member States to debate cybersecurity challenges and foster cooperation in this field.

3.1.1 European Union (EU)

The EU has put in place a number of policies and legislative frameworks aimed at boosting cybersecurity, protecting individuals’ rights and liberties, and stimulating economic development and innovation in cyberspace.

The EU’s Cybersecurity Strategy, which was released in 2013,61 outlines a comprehensive strategy for addressing cybersecurity concerns. The strategy’s major goal is to keep the EU’s digital single market open, safe, and secure.62 It identifies five strategic priorities: creating cyber resilience, promoting cybersecurity standards and certification, establishing a cybercrime and incident response network, expanding cyber defence capabilities, and boosting international collaboration.

The EU has also proposed numerous legal measures to achieve the cybersecurity plan, notably the Network and Information Security Directive (NIS2 Directive),63 which went into force in 2018. The NIS2 Directive intends to provide a high degree of cybersecurity throughout the EU’s vital infrastructure and important services, such as energy, transportation, banking, and health.64 The NIS2 Directive requires member states to identify critical infrastructure operators and develop a national cybersecurity framework.65 In addition, the Directive requires these operators to apply suitable security measures, disclose security events, and collaborate with relevant authorities.66

The EU also implemented the GDPR,67 which came into force in 2018, to safeguard individuals’ basic rights and freedoms in the handling of personal data. The GDPR provides standards for personal data collection, use, storage, and transfer, as well as imposing duties on enterprises that process such data. Individuals can also use the regulation to exercise their rights to access, modify, and delete their personal data.

Furthermore, the EU has established the European Union Agency for Cybersecurity (ENISA), which acts as the Union’s cybersecurity competence centre. The primary duties of ENISA are to provide guidance and advice to Member States and EU institutions, to support the formulation and implementation of the EU’s cybersecurity strategy, and to promote cooperation and information sharing among Member States.68

In summary, the EU has put in place a comprehensive legal and regulatory framework to address cybersecurity concerns, safeguard individuals’ basic rights and freedoms, and foster economic development and creativity in cyberspace. The EU’s Cybersecurity Strategy, NIS Directive, GDPR, and ENISA are all critical tools for achieving these goals.

3.1.2 Organization of American States (OAS)

The OAS is a global organisation with 35 member countries from North, Central, and South America, as well as the Caribbean.69 The Organization of American States has acknowledged the necessity of tackling cyberspace concerns and has launched a variety of initiatives and regulations to do so.

To address cybersecurity challenges in the Americas, the OAS has launched a number of programs and regulations. The Inter-American Committee against Terrorism (CICTE), for example, has been attempting to encourage member governments to cooperate to prevent and combat cybercrime.70 Furthermore, the OAS has established the Inter-American Committee on Telecommunications (CITEL) Cybersecurity Program, which aims to support the development of national cybersecurity policies and regulations, as well as collaboration and information-sharing among Member States.71 The initiative also offers Member States technical help and cybersecurity training.

In addition to these initiatives and policies, the OAS has established the Cybersecurity Technical Assistance Missions, which provides technical assistance to Member States on a variety of cybersecurity issues, such as developing national cybersecurity strategies and implementing international cybersecurity standards.72

Notwithstanding these efforts, the OAS has considerable obstacles in tackling cybersecurity threats throughout the Americas. One significant difficulty is the lack of a coordinated and unified strategy for cybersecurity among Member States, which can stymie effective collaboration and information exchange.73 Moreover, increased awareness and capacity-building among Member States are required, notably in creating and executing national cybersecurity plans and regulations.

In conclusion, the OAS has developed a variety of initiatives and policies to address cybersecurity challenges in the Americas, including the formation of the CICTE and the passage of multiple cybercrime resolutions. Yet, the OAS has substantial obstacles in addressing cybersecurity concerns in the region, including the need for increased cooperation and capacity-building among member governments.

3.1.3 Organization for Security and Cooperation in Europe (OSCE)

The OSCE is a regional security organisation that has 57 Member States from North America, Europe, and Asia.74 The organisation’s goal is to improve regional security, stability, and collaboration by tackling a wide variety of security challenges, particularly those in cyberspace.75

The OSCE acknowledges the rising importance of cyberspace as an arena for international cooperation and has established a number of policy documents and initiatives to address emerging cyberspace concerns.76 The OSCE’s approach to cyberspace, like the EU’s, is founded on the principle of a free, open, and secure cyberspace.77

The OSCE has accepted various cyberspace policy publications, notably the Tallinn Manual on International Law Applicable to Cyber Warfare, which was prepared in collaboration with NATO and several other organisations in 2013.78 The guidebook presents a thorough examination of international law related to cyberspace, including armed conflict law, human rights law, and State responsibility law.79 It is largely considered a reliable source of international law in cyberspace.

In addition to the Tallinn Manual, the OSCE has approved a number of other policy papers, notably the 2013 OSCE Confidence Building Measures (CBMs) to mitigate conflict risks associated with the use of information and communication technology.80 CBMs involve frequent information exchanges, discussions, and visits among participating governments, as well as the development of emergency communication channels.81

The OSCE has also created a variety of capacity-building projects to help member governments improve their cybersecurity capabilities. For example, the International Cyber Security Capacity Building Program offers member governments training and technical help in incident response, cybersecurity strategy, and cybersecurity risk assessment.82

Overall, the OSCE’s cyberspace legislation and policy framework is built on the idea of a free, open, and safe cyberspace. The group has created a comprehensive approach to cyberspace security that includes policy papers, confidence-building measures, and capacity-building activities. The OSCE’s activities in this field contribute significantly to the establishment of international norms and standards for responsible state behaviour in cyberspace.

3.1.4 Association of Southeast Asian Nations (ASEAN)

After analysing the topic of international law in cyberspace, it leads to a smaller framework, namely the ASEAN Member States’ framework. ASEAN is also a group of countries that profit from and are harmed by technological advancement. While not as visible as other regional countries, ASEAN has positioned itself to deal with dangers that may arise at any time. Consequently, this part will discuss ASEAN’s broad legal and policy challenges, as well as notable cases from specific Member States. It will use three major countries as examples: Indonesia, Singapore, and Thailand. Indonesia and Singapore are ASEAN member nations that are specialists in the GGE and have long contributed to the research and development of the subject. While Thailand is not a member of any international bodies, it has some noteworthy policy initiatives that will be addressed in further depth later.

Through the principle of comprehensive security,83 Article 1(8) of the ASEAN Charter mandates effective activities to address all types of threats, transnational crimes, and transboundary issues. This Article does not explicitly discuss catastrophes and actions performed in ASEAN cyberspace; rather, it covers all types of risks, including ICT threats.

In 1996, ASEAN, which had only seven Member States at the time, convened multiple meetings on internet possibilities and challenges.84 A number of issues were discussed at the time to prepare citizens for digital collaborations such as the e-ASEAN framework agreement and information and communications technology (ICT) capacity building85, responding to cybercrime issues86, terrorist use of the internet87, and disinformation and misinformation dissemination.88

ASEAN, on the other hand, has not implemented any actual rules or regulations. However, it has been decided by the issuing of policies that are applicable to all ASEAN Members, particularly the 2020 ASEAN ICT Masterplan89, the 2025 ASEAN Connectivity Master Plan90, and the ASEAN Smart Cities Network.91 Furthermore, ASEAN has held a number of meetings on cyber issues at various levels, including the ASEAN Regional Forum, the ASEAN Defence Ministers’ Meeting, the ASEAN Ministerial Meeting on Transnational Crime, the ASEAN Digital Ministers’ Meeting, and the ASEAN Ministerial Conference on Cybersecurity.92

More diplomatic sensitivities surrounding espionage will be explored within the ASEAN framework, highlighting political intent, legal ambiguity, and a lack of competence.93 

To begin with, decisions on any cyber activity are frequently political in nature. It indicates that the discovered advanced persistent threats are merely a subset of Southeast Asia’s overall threat landscape, and certain ASEAN Member States have been involved in comparable advanced persistent threat operations.94 In this sense, ASEAN may have both regional and national interests to consider in building its framework. Political calculation frequently works against naming and shaming perpetrators.

On the second point, while the applicability of international law in cyberspace is widely agreed upon, the criteria and specifics remain unclear.95 Therefore, further features must be determined by country or within the framework of the region. There is currently no clear rule for ASEAN on how to determine the limits.

Finally, if a cyber attack is an act that an ASEAN State’s domestic law designates as a crime under its domestic law. This problem may not be explicitly expressed by all ASEAN Member States or may be addressed by differing responsibility scopes. As a result, the legal, technical, or judicial capability action should be specified.96 These are still not expressed directly in the ASEAN framework.

3.2 Examples from some countries

Since the employment of cyberspace has grown in popularity in modern society, several States have enacted domestic rules and regulations to regulate the activities that occur within it. The Computer Misuse Act of 1990,97 for example, criminalises unauthorised access to computer systems and associated offences in the United Kingdom. Similarly, Germany passed the Federal Office for Information Security Act,98 which sets steps to safeguard the security and resilience of government information technology systems. France has enacted the Military Planning Law,99 which improves cyber defences and enables offensive cyber responses to certain threats. The Information Society Code100 governs electronic communications in Finland, whereas the Computer Misuse and Cybersecurity Act101 in Singapore forbids illegal access and calls for the development of a national cybersecurity agency. These instances demonstrate the numerous ways in which countries use domestic legislation to handle cyberspace challenges.

3.2.1 The United Kingdom

The United Kingdom has established an extensive legal and policy framework to cover various areas of cyberspace. The framework is made up of both domestic laws and international treaties. In addition, the UK government has released a number of policies and measures to improve its cybersecurity posture and preserve its national interests.

Domestically, the United Kingdom has enacted a number of laws and regulations to combat cybercrime, cyber assaults, and data protection. The Computer Misuse Act 1990102 criminalises illegal access to computer systems, while the Police and Justice Act 2006103 makes it an offence to initiate a cyber assault that results in the interruption of services. Moreover, the Data Protection Act 2018104 brings the EU GDPR105 into the United Kingdom and establishes principles for the processing and protection of personal data.

The UK government has also established a number of organisations and entities to guarantee that these laws are implemented and enforced. The National Cyber Security Centre (NCSC),106 which is part of the Government Communications Headquarters (GCHQ), is responsible for identifying and mitigating cyber threats in the United Kingdom. The NCSC also advises and assists organisations and individuals in improving their cybersecurity posture.107

At the international level, the United Kingdom is a signatory to many cybersecurity treaties, including the Budapest Convention on Cybercrime108 and the NATO Coordinated Cyber Defence Centre of Excellence (CCDCOE).109 The United Kingdom also takes part in a number of international forums and conferences to address cybersecurity challenges and share best practices.

In addition to these legal and legislative frameworks, the United Kingdom has created a number of policies and efforts to strengthen its security strategy. The National Cyber Security Strategy 2022-2030 outlines the UK government’s strategy and goals for cybersecurity in the country.110 Among the elements in the strategy are investments in cybersecurity research and development, boosting the country’s cyber defences, and enhancing international collaboration.

Overall, the United Kingdom’s legal and legislative framework for cyberspace is extensive, reflecting the country’s commitment to defending its national interests and preserving citizens’ security. Yet, because cybersecurity threats are continually developing, the UK government must continue to examine and adapt its policies and plans in order to keep ahead of emerging risks and difficulties.

3.2.2 Germany

To meet the difficulties posed by cyberspace, Germany has built a comprehensive legal and policy framework. The country has taken several initiatives to defend its critical infrastructure and prevent cybercrime, while also emphasising the need for international collaboration in dealing with cybersecurity challenges.

The IT Security Act 2.0 (IT-Sicherheitsgesetz 2.0),111 enacted in 2021, is an important legal instrument in Germany’s cyber strategy. The Act compels firms that operate vital infrastructure to take specific cybersecurity measures and to notify the Federal Office for Information Security of any serious cybersecurity incidents (BSI).112 The Act also established the BSI as Germany’s national authority for information security, in charge of coordinating the country’s cybersecurity activities as well as offering guidance and help to businesses and people.

Germany has also taken initiatives to prevent cybercrime, such as passing the Act to Improve the Enforcement of Criminal Law in Cyberspace (Gesetz zur Verbesserung der Durchsetzung von Rechten im Cyberspace) in 2017.113 The Act criminalises a variety of cyber crimes, including hacking, cyber espionage, and malware creation and dissemination.114

In addition to these domestic measures, Germany has been an active participant in international efforts to improve cybersecurity. The government has been a significant supporter of the creation of international norms and guidelines for responsible cyberspace behaviour and has backed projects such as the Tallinn Manual on International Law Applicable to Cyber Warfare115 and the Global Commission on Cyberspace Stability.116

Germany’s cybersecurity law and regulatory framework is broad and aggressive, with a heavy emphasis on protecting vital infrastructure and combatting cybercrime as can be seen from its position paper on cyberspace.117 The country’s emphasis on international collaboration and the formation of standards and guidelines for responsible cyberspace behaviour indicates its appreciation of the importance of a coordinated and collaborative approach to resolving the issues posed by the digital age.

3.2.3 France

France has been working hard to build and execute legal and legislative frameworks to combat cyber threats. The government acknowledges that cyberspace poses a significant threat to national security and has made efforts to strengthen its legal and institutional capacities to address cyber threats.

France has enacted a number of rules and regulations to protect its critical infrastructure and combat cybercrime on a national level. For example, the National Cybersecurity Agency (ANSSI) was formed under the 2013 Military Programming Law (LPM) to manage the country’s cybersecurity activities.118 ANSSI has been crucial in defining critical infrastructure regulations and standards, as well as offering advice to government agencies and the private sector.

France passed a new cybersecurity and data protection and privacy law in 2018, with the goal of improving the country’s ability to prevent, detect, and respond to cyber threats.119 The law compels critical infrastructure operators to implement network security measures and to report cyber events to ANSSI. The law also gives ANSSI the authority to perform vulnerability assessments, monitor network traffic, and intervene to prevent cyber assaults.120

France has formed various international partnerships to combat cyber risks in addition to its legal and regulatory framework. The country is a member of the European Union’s Cybersecurity Agency (ENISA)121 and NATO’s Cooperative Cyber Defence Centre of Excellence (CCDCOE),122 and it has taken part in a number of international cybersecurity efforts.

Notwithstanding these efforts, however, France continues to confront substantial challenges in coping with the expanding cyber threat scenario. Some high-profile cyber assaults have occurred in the nation, notably the 2017 WannaCry ransomware outbreak, which damaged thousands of systems globally.123 France must continue to strengthen its legal and institutional skills in order to handle these concerns, notably by encouraging international collaboration and information exchange.

Finally, France has made tremendous progress in building and implementing its cyberspace legal and policy frameworks as appeared in the open-ended working group paper.124 The government recognises the importance of cybersecurity to national security and has made initiatives to improve its response capabilities to cyber attacks. To meet the expanding cyber threat scenario, the government must stay attentive and continue to modify its legislative and institutional structures.

3.2.4 Finland

To address cybersecurity challenges, Finland has built a comprehensive legislative and policy framework. The country’s approach to cybersecurity is a mix of domestic regulation, international collaboration, and public-private partnerships. Finland has also been an active promoter of international cybersecurity rules and standards.

On a national level, Finland has adopted a number of cybersecurity legislation and regulations. The most important of them is the Act on the Protection of Privacy in Electronic Communications, which regulates personal data processing and electronic communication secrecy.125 The Information Security Act,126 the Criminal Code,127 and the Data Protection Act128 are all significant statutes. These laws offer the legal foundation for maintaining critical infrastructure security and punishing cyber criminals.

Finland has a cyber security strategy, which was initially published in 2013 and was recently revised.129 The plan specifies the country’s cybersecurity goals and objectives, such as improving the cybersecurity skills of government agencies, critical infrastructure operators, and other stakeholders. In addition, the policy emphasises the necessity of international cooperation in solving cybersecurity concerns.

Finland is also an active participant in worldwide cybersecurity activities in addition to its national efforts. Since its founding in 2014, Finland has been a member of the EU’s Network and Information Security Cooperation Group (ENISA),130 as well as a member of the NATO CCDCOE.131 Finland has also been a key contributor to the establishment of international cybersecurity rules and standards, such as the Tallinn Manual on International Law Applicable to Cyber Warfare132 and the Paris Call for Trust and Security in Cyberspace.133

Generally, Finland’s cybersecurity law and policy framework is extensive and well-developed. This includes its national positions dealing with cyber threats.134 To meet the complex and developing difficulties of cyberspace, the country’s approach to cybersecurity incorporates national law, international collaboration, and public-private partnerships.

3.2.5 Singapore

Singapore is a leader in the implementation of international law in cyberspace. As Singapore presided over ASEAN in 2018, a framework for the ASEAN Cyber Capacity Program was formed,135 as was the ASEAN Ministerial Conference on Cybersecurity,136 which included the formation of the ASEAN-Singapore Cyber Center of Excellence.137 The Centre’s goal is to provide training, research, and information sharing on strategic, policy, legal, and operational cyberspace concerns. These initiatives are intended to integrate cyber diplomacy efforts with operational challenges in order to achieve regional collaboration toward a single stance on international platforms.138 Australia, Canada, the European Union, South Korea, New Zealand, and the United Kingdom all contribute to the Centre’s activities.139

Singapore’s stance on the application of international law in cyberspace is clearer than that of the other ASEAN members. Singapore contemplates dealing with cyberspace regulations, particularly during the State action in international law is critical in ensuring an open, safe, stable, accessible, peaceful, and interoperable ICT environment for digitalisation.140 Singapore has said unequivocally that the laws regulating cyberspace under international law are governed by the United Nations Charter.141 Singapore has also said unequivocally that State sovereignty is a principle that applies equally to States. Other common law concepts of international law, such as the prohibition of interference, peaceful resolution of conflicts, self-defence, armed attack, and use of force, can also apply to cyber concerns. It is a basic value enshrined in the United Nations Charter.142 Other principles may also be implemented to the extent practicable. It is critical to evaluate the consequences of cyber activity. Malicious cyber activity attributable to a State, for example, that interferes with the normal governing functions of a victim State is an example of an internationally unlawful act.143

4. Applicability of regional and domestic legal instruments and policy framework in cyberspace

Cyberspace is a complicated and rapidly evolving domain that presents various legal issues. These challenges include personal data security, cyber behaviour regulation, and cybercrime prevention. Several legal tools and policy frameworks have been established at the international, regional, and national levels to tackle these issues.

Regional organisations have also established legal tools and policy frameworks to handle legal challenges in cyberspace. The Convention on Cybercrime of the Council of Europe,144 for example, is a regional legislative framework that strives to improve cybersecurity and safeguard personal data in their respective regions.

Some States have built their legal frameworks and strategies to address cyberspace legal challenges on a domestic basis.145 Legislation that criminalises cybercrime, regulates online activity, and safeguards personal data is included in these frameworks. Local legislative frameworks also provide tools for international collaboration in the fight against cyber threats and the promotion of cybersecurity.

In this regard, the unique nature of cyberspace, as well as its implications for issues of State sovereignty, extraterritoriality, and the idea of cyberspace sovereignty, are obstacles to the application of international law principles. The numerous legal difficulties that exist in cyberspace are discussed here, as well as how international law might be used to overcome them.

4.1 Regional and domestic legal instruments and policy framework to State sovereignty violation

4.1.1 Regional level

Regional legal instruments and policy frameworks play an important role in dealing with abuses of state sovereignty in cyberspace. To solve these problems, some regional organisations have adopted legal tools and policy frameworks. The EU, the OAS, the OSCE, and the ASEAN and their approaches to state sovereignty violations in cyberspace will be examined in this research.

The EU’s approach to state sovereignty violations in cyberspace is founded on the principles of state sovereignty, territorial integrity, and critical infrastructure protection. The EU’s Cybersecurity Strategy highlights the necessity of protecting critical infrastructure from cyber attacks while also encouraging collaboration among member states and private sector stakeholders.146 The EU also backs international initiatives to encourage responsible state behaviour in cyberspace, such as the creation of rules and confidence-building measures.147 The EU’s efforts in this area have resulted in the creation of legislative instruments such as the EU Cybersecurity Act148 and the NIS2 Directive,149 which aim to improve cybersecurity and protect the EU’s critical infrastructure.

The OAS’s approach to state sovereignty violations in cyberspace is based on the principles of non-intervention and human rights protection. The OAS has created the Inter-American Convention Against Cybercrime, which criminalises cyber actions such as hacking, cyber fraud, and the distribution of dangerous software.150 The Convention also establishes a framework for international cooperation in cybercrime investigation and prosecution. Furthermore, the OAS encourages the development of cybersecurity capabilities in its Member States, including the formulation of national cybersecurity policies and the adoption of international standards.

The OSCE’s approach to State sovereignty violations in cyberspace is guided by principles of human rights, basic freedoms, and the rule of law. The OSCE’s cyber/ICT security Concept emphasises the necessity of safeguarding critical infrastructure and encouraging international collaboration in combating cyber threats.151 The OSCE also fosters the development of confidence-building measures152 and the adoption of rules for responsible state behaviour in cyberspace. In addition, the OSCE has launched a variety of capacity-building projects to assist its Member States in improving their cybersecurity capabilities.

The ASEAN approach to state sovereignty violations in cyberspace is built on the principles of non-intervention and respect for country sovereignty. ASEAN has established the ASEAN Regional Forum Declaration on Cooperation in the Area of Information and Communication Technology (ICT) Security, which underlines the necessity of member-state collaboration in dealing with cyber threats.153 ASEAN also encourages the establishment of capacity-building programs and the implementation of international cybersecurity rules and standards.154

In conclusion, regional legal instruments and policy frameworks play an important role in resolving violations of state sovereignty in cyberspace. Various regional organisations have produced legal instruments and policy frameworks that reflect their particular regional environments and agendas. The EU, OAS, OSCE, and ASEAN all have various ways of dealing with state sovereignty violations in cyberspace, but they all have the same aim of improving cybersecurity and preserving critical infrastructure.

4.1.2 Domestic level

Domestic legal instruments and policy frameworks are also important in dealing with state sovereignty violations in cyberspace. To address these issues, some countries have established legal instruments and policy frameworks. This analysis will examine the approaches of the UK, Germany, France, Finland, and Singapore to State sovereignty violations in cyberspace.

The UK’s approach to State sovereignty violations in cyberspace is based on the concepts of national security and critical infrastructure protection. The United Kingdom’s National Cyber Security Strategy establishes a comprehensive strategy for cybersecurity, including efforts to safeguard critical infrastructure, improve intelligence capabilities, and foster international collaboration.155 The UK has also passed the Cybersecurity Information Sharing Act, which establishes a legal framework for the exchange of cybersecurity data between public and private sector institutions.156

Germany’s approach to State sovereignty violations in cyberspace is grounded in the principles of human rights and critical infrastructure protection. To counter cyber risks, the German government has created a variety of legislative instruments, including the Cybersecurity Act157 and the IT Security Act.158

France’s approach to State sovereignty violations in cyberspace is based on the concepts of national security and critical infrastructure protection. The French government has created a variety of legislative tools to combat cyber risks, including the Military Programming Law159 and the National Cybersecurity Strategy.160

Finland’s approach to State sovereignty violations in cyberspace is built on the principles of human rights and critical infrastructure protection. To counter cyber risks, the Finnish government has created a variety of legislative instruments, including the Act on the Protection of Privacy in Electronic Communications161 and the Cybersecurity Strategy.162

Singapore’s approach to State sovereignty violations in cyberspace is based on national security and critical infrastructure protection principles. The Singapore government has created a variety of legislative tools to combat cyber threats, including the Cybersecurity Bill which later becomes the Cybersecurity Act.163

In conclusion, domestic legal instruments and policy frameworks are crucial for dealing with violations of State sovereignty in cyberspace. Many States have created legal instruments and policy frameworks that reflect their situations and agendas. The approaches employed by the UK, Germany, France, Finland, and Singapore to resolve State sovereignty violations in cyberspace vary, but they all have the same aim of boosting cybersecurity and preserving key infrastructure. These laws aim to strengthen cybersecurity and protect critical infrastructure by introducing clear cybersecurity standards for corporations and government agencies.

4.2 Regional and domestic legal instruments and policy framework for extraterritorial effects

4.2.1 Regional level

Regional legal instruments and policy frameworks play a significant role in tackling extraterritorial effects in cyberspace. The potential of activities made in one state to have an influence on another is referred to as extraterritoriality. This might result in complicated legal challenges requiring international collaboration and coordination. The purpose of this part is to look at how the EU, the OAS, the OSCE, and the ASEAN deal with extraterritoriality in cyberspace.

The EU has created a comprehensive framework for dealing with extraterritoriality in cyberspace. The EU’s GDPR applies to all companies, regardless of location, that process the personal data of EU citizens.164 This implies that companies operating outside the EU must follow EU data protection standards if they process EU citizens’ data. The GDPR also includes the right to be forgotten, which permits individuals to request that their personal data be deleted from online platforms situated outside of the EU.165 In addition, the EU has a number of bilateral and multilateral agreements with other States in place to enhance international collaboration and coordination on cybersecurity issues.166

The OAS has developed a variety of legislative instruments to address extraterritoriality in cyberspace. The Inter-American Cooperation Portal on Cyber-Crime establishes a framework for collaboration among OAS Member States in cybercrime investigation and prosecution.167 The OAS also runs a Cybersecurity Program, which offers Member States technical support to help them enhance their cybersecurity capabilities.168

The OSCE has established an extensive strategy for dealing with extraterritoriality in cyberspace. The OSCE’s Confidence-Building Measures (CBMs) in Information and Communication Technology seek to improve openness and collaboration among OSCE member states on cybersecurity problems.169 The OSCE also operates a Cybersecurity Capacity Building Program, which offers Member States training to assist them to strengthen their cyberspace competency.170

ASEAN has set up a number of legal mechanisms to deal with extraterritoriality in cyberspace. The e-ASEAN framework agreement and information and communications technology (ICT) capacity building establishes a framework for ASEAN member states to collaborate on cybersecurity challenges.171 The ASEAN Cybersecurity Cooperation Strategy also includes a road map for improving regional cybersecurity cooperation and coordination.172

In conclusion, regional legal instruments and policy frameworks are important in tackling extraterritoriality in cyberspace. The EU, OAS, OSCE, and ASEAN all take various approaches to these concerns, but they all share the objective of strengthening international collaboration and coordination on cybersecurity issues. These regional frameworks are critical for dealing with the complex legal challenges that arise in cyberspace and maintaining a safe and secure digital environment for all.

4.2.2 Domestic level

Domestic legal instruments and policy frameworks are equally significant in dealing with extraterritoriality in cyberspace. This analysis looks at how the UK, Germany, France, Finland, and Singapore approach extraterritoriality in cyberspace through domestic legal instruments and policy frameworks.

The UK has taken several measures to address extraterritoriality in cyberspace. The Data Protection Act 2018 of the UK applies to all companies that process the personal data of UK citizens, regardless of where they are located.173 This means companies operating outside of the UK must follow UK data protection legislation if they process data from UK residents. In addition, the UK has a variety of regulations in place to combat cybercrime, notably the Computer Misuse Act of 1990174 and the Police and Justice Act of 2006.175

Germany has also taken measures to combat extraterritoriality in cyberspace. The German Federal Data Protection Act applies to all enterprises, wherever they occur, that process the personal data of German residents.176 The Act also includes a right-to-be-forgotten provision, which allows individuals to request that their personal data be deleted from online platforms situated outside of Germany.177 Germany recently approved the Network Enforcement Act, which mandates that social media firms remove illegal content within 24 hours or face fines.178

France has implemented a number of efforts to combat extraterritoriality in cyberspace. The French Data Protection Act applies to all enterprises, regardless of geography, that process the personal data of French citizens.179 France recently ratified the Military Programming Law 2019-2025, which contains steps to strengthen the country’s cybersecurity capabilities and battle cyber threats.180

Under its Cyber Security Strategy, Finland has put in place measures aimed at combating extraterritoriality in cyberspace.181 The Strategy establishes a framework for improving cybersecurity cooperation and coordination among Finland and other States. Finland has also approved the Data Protection Act, which applies to all enterprises, irrespective of where they operate, that process the personal data of Finnish citizens.182

Through its Cybersecurity Act, Singapore has put in place safeguards to counter extraterritorial effects in cyberspace.183 The Act requires key information infrastructure owners to implement cybersecurity safeguards for their systems and regulates cybersecurity service providers.184 Singapore has also set up a Cyber Security Agency, which is in charge of coordinating cybersecurity operations and responding to cyber attacks.185

Consequently, domestic legal instruments and policy frameworks are critical in tackling extraterritoriality in cyberspace. The United Kingdom, Germany, France, Finland, and Singapore all take various approaches to these concerns, but they all share the objective of ensuring a safe and secure digital environment for their inhabitants. These domestic frameworks are critical for handling the complex legal challenges that occur in cyberspace, as well as for encouraging international collaboration and coordination on cybersecurity matters.

4.3 Regional and domestic legal instruments and policy framework for cyberspace sovereignty

4.3.1 Regional level

Regional legal instruments and policy frameworks are critical in resolving the challenges of cyberspace sovereignty. This examination will look at how the EU, the OAS, the OSCE, and the ASEAN deal with these issues.

The EU has implemented several measures to address cyberspace sovereignty issues. The EU Cybersecurity Act, passed in 2019, creates a European cybersecurity certification system with the goal of improving the cybersecurity of goods, processes, and services.186 In addition, the EU has adopted a variety of laws and efforts to support the free movement of data inside the EU while protecting personal data and other rights. Furthermore, the EU has formed the ENISA, which provides cybersecurity advice and support to EU member states.187

The OAS has also taken measures to deal with concerns about cyberspace sovereignty. The OAS has adopted a variety of cybersecurity resolutions, including the Inter-American Cybersecurity Strategy188 and the Declaration on the Protection of Critical Infrastructure from Emerging Threats.189 The OAS has also formed the CICTE, which encourages member governments to work together to combat cyberspace risks.190

The OSCE has put in place a number of measures to address cyberspace sovereignty challenges. The OSCE has established a variety of CBMs targeted at increasing openness and lowering the danger of cyber warfare.191 The OSCE also encourages conversation and collaboration among Member States on cybersecurity problems through its annual Confidence-Building Measures Conference and its informal cybersecurity expert group.192

ASEAN has made initiatives to resolve cyberspace sovereignty challenges through its 2020 ASEAN ICT Masterplan.193 The Plan contains initiatives targeted at improving cybersecurity cooperation among ASEAN Member States and fostering the establishment of a secure and resilient digital environment.194 ASEAN has also established the ASEAN Ministerial Conference on Cybersecurity, which provides a forum for Member States to debate cybersecurity challenges and foster collaboration.195

In conclusion, regional legal instruments and policy frameworks are essential for tackling cyberspace sovereignty challenges. The EU, OAS, OSCE, and ASEAN all take various approaches to these concerns, but they all share the objective of creating a safe and secure digital environment for their inhabitants. These regional frameworks are critical for encouraging international collaboration and coordination on cybersecurity challenges, as well as resolving the complex legal issues that develop in cyberspace.

4.3.2 Domestic level

Domestic legal instruments and policy frameworks also play an important role in resolving cyberspace sovereignty challenges. In this part, they include the analysis of the UK, Germany, France, Finland, and Singapore dealing with cyberspace sovereignty challenges.

The UK has implemented a lot of measures to address cyberspace sovereignty concerns. The National Cyber Security Strategy of the UK seeks to make the country a safe and resilient digital nation.196 The policy includes safeguards for important national infrastructure, increased cybersecurity skills and awareness, and collaboration with foreign partners to combat cyber attacks.197 The United Kingdom has also established the National Cyber Security Centre (NCSC), which provides cybersecurity advice to organisations and individuals.198

Germany has also begun addressing the problems of cyberspace sovereignty. Germany’s cybersecurity plan includes efforts to protect key infrastructure, encourage cybersecurity research and development, and strengthen international cybersecurity cooperation.199 The German government has also formed the Federal Office for Information Security (BSI), which is in charge of guaranteeing the security of government and critical infrastructure operators’ information technology systems.200

Through its National Strategy for Cybersecurity, France has adopted measures to address the challenges of cyberspace sovereignty. The policy includes initiatives to improve critical infrastructure cybersecurity, encourage cybersecurity research and development, and strengthen international cybersecurity cooperation.201 In addition, the French government formed the ANSSI, which is in charge of defending the government and critical infrastructure networks.202

Finland has implemented measures to address issues related to cyberspace sovereignty through its National Cyber Security Strategy.203 The policy includes efforts to secure key infrastructure, strengthen Finnish organisations’ and people’s cybersecurity capabilities, and collaborate with international partners to address cybersecurity concerns.204 In addition, the Finnish government formed the Finnish Transport and Communications Agency (Traficom), which is in charge of guaranteeing the security of Finland’s communications networks.205

Singapore has undertaken efforts to resolve cyberspace sovereignty challenges through its Cybersecurity Strategy.206 The policy includes efforts to secure key infrastructure, improve the cybersecurity capabilities of Singaporean businesses and individuals, and collaborate with international partners to address cybersecurity concerns. The Singaporean government has also formed the Cyber Security Agency (CSA), which is in charge of advising businesses and people on cybersecurity matters.207

Therefore, domestic legal instruments and policy frameworks are beneficial in resolving cyberspace sovereignty challenges. The UK, Germany, France, Finland, and Singapore have all enacted cybersecurity measures to defend their population and key infrastructure from cyber attacks. These domestic frameworks are critical for maintaining a safe and secure digital environment as well as dealing with the complex legal challenges that arise in cyberspace.

5. Conclusion

The rapid digital transformation of society has presented unique opportunities and challenges, particularly at the regional and domestic levels. As cyberspace becomes increasingly integral to daily life, the need for robust regional collaboration and effective domestic strategies has become more pressing. Countries and regional organisations are navigating this complex landscape with tailored legal frameworks and policies aimed at addressing the multifaceted threats posed by ICT vulnerabilities.

Regional initiatives have demonstrated the value of cooperative approaches in combating cyber threats. Frameworks such as the EU’s cybersecurity directives and ASEAN’s regional strategies highlight the importance of harmonising efforts across member states. These initiatives not only enhance cybersecurity capabilities but also foster shared standards that allow for coordinated responses to emerging threats. The adaptability of these regional frameworks is a critical factor in ensuring their relevance in an ever-evolving digital environment.

At the domestic level, nations have implemented a diverse array of legal instruments and policies to address specific cybersecurity challenges. For instance, countries like the UK and Germany have developed comprehensive national strategies to protect critical infrastructure, while Singapore and France have emphasised data protection and privacy through forward-thinking legislation. These domestic efforts reflect the distinct priorities and resources of individual states, demonstrating the necessity of tailored approaches to cyber governance.

The intersection of regional and domestic strategies underscores the importance of collaboration in addressing cybersecurity challenges. By aligning domestic priorities with regional objectives, states can build resilient frameworks that are both locally effective and regionally cohesive. This synergy ensures that the dynamic nature of cyber threats is met with equally dynamic solutions, capable of safeguarding both national and regional interests.

In an era defined by rapid technological advancement, the future of cybersecurity governance lies in the ability of regional and domestic actors to innovate and adapt. Through continued cooperation and the refinement of legal and policy frameworks, nations and regions can establish a robust defense against the complexities of cyberspace while fostering an environment of security, trust, and shared progress.



*This is an excerpt from the full research report titled ‘the application of international law to cyberspace: the dilemna of state soverignty violation, extraterritorial effects and cyberspace sovereignty’, which is funded by the Research Promotion Committee of the Faculty of Law, Thammasat University. Another part of this full research, different from the current part, was published in Chinese Journal of International Law, Volume 23, Issue 1, March 2024, Pages 25-72. Any errors are the author’s own.
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Abstract

Technological developments affect every aspect of human life, warfare included, suffices to recall the emergence of the so-called cyber-attacks, unmanned robots, autonomous weapon systems. Consequently, new technologies affect international humanitarian law (IHL) as well.   Among the various legal questions arisen by the introduction of new technologies in warfare, their impact on the criterion of intensity required for the classification of a situation as a non-international armed conflict (NIAC) is here assessed. How is the reaching of such a threshold measured, when new weapons are more and more precise? How should this criterion be evaluated, in cases in which there are not casualties – both military and civilians – at all, a situation that may happen in case of cyber-attacks? This problem is conceptually and practically relevant, as a NIAC exists only when the criterion of intensity – together with the criterion of organization – is reached, thus allowing the application of IHL.  The development of the criterion of intensity is first assessed, resorting to conventional rules interpreted under the rules of the Vienna Convention on the Law of Treaties and international case law, of the International Criminal Tribunal for the Former Yugoslavia (ICTY) in particular. After this initial assessment, the work of reconceptualization of the criterion of intensity is conducted, submitting an approach based on the protection of human rights. This approach would allow a reconceptualization of the criterion of intensity, in view of the new technological weapons, which complies with the scope of the rules of IHL and is consistent with the development of international law on a more general level.
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1. Introduction

The evolution of technology affects every aspect of human life, warfare included. In recent years, we have witnessed significant evolutions in this regard, from the usage of more or less sophisticated weaponized robots to the resort to cyber-attacks. These developments have had, and are having, significant impacts on many aspects of International Humanitarian Law (IHL). Among the several emerging issues, the impact of new weapons on the intensity criterion required for the identification of non-international armed conflicts (NIACs1), which are those armed conflict that involve at least one non state armed group (NSAG), is here assessed. Indeed, the topic is interesting for several reasons, relating both to the particular method of identification of NIACs, and to the peculiar characteristics of this type of armed conflicts. In addition, given the widespread diffusion of NSAGs and NIACs,2 the topic appears particularly significant in the present international scenario.

Regarding the issue of the identification, there exists a peculiar method to assess the existence of a NIAC; in fact, the latter must be tested on two criteria, namely the level of organization of the NSAG and the level of intensity of the armed violence.3 In other words, a situation of armed violence amounts to a NIAC – thus leads to the application of IHL – only if it reaches the required minimum thresholds of organization and intensity. Given this, with specific reference to the intensity criterion, the identification of a NIAC, and the consequent application of IHL, may be severely affected by the development of technologically advanced means of warfare. The issue may become more and more relevant, as the usage of technologically advanced devices in armed conflicts will become more and more common.4 

Second, NIACs have at least one unique feature: they always involve at least one NSAG. This element cannot be ignored, as NSAGs present peculiar characteristics; they often do not have the monetary resources of States, nor the organization and training capabilities of the latter. Given all this, it appears that some types of new weapons and ways of conducting warfare will be more and more frequently used by NSAGs. In particular, drones and cyber-attacks may acquire a more and more relevant role in warfare for NSAGs. Indeed, the former are becoming easy to get and use, as well as cheaper and cheaper; this is particularly true in regard to repurposed, weaponized civilian drones. In addition, cyber-attacks may be conducted also by individuals located in different areas. Given that NSAGs often do not have ample resources and are frequently composed by people coming from different areas, the characteristics of drones and cyber-attacks may appear particularly appealing for NSAGs. On the other hand, the military forces of States may have access to sophisticated, technologically advanced weapons, such as drones specifically created for warfare activities. Moreover, given the ample diffusion of ICTs, they may have specific units dedicated to cyber activities. Despite being deeply different, these means of warfare share a common feature: they are all capable of producing not very intense attacks. Consequently, their usage may affect the concept of intensity, as it has been developed up until now.

These issues may have significant practical impacts. Indeed, the existence of an armed conflict (both international and non-international) leads to the application of a specific set of rules, namely the rules of IHL. This is true for armed conflicts conducted resorting to technologically advanced means of warfare as well.5 This is particularly relevant, as the IHL legal framework establishes peculiar rules, which may deeply differ from the rules applicable in peacetime. For instance, the regulation provided in case of detention may deeply vary, depending on whether the detention takes place in peacetime or during an armed conflict towards members of the armed forces of the enemy; in fact, in this second hypothesis the IHL legal framework shall apply.6 IHL sets specific rules for NIACs as well, thus their identification as equally relevant as the identification of international armed conflicts.

To assess the impact of new warfare technologies on the criterion of intensity, necessary for the existence of a NIAC, a brief overview of the characteristics of the new weapons is conducted. Since NSAGs are a necessary party of NIACs, this assessment focuses on drones and cyber-attacks, which may become the weapons of choice of NSAGs. Particular attention is paid to the limited intensity of the attacks conducted with new means of warfare.

Then, the concept of intensity under IHL is assessed. To do so, the most relevant international provisions are examined and interpreted also resorting to the travaux préparatoires, as well as the most important case law on the matter at issue. Last, several theories on the reconceptualization of the intensity criterion considering the latest developments are presented. In this sense, it appears that a return to the original aims of IHL, with a stronger consideration of the protection of human dignity and human rights, may be the best option. However, the evolution of warfare presents several other problems in the application of IHL. Consequently, the call for a wider reconceptualization of IHL taking into consideration the wider role gained by international law of human rights (IHRL) is finally made. 

2. State of the art weapons, repurposed devices and current warfare in NIACs

It is a truism that the use of the latest technology in warfare is not a novelty. To mention just one example, dozens of world-renowned scientists, coming from all over the world, took part in the research on atomic energy that led to the production of the atomic bombs, used during the Second World War (WWII)7. Present day is no different: new technologies are used for warfare activities. However, current technological developments in the field present original aspects, which may affect the concept of intensity as required element for the existence of a NIAC. Considering technological innovations regarding both the weapons and warfare activities most often accessible to NSAGs and those available to States, it is important to highlight that, despite being deeply different, they may cause only minimal, if any, losses. Some types of unmanned vehicles, as well as cyber-activities, constitute a good example of this type of weapons. 

Unmanned vehicles, especially but not only aerial ones8 (unmanned aerial vehicles will be called drones hereinafter9), have been used for military purposes for decades. Today, however, we assist to a two-pronged evolution, ultimately caused by a single phenomenon: technological developments. On the one hand, State armed forces are getting equipped with technologically advanced drones;10 normally the latter are highly precise and able to kill one particular individual without any other casualty. For instance, in 2022 the Central Intelligence Agency (CIA) of the United States killed the Taliban leader Ayman al-Zawahiri using two Hellfire missiles, launched by a drone. According to the US intelligence, all the other people present in the same building were uninjured.11 

On the other hand, drones are also becoming a weapon of choice of NSAGs, that usually do not have the economic resources States have. Today there exist various types of drones, which are more or less sophisticated and more or less expensive; given this variety, it appears that when discussing NIACs and NSAGs the most relevant type of drone may be the hobbyist one, as it can be considered as a new type of “cheap” weapons. Hobbyist drones were created and are produced for civilian purposes, and in fact it is easy to have access to them12 and they are easy to use. However, they can be easily repurposed and weaponized, for instance by installing remotely controlled bombs on them; moreover, as they have small dimensions, they can easily elude radar controls.13 Because of this disruptive potential, this type of drones has already been used for warfare activities.14 Undeniably, the drones used by NSAGs may be less effective than more technologically advanced weapons; this means that the intensity level required by international law for rules of IHL to apply may not be attained – at least for the time being15. To sum up, the acts conducted by both state-of-the-art drones available to states and repurposed drones used by NSAGs may not reach the degree of intensity required for a NIAC to come into place. 

Another type of new means of warfare is cyber-attacks. The latter may appeal to NSAGs as well; in fact, members of NSAGs may live in different areas, and NSAGs may not have the necessary structure to organize their activities. Also, cyber-attacks surely require particular skills, but do not require great economic resources. As NSAGs often have limited funds and their members are often scattered in different places, they may consider cyber-attacks as a preferable warfare activity. It should be noted that the resort to cyber-attacks by NSAGs is not such a recent phenomenon: in 2010, Mohamedou Ould Slahi, suspect in a terrorism case, affirmed that Al Qaeda conducted cyber-attacks, also against Israeli governmental computers, in 2001.16 Also, it can be inferred that, as time went by, NSAGs have only acquired more and more skills.17 

However, cyber-attacks may not cause losses at all; after all, cyber-attacks do not have the physical component of kinetic warfare activities. However, they may severely affect their target. To provide a few examples, in recent years severe, large-scale cyber-attacks have been conducted against national informatic systems. For instance, in August 2022 the informatic systems of Estonian public and private institutions suffered an impressive cyber-attack,18 but it did not cause any casualty. 15 years before, Estonia was the victim of another, impactful cyber-attack, as in 2007 a series of cyber-attacks was conducted against the websites of several Estonian organizations and institutions, including banks, ministries, and the Parliament.19 Allegedly, these cyber-attacks followed the removal of the statue of the Bronze Soldier of Tallinn, a statue posed during the Soviet era to commemorate the Russians died while pushing the Nazis outside the Country at the end of WWII.20 While the attribution of the responsibility for this attack, and the role of the Russian State in it, has been widely discussed, no unanimous conclusion has been reached.21 These cyber-attacks lasted for weeks. It has been said that ‘[i]t was the first time cyber attacks threatened the security of an entire nation’.22 Moreover, the damages caused by the cyber-attack provoked a series of riots, which led to property damage, several people injured and one death.23 While these cyber-attacks caused serious denials of service, they did not directly cause any casualty, and indirectly caused only one death.

This brief excursus leads to the conclusion that several new means of warfare may not reach the degree of intensity, which is required today for a NIAC to take place. Weaponized drones often do not have the impact required to satisfy the intensity criterion, and cyber-attacks cannot cause deaths directly. Given all this, when discussing the way to identify a NIAC the impact on the threshold of intensity of these technologically advanced weapons must be discussed.24 

3. Intensity criterion for the existence in NIACs in IHL and international case law

While the concept of international armed conflicts (IACs) is based on a clear, conventional provision,25 NIACs do not have a similarly clear definition. Nonetheless, they have been regulated by different provisions of IHL, most notably by the common article 3 to the Four Geneva Conventions on the Law of War (CA3) and by the Additional Protocol II to the Four Geneva Conventions on the Law of War (APII). Thus, the relevant provisions on the material field of application of CA3 and APII, which are contained in CA3 itself and art 1(2) APII shall be taken as a starting point for the assessment of the intensity criterion. The matter has then been further clarified by international courts, especially by the International Criminal Tribunal for the former Yugoslavia (ICTY) in its case law. All this led to the development of a dual test for the existence of a NIAC, based on the presence of a minimum level of organization and intensity. 

The concept of NIAC itself and the scope of the criteria have been developed over time. Consequently, it appears useful to start the analysis from the interpretation of conventional provisions on NIACs, with the support provided by authoritative doctrine; in this sense, reference to the International Committee of the Red Cross (ICRC) Commentaries in particular is made. Then, the analysis moves to the most relevant international case law. Last, the most significant issues relating to the concept if intensity, and the approaches submitted to solve them, are presented. This analysis, however, leads to the conclusion that this concept does not have a strictly determined scope.

The examination of the conventional law dedicated to NIACs and the concept of intensity regards two provision in particular, CA3 and art 1 APII. Even though CA3 established the minimum set of rules applicable in case of conflicts not of an international character,26 it does not provide a definition of this type of conflicts. In fact, it only establishes its application in case of ‘armed conflict not of an international character occurring in the territory of one of the High Contracting Parties’.27 This provision thus appears quite tautological, as it establishes that, for it to apply and regulate NIACs, it is necessary for a NIAC to occur. It does not provide any other indication of what a NIAC is. However, the interpretation of this article, taking into consideration also its travaux préparatoires, leads to the conclusion that a minimum level of intensity was considered as a necessary requirement to identify a NIAC, and ultimately to apply the other provisions of CA3. In order to correctly frame CA3, first, the motivation and the consequences of such a limited definition are briefly provided, then its established interpretation is presented.

It has been affirmed that this laconic provision has to be connected to the reluctance of States, that participated in the Diplomatic Conference which led to the adoption of the Geneva Conventions, to regulate with rules of international law (as rules of IHL) non-international armed conflicts have always been perceived as falling within the domestic realm.28 Indeed, CA3 was the first international provision to deal with non-international conflicts. It should be noted that this laconic provision ran the risk of producing unexpected, unwanted consequences. In fact, it was stated that such a ‘vague’29 provision constituted a threat to States that feared ‘it might be taken to cover any act committed by force of arms – any form of anarchy, rebellion, or even plain banditry’,30 ultimately compressing their sovereignty on domestic issues. Undeniably, the text of CA3 does not offer a clear definition of what a NIAC is. 

Nonetheless, it is possible to reconstruct the relevance of the intensity criterion even from this laconic provision. This can be done applying the criteria for treaty interpretation set in the Vienna Convention on the Law of Treaties, in particular resorting to a systematic interpretation, and thus reading the provision in the context of the whole convention,31 and to the travaux préparatoires, as a supplementary means of interpretation in case of an obscure interpretation of a provision.32

Under the systematic interpretation, CA3 should be first of all interpreted taking into consideration common article 2 to the Four Geneva Conventions (CA2). The latter sets the application of the Geneva Conventions ‘to all cases of declared war or of any other armed conflict which may arise between two or more of the High Contracting Parties’, thus IACs.33 Therefore, CA3 may be interpreted a contrario as applicable in cases of armed conflicts that did not arise between two or more High Contracting Parties, but rather a High Contracting Party and one or more NSAGs, or two or more NSAGs against each other in the territory of one High Contracting Party. This interpretation appreciates the differences between the two articles, that address both the same issue, namely the scope of material application of the rules of IHL established in the Geneva Conventions.34

Assessing the travaux préparatoires, it should be noted that already the 1952 Commentary by the ICRC referred to the discussion that led to the final draft of CA3 and this discussion has been recalled ever since in the following ICRC Commentaries on the Four Geneva Conventions.35 Thus, it appears that, in its commentaries, the ICRC has being resorting to these preparatory documents for decades. In particular, the 1952 ICRC Commentary included a list of ‘convenient criteria’,36 which were discussed as a list of amendments while drafting CA3 as not obligatory but useful to identify a NIAC. In particular, these criteria may help distinguishing NIACs ‘from a mere act of banditry or an unorganized and short-lived insurrection’.37 From the latter expression it emerges that the ICRC believes that a minimum degree of intensity is necessary for a NIAC to take place. This is consistent with the content of these ‘convenient criteria’, as they include, among others, that NSAGs should have the ability to engage in conflicts with the State authorities,38 and that NIACs should include the cases in which ‘the legal Government is obliged to have recourse to the regular military forces against insurgents’.39 It can thus be inferred that, according to these criteria, NIACs differ from acts of banditry and short-lived insurrections as the former must present a higher degree of intensity. Despite its brevity, the interpretation of CA3 under a systematic criterion and considering the travaux préparatoires leads to the conclusion that this article implicitly requires a necessary minimum level of intensity for a NIAC to take place. 

Last, the presence of a minimum requirement of intensity appears coherent with the already mentioned reluctance showed by States during the process of adoption of CA3. In this regard, the demand of a minimum level of intensity appears as the way to dispel such fears. Indeed, ‘Common Article 3’s radical nature necessitated strict constraints – including the intensity threshold – to alleviate state concerns […] States’ reluctance to recognize the existence of a NIAC necessitated a clear means of distinguishing NIACs from internal disturbances of lesser severity. Accordingly, from its inception, Common Article 3 was understood to apply only once an internal conflict reached a certain level of intensity’.40 In conclusion, despite the limited text, it appears that CA3 already set the necessity of a minimum level of organization as a necessary element for the existence of a NIAC, and the consequent application of the rules of IHL.

The matter of the criterion of intensity was more explicitly addressed in APII. This Protocol regards the protection of victims of NIACs, consequently its field of application strictly depends on the definition of NIACs. Accordingly, its art 1, titled ‘Material field of application’, clarifies the circumstances in which APII shall apply. Before its assessment, it should be noted that this article affirms that it ‘develops and supplements Article 3 common to the Geneva Conventions of 12 August 1949 without modifying its existing conditions of application’; thus, even though this article differs, in some parts, from CA3,41 it is an expansion of the provision set therein. Relevant for the matter at issue, art 1(1) APII states it shall apply to those armed conflicts ‘which take place in the territory of a High Contracting Party between its armed forces and dissident armed forces or other organized armed groups which, under responsible command, exercise such control over a part of its territory as to enable them to carry out sustained and concerted military operations and to implement this Protocol’.42 Moreover, in its final part art 1 APII affirms that it ‘shall not apply to situations of internal disturbances and tensions, such as riots, isolated and sporadic acts of violence and other acts of a similar nature, as not being armed conflicts’.43 Later, this provision has been included in the Second Protocol to the Hague Convention of 1954 for the Protection of Cultural Property in the Event of Armed Conflict.44 Thus, the intensity requirement is established both by reference to the characteristics of the relevant military operations, and in a negative manner, as art 1 APII explicitly establishes what cannot be considered a NIAC because of its not intense enough nature. 

While the two main conventional provisions of IHL on the topic at issue do not present the same definition of NIAC, some common conclusions on the intensity required for the existence of a NIAC can be drawn. In particular, both require the reaching of a minimum level of intensity, in order to distinguish a NIAC from internal riots or disturbances, or other acts which do not fall into the scope of NIACs. Therefore, and with particular reference to CA3, it can be inferred that the degree of intensity has been a requirement for the existence of a NIAC since the first post-WWII regulations on the matter. Such a requirement has been confirmed and clarified in subsequent international case law, as will be shown in the following paragraph.

Over time, the concept of NIAC has been assessed by international case law as well. In this regard, the jurisprudence of the ICTY should be recalled, its Tadić case in particular. In it, the ICTY had to identify what a NIAC is, in order to evaluate whether or not an armed conflict was taking place when the alleged offences object of the case were committed. In this regard, it affirmed that ‘an armed conflict exists whenever there is a resort to armed force between States or protracted armed violence between governmental authorities and organized armed groups or between such groups within a State’ (emphasis added).45 This definition has been confirmed not only by the ICTY in subsequent cases, but also by other international courts, such as the International Criminal Tribunal for Rwanda,46 and the International Criminal Court.47 Regarding the latter, it should be also recalled that the Statute of the International Criminal Court adopted the Tadić approach in the formulation of NIACs in art 8(2)(f).48

The evolution of the concept of NIACs here briefly presented led to the definition provided in 2008 by the ICRC: ‘Non-international armed conflicts are protracted armed confrontations occurring between governmental armed forces and the forces of one or more armed groups, or between such groups arising on the territory of a State [party to the Geneva Conventions]. The armed confrontation must reach a minimum level of intensity and the parties involved in the conflict must show a minimum of organisation’49 (emphasis in the original text). This definition has been widely accepted. For instance, Rule 23 of the Tallinn Manual states that ‘[a] non-international armed conflict exists whenever there is protracted armed violence, which may include or be limited to cyber operations, occurring between governmental armed forces and the forces of one or more armed groups, or between such groups. The confrontation must reach a minimum level of intensity and the parties involved in the conflict must show a minimum degree of organization’50.

In conclusion, the test of the existence of a NIAC continues to rest on the reaching of a minimum threshold of two requirements, one of them being the criterion of intensity. However, the rapid evolution of warfare due to the more and more frequent usage of technologically advanced weapons, both by States and NSAGs, may be deeply affect this criterion. To tackle this issue, the concept of intensity should be assessed first.

4. Defining the scope of the concept of intensity

Taking into consideration both the conventional and case law, as well as the definition provided by the ICRC in 2008, a series of conclusions can be drawn. First, the involvement of State armed forces is not considered as necessary for the existence of a NIAC; this consistent with CA3 but contrary to art 1 APII. It may thus be inferred that APII has a more limited material field of application, consequently the legal framework of APII may apply to a limited series of circumstances, the ones able to reach the higher threshold set in its art 1. Second, the two criteria of intensity and organization are required for a NIAC to take place, However, the presence of two criteria requires the balance between the two. Third, and the element of novelty, the armed violence must be ‘protracted’. This latter element was introduced by the ICTY and led to many debates on its scope. Last, the Tadić case itself, as well as subsequent ICTY judgements, mentioned a series of factors to take into consideration when assessing whether a certain situation amounted to a NIAC or not. Nonetheless, the exact scope of these factors has been object of discussion. These issues are now discussed, before attempting at the reconceptualization of the criterion of intensity in the light of new technological developments applied to warfare. 

Since the relationship between the adjective ‘protracted’ and the concept of intensity is one of the debated issues, it appears useful to assess whether the two are related – in other words, whether the intensity has to be protracted to reach the level required for the existence of a NIAC. First of all, it has to be noted that from a lexical point of view, the adjective ‘protracted’ cannot be considered as a synonym of ‘intense’, as the former has a time-focused connotation the latter does not possess.51 Therefore, it refers to the duration of the armed violence, rather than to its intensity. It should be highlighted that the element of duration does not correspond even to the concept of continuity. As noted by the Commentary to Rule 23 of the Tallinn Manual, the armed violence to reach the required degree of intensity ‘need not to be continuous in nature’.52 Consistent with this semantic approach, it has been affirmed that the expression ‘protracted armed violence’ may infer that duration should be considered as part of the evaluation of the requirement of intensity; however, as already said it is only part of this evaluation, thus the two concepts are not the same. On the contrary, it is feasible to imagine situations of armed violence in which the intensity threshold is reached, even without the requirement of the duration. In this sense, the ICRC affirmed that ‘[t]he duration of hostilities is thus appropriately considered to be an element of the assessment of the intensity of the armed confrontations. Depending on the circumstances, hostilities of only a brief duration may still reach the intensity level of a non-international armed conflict if, in a particular case, there are other indicators of hostilities of a sufficient intensity to require and justify such an assessment’.53 The thesis submitting that the duration of the armed violence is only one part of the concept of intensity is supported by case law as well. In this regard, other ICTY cases that clarify that the concept of intensity cannot only be based on the duration requirement should be recalled. As reported in the Boškoski & Tarčulovski case, ‘[v]arious indicative factors have been taken into account by Trial Chambers to assess the ‘intensity’ of the conflict’.54

Consequently, it has been submitted that ‘[t]he thumbnail version is that on its face the key textual formulation requires armed violence to be sufficiently long, but in jurisprudence that duration dimension is often incorporated into a broader analysis of the intensity of hostilities as but one criterion concerning the existence (or not) of a non-international armed conflict’55. It can thus be deduced that international case law has developed the concept of the requirement of intensity, which has to be ‘protracted’ in order to distinguish common riots and disturbances from armed conflicts, while at the same time not requiring a long duration of the hostilities. This position is also supported in the Tallinn Manual, as the commentary to Rule 23, ‘Characterization as non-international armed conflict’, states that ‘[s]poradic cyber incidents, including those that directly cause physical damage or injury, do not […] constitute non-international armed conflict’56. After all, a rigid requirement of duration would impair one of the goals of IHL. If the application of the guarantees of IHL and the possible intervention of international organization such as the Red Cross depends on the existence of a protracted armed violence, interpreted on a time-focused criterion, then there would be a period of uncertainty regarding the application of the rules of IHL, especially at the beginning of the hostilities.57 However, it should be noted that, despite the ample recognition in international case law, the sharp distinction between intensity and duration has not gained unanimous support.58 

The flexibility in the process of evaluation appears also in the relationship between the two criteria of intensity and organization, with particular reference to the balance of the two. In this regard, discussing the topic at issue in its 2020 Commentary to the Geneva Convention (III), the ICRC affirmed that ‘the criteria of intensity and organization must be present cumulatively in order for a situation of violence to reach the threshold of a non-international armed conflict’ (emphasis added).59 Since the adjective ‘cumulative’ means ‘made up of accumulated parts’,60 without any reference to the percentage of the components, it may be inferred that the threshold necessary for a NIAC may be reached when the two criteria combined are reached. It is not required for the two criteria to reach the same degree. This conclusion is supported by the ICRC, which even affirmed that ‘[d]epending on the circumstances, however, it may be possible to draw some conclusions from one criterion for the other. For example, the existence of highly intense armed confrontations between State authorities and non-State armed groups, or between several non-State armed groups, may indicate that these groups have reached the level of organization required of a Party to a non-international armed conflict’.61 Consequently, the degree of intensity may depend also on the level of organization reached by the NSAGs. This relationship between the criteria is an application of the flexible approach used to evaluate the two, ultimately to assess the existence of a NIAC. 

Last, the practice of international courts to provide a list of factors to evaluate whether a situation of armed violence amounts to a NIAC or not further complicates the issue of the identification of the intensity requirement. Indeed, in the already mentioned Boškoski & Tarčulovski case the ICTY Trial Chamber affirmed that the factors to take into consideration to evaluate the intensity ‘include the seriousness of attacks and whether there has been an increase in armed clashes, the spread of clashes over territory and over a period of time, any increase in the number of government forces and mobilisation and the distribution of weapons among both parties to the conflict, as well as whether the conflict has attracted the attention of the United Nations Security Council, and whether any resolutions on the matter have been passed. Trial Chambers have also taken into account in this respect the number of civilians forced to flee from the combat zones; the type of weapons used, in particular the use of heavy weapons, and other military equipment, such as tanks and other heavy vehicles; the blocking or besieging of towns and the heavy shelling of these towns; the extent of destruction and the number of casualties caused by shelling or fighting; the quantity of troops and units deployed; existence and change of front lines between the parties; the occupation of territory, and towns and villages; the deployment of government forces to the crisis area; the closure of roads; cease fire orders and agreements, and the attempt of representatives from international organizations to broker and enforce cease fire agreements. At a more systemic level, an indicative factor of internal armed conflict is how organs of the State, such as the police and military, use force against armed groups’.62 

This flexible approach has been reaffirmed by the ICTY also in other cases. Indeed, it has been noted that ‘[s]uch an assertion reflects an acute awareness by the various tribunals that have addressed the issue that the application of an abstract definition of the factual situation of a NIAC, which centers on the two cumulative requirements of organization and intensity and their further refinement through a list of factors, is – far from surprisingly – a context-specific exercise’63. Significantly, in the judgement of the Haradinaj case the Trial Chamber of the ICTY explicitly stated that ‘Trial Chambers have relied on indicative factors relevant for assessing the “intensity” criterion, none of which are, in themselves, essential to establish that the criterion is satisfied’ (emphasis added).64 This approach can be tracked down in the case law of the International Criminal Court as well.65 Despite its wide recognition, this flexible approach to the evaluation of the criteria of intensity and organization has not gained unanimous support. In this regard, the position of Jann Kleffner should be recalled; indeed, the author does not believe that all the factors should be considered as merely indicative,66 and argues that some factors should be considered as determinative, ‘whose absence ipso facto defeats the existence of a NIAC’.67 Regarding intensity, the approach submitted by Kleffner is compatible with the characteristics of intensity as defined by relevant rules of IHL; in fact, it is suggested that ‘one can distill the essence that the armed violence leads to the loss of life, injury, and destruction, or damage of objects, while taking the form of “fighting” – understood as armed confrontations of a military nature – between opposing parties. While this is not to suggest that one-sided armed violence – for instance, the killing of civilians or destruction of civilian objects – cannot also feature in the intensity analysis for determining the existence of a NIAC, fighting between the parties is a quintessential precondition, and as such, a determinative factor’.68 It can thus be inferred that, even though differing doctrinal positions exist, the prevailing thesis on the evaluation of the criterion of intensity, supported by significant international case law, relies on flexibility and on a case-by-case approach. 

This brief analysis of the emergence, characteristics, and methods of evaluation of the intensity criterion leads to the conclusion that the latter does not have a precisely defined scope. On the contrary, the exact scope of this criterion is still unclear, and its assessment is based on a case-by-case analysis. However, it appears that this element of unclarity may be an advantage: in fact, it guarantees a flexible approach. Such an approach should be sought-after when applying the criterion of intensity to situations of warfare conducted employing new, technologically advanced weapons. In fact, it allows the identification of NIACs to evolve and adapt, following the developments of warfare. Given all this, it is now possible to reassess the concept of intensity, to accommodate the features of modern warfare.

5. Reconceptualizing the threshold of intensity in the light of new means of warfare

The emergence of new weapons can, in many cases, affect the criterion of intensity, whose perimeter has been left – arguably on purpose – unprecise. Given the growing diffusion of new weapons, it appears that it is time to reconceptualize the concept of intensity, to allow the application of the rules of IHL even in cases in which new technological weapons are employed.

First, it has to be analyzed whether there exists a limitation in means of warfare able to reach the threshold of intensity required for a NIAC to come into existence. The answer is negative; indeed, there is not any limitation to the means of warfare employed for IHL to apply. As argued in the Tallinn Manual 2.0, ‘[a]pplication of the law of armed conflict does not depend on the type of military operation or on the specific means and methods of warfare employed’.69 Coherently, ‘cyber operations alone, in the absence of kinetic operations, can bring a non-international armed conflict into existence’.70

It is true that international case law has suggested that the type of weapons used may be taken into consideration when assessing whether the criterion of intensity has been satisfied. In this regard, in its Boškoski & Tarčulovski case the ICTY affirmed that ‘[t]rial Chambers have also taken into account […] the type of weapons used, in particular the use of heavy weapons, and other military equipment, such as tanks and other heavy vehicles’ (emphasis added).71 In other words, the ICTY stated that the type of weapons used, with particular reference to heavy weapons and military equipment, should be taken into consideration to assess whether the intensity criterion had been reached or not. Intuitively, one would conclude that armed violence conducted with the usage of light weapons could not reach the required level of intensity for a NIAC to come into existence. However, this statement should be rejected for at least two reasons, ultimately coming to the conclusion that this cannot constitute an obstacle in the reconceptualization of the intensity criterion in the light of the development of new weapons. First, as already noted the ICTY itself affirmed that the factors submitted for the identification of a NIAC are indicative. Even considering the approach suggested by Kleffner, who argues for the existence of mandatory and indicative factors, the type of weapons employed does not appear to be a necessary element for the assessment of the degree of intensity. Second, although relevant, case law is always case law, addressed to specific cases, occurring in particular circumstances; as facts change, case law may become outdated. In this sense, the presence of heavy weapons and military equipment may be not considered as a relevant element for the assessment of the degree of intensity anymore. This is particularly true, taking into consideration the evolution of warfare, which is less and less relying on conventional heavy weapons and more and more prone to resort to remotely controlled light weapons.72 In conclusion, the type of means of warfare employed do not constitute an obstacle to reach the required degree of intensity.

Having clarified that it is possible to satisfy the intensity criterion employing any sort of means of warfare, another issue raised by these new means of warfare should be assessed. Given the relatively low impact these means produce, observers may ask themselves whether the minimum level of intensity required for the existence of a NIAC has been reached or not. In this regard, it has been affirmed that ‘[i]n view of the intensity threshold, cyber operations alone can trigger a non-international armed conflict in only rare cases’73. Similar conclusion can be made when considering the usage of sophisticated drones. In this regard, it must be noted that the possibility to conduct this reconceptualization has already been suggested in recent years, taking into consideration the general development of warfare. Among the several theories submitted, two are here presented, chosen because of their strong differences, which may ultimately lead to dramatically diverse results; the first theory is based on quantitative elements, whereas the second one is based on the behavior of State forces involved.

The first, quantitative-based theory, relies on the number of battle-related casualties to identify the threshold to be reached for a NIAC to come into existence.74 Applying this theory to assess situations of armed violence characterized by the usage of new means of warfare (eg, drones or cyber-attacks), one has to conclude that often the minimum threshold of intensity required for a NIAC to exist is not reached. In fact, normally these means of warfare do not cause a high number of casualties. Thus, on the basis of this theory the number of battle-related casualties provoked by drones and cyber-attacks may not be sufficient to reach the minimum degree of intensity. However, several reasons lead to the conclusion that this theory should be rejected. First, it has to be noted that it has not gained wide support. Second, this approach may be too rigid; this indeed can be considered a shortcoming, taking into consideration that, as already noted, it is widely accepted that the intensity criterion has to be assessed with flexibility. The other two shortcomings of this approach regard its practical application. In fact, the exact number of casualties in contexts of armed violence may be difficult to assess, and not all the casualties due to an armed conflict are battle related.75 Moreover, the quantitative approach may lead to the late recognition of the existence of a NIAC, thus compromising the effectiveness of the guarantees offered by the rules of IHL. Not only, if the armed conflict is characterized by a low number of battle-related casualties, such a rigid quantitative approach may lead to the conclusion that the threshold of intensity is never reached, and consequently that the rules of IHL can never be applied. This last issue is particularly relevant, as the technologically advanced means of warfare often do not produce a high number of casualties. In conclusion, the theory which conceptualizes the intensity criterion based on a quantitative approach linked to the battle-related deaths presents practical and theoretical shortcomings.

The second theory takes into consideration the behavior of States involved in the armed violence; when the state authorities have to resort to military force to combat armed violence, using methods which are incompatible with the right to life, the threshold of intensity is reached, thus a NIAC has come into existence.76 Doing so, the governmental forces apply the military doctrine instead of the police doctrine; thus, the conducts must be assessed under the rules of IHL, which is applied as lex specialis.77 At first glance, this theory does not present any issue in its application with situations of armed violence where technological means of warfare are employed. Indeed, this theory has several positive aspects. First, compared to the theory based on a quantitative approach, it is consistent with international practice. In fact, in addition to international doctrine,78 in the Boškoski & Tarčulovski case the ICTY mentioned ‘any increase in the number of government forces’ as one of the various factors to be taken into consideration to assess the intensity criterion. Even though this factor should probably be considered as indicative, it surely implies the support of the ICTY for the evaluation of the State behavior. Second, its application limits the possibility for States to deny the existence of an armed conflict, while they are actively taking part in it. Consequently, applying this theory it is not possible for a State to be actively involved in an armed conflict, while publicly denying its existence. This would solve the long-standing issue of the recognition of an armed conflict: in fact, the resort by State to the use of the military doctrine makes the rules of IHL automatically applicable. In addition, this theory is sufficiently flexible, thus it is consistent with international law and case law.79 Last, and unlike the theory based on a quantitative approach, it is compatible with the characteristics of warfare conducted with new weapons. In fact, the intensity threshold is reached when the governmental authorities apply the military doctrine to combat the armed violence, notwithstanding the type of warfare conducted. However, this theory suffers a practical problem difficult to overcome: it is based on the behavior of States. Given the rules that establish the applicability of IHL, this limitation does not constitute a problem for the application of the rules of APII, as the latter only applies in cases of armed conflicts taking place between the armed forces of the state and the NSAG ones.80 However, NIACs, on the base of CA3, can occur also between NSAGs only, without any involvement of the state and its armed forces. Indeed, a NIAC can occur in cases in which ‘several factions [confront] each other without the involvement of the government’s armed forces’81. In addition, looking at current international reality, there exist states without any effective control over certain areas of their territory and without the ability to resort to the use of military force.82 Therefore, even though it has gained wide support and presents positive elements, namely its flexible nature, independence from the formal recognition of armed conflicts by states and compatibility with new, technologically advanced means of warfare, this theory is too limited in its application, and does not cover all the possible hypotheses of NIACs. 

In conclusion, the theories based on a quantitative approach and on the behavior of States do not offer a solution to the issue related to the reconceptualization of the criterion of intensity required for the identification of a NIAC. However, the shortcomings of each approach may be useful to assess the elements that a reconceptualization of the criterion of intensity should have. Considering the first theory, the approach should not be rigid, and based on abstract measurements; considering the second, the approach should apply also in case of NIACs not involving governmental forces. This conclusion, as well as the unprecise scope of the criterion itself, should be kept in mind continuing the reassessment of the intensity criterion considering the development of drones and cyber activities as new means warfare.

6. Intensity: flexible approach and human rights 

To conduct the operation of reconceptualization of the intensity criterion reconcilable with the new means of warfare, it appears useful to return to the origin of IHL itself. It seems indeed a logical necessity to identify the original and fundamental aims of IHL and then to reconstruct the intensity criterion in the light of the latest developments in warfare. Before starting the reconstruction of the aims and purposes of IHL, a statement of the ICRC Commentaries to the Four Geneva Conventions should be recalled: CA3 ‘should be applied as widely as possible’.83 Therefore, it can be inferred that the concept of NIACs should be interpreted in an extensive manner.84

Looking at the IHL legal framework as a whole, it appears that its general aim is the protection of individuals taking part in the hostilities or living in places where hostilities take place; it seeks to limit the effects of armed conflicts85 and it is based on the concept that victims of armed conflicts must be protected.86 This protection is usually framed in terms of injury, death, or property damage or destruction.87 For instance, the ICRC affirmed that the Four Geneva Conventions and their Additional Protocols “contain the essential rules of humanitarian law protecting civilians, persons who are hors de combat and medical and religious personnel, as well as a range of protected objects such as civilian objects and medical units and transports’.88 Going even further back in time, the three fundamental principles of IHL, namely the principle of distinction, the prohibition of unnecessary suffering and the principle of proportionality, were already established in the so-called Saint Petersburg Declaration of 1868,89 and then so widely accepted that they have become customary rules of IHL.90 The relevance of these principles when considering the purposes of IHL emerges clearly when assessing their content. The principle of distinction requires that ‘[t]he parties to the conflict must at all times distinguish between civilians and combatants. Attacks may only be directed against combatants. Attacks must not be directed against civilians’.91 Under the prohibition of unnecessary sufferings, ‘[t]he use of means and methods of warfare which are of a nature to cause superfluous injury or unnecessary suffering is prohibited.’92. Last, the principle of proportionality establishes that ‘[l]aunching an attack which may be expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination thereof, which would be excessive in relation to the concrete and direct military advantage anticipated, is prohibited’93. On one hand, these principles regulate warfare, regardless of the means to conduct such actions; on the other, they pursue aims of protection of individuals involved in wars – again, irrespective of the type of weapons employed. Consistently, it has been submitted that they should apply in cyber-wars as well.94

In addition, the so-called Martens provides that ‘[u]ntil a more complete code of the laws of war is issued, the High Contracting Parties think it right to declare that in cases not included in the Regulations adopted by them, populations and belligerents remain under the protection and empire of the principles of international law, as they result from the usages established between civilized nations, from the laws of humanity and the requirements of the public conscience’95. Even though it dates back to 1899, the Martens Clause was considered ‘an effective means of addressing the rapid evolution of military technology’96 by the International Court of Justice in its Advisory Opinion on the legality of the threat or use of nuclear weapons issued on 8 July 1996, and the Tallinn Manual 2.0 affirmed that it ‘reflects customary international law’97. Therefore, the Martens Clause can be considered as relevant in relation to the topic at issue. Having clarified its importance, for the purpose of the present work it should be highlighted that the Martens Clause ultimately ‘provides authority for looking beyond treaty law and custom to consider principles of humanity and the dictates of the public conscience’98. This conclusion was supported by the International Law Commission99.

Given all this, it appears that a reconceptualization of the criterion of intensity given the emergence of new means of warfare may take into consideration the protection of human rights. It is true that armed conflicts necessarily lead to a compression of human rights, however, as already recalled, IHL aims at striking a balance between military necessities and the protection of individuals. In this sense, the assessment of the intensity criterion, conducted under a flexible approach, may take into consideration whether the armed attacks compromise the enjoyment of fundamental human rights, that cannot be protected by law applicable in peacetime. This conclusion appears to be consistent not only with the ultimate and original aims of IHL, but also with the current development of international law in general. In this regard, it appears that in the last decades, human rights have gained more and more relevance, and the branches of IHL and IHRL are more and more merging, leaving the sharp separation in their application behind. These two issues are now further developed.

First, the relevant role gained by IHRL in recent years has been recognized both in practice and doctrine. The adoption of several international conventions on human rights,100 and the institution of several regional courts dedicated to the protection of human rights (notably the European Court of Human Rights), prove the relevance gained by IHRL after the Second World War. Second, the different application between the two legal frameworks is not considered as blunt as in the past. It used to be submitted that IHRL and IHL were two alternative legal frameworks, IHRL being applied in peacetime, IHL in wartime. This theory, however, is not unanimously endorsed today, and an approach which takes into consideration the necessities of human beings even in case of armed conflicts is gaining more and more strength. In this sense, it is worth mentioning an excerpt by the ICTY decision on the defense motion for interlocutory appeal on jurisdiction given in the Tadić case: ‘the impetuous development and propagation in the international community of human rights doctrines, particularly after the adoption of the Universal Declaration of Human Rights in 1948, has brought about significant changes in international law, notably in the approach to problems besetting the world community. A State-sovereignty-oriented approach has been gradually supplanted by a human-being-oriented approach’.101

Besides the compatibility of the human-rights based approach to the ultimate aim of IHL and to the more and more central role of IHRL, the approach that takes into consideration human rights presents the flexibility required in the assessment of the elements required for a NIAC to come into existence. Given the rapid technological developments in methods of warfare we are witnessing today, this flexibility may be a quality, as it may render the approach suitable to assess the intensity criterion notwithstanding the methods of warfare employed. 

Another positive aspect of this approach is that it may be consistent also with the rules on technologically developed forms of warfare. In particular, the thesis arguing that cybernetic attacks should be conceptualized on the basis of their correspondence to kinetic ones should be analyzed. In the Tallinn Manual 2.0 it is stated that ‘[a] cyber attack is a cyber operation, whether offensive or defensive, that is reasonably expected to cause injury or death to persons or damage or destruction to objects’ (emphasis added). When the harm produced by the former corresponds to the one produced by the latter, it is possible to have a cybernetic attack.102 In addition, the notion of attack may be expanded beyond injuries and death, comprehending serious illnesses and severe mental sufferings.103 For instance, a cyber-attack that compromises the correct functioning of a dam, thus causing a flood that kills several persons and destroys the houses in the area nearby, may be considered as reaching the level of intensity required. Similar conclusions may be reached considering the hypothesis of a dam similarly compromised by the attack of a drone. While it is true that drone attacks are kinetic in nature, it is also true that the attacks conducted employing them normally have low-intensity impacts. However, when taking into due consideration human rights, the assessment of whether the intensity criterion has been reached or not becomes possible. Using the same example, drone attacks that compromises the correct functioning of a dam may be considered as reaching the level of intensity required. 

It can be concluded that the issues on the assessment of the intensity criterion required to identify the existence of a NIAC caused by the more and more widespread usage of modern, technologically advanced weapons, may benefit from the reference to a human-rights-based perspective. This is consistent not only with the ultimate purpose of IHL, but also with the general development of international law. In addition, it is also consistent with international case law. On a practical level, a human-rights-based may provide a suitable, flexible approach, apt to assess new types of armed violence, characterized by the resort to rapidly evolving means of warfare.

7. Conclusions

The evolution of armed violence towards the usage of more and more technologically advanced means of warfare may create problems in the application of IHL. One of the main issues regards the field of NIACs, which are, today, spread worldwide. To identify the existence of a NIAC, a minimum threshold of intensity must be reached; however, new means of warfare, e.g., attacks using drones and cyber-attacks, may never reach the level of intensity required. Of course, this may constitute a problem: if a situation of armed violence would not be considered as a NIAC, the rules and guarantees provided by IHL would not apply. 

Given all this, the intensity criterion should be reconceptualized. To do so, it is necessary to examine the concept of intensity as it has been developed and interpreted up until now. In this sense, it emerges that it has not been strictly defined by both international law and practice. However, its unprecise scope does not appear as a shortcoming: on the contrary, it appears that relevant international case law left it unclear on purpose, in order to leave it enough flexibility to apply in different circumstances. 

While several theories, aimed at reconceptualizing the criteria necessary for the identification of a NIAC, have been submitted, it appears that a case-by-case approach, keeping into consideration the instances of protection of human rights, should be preferred. Indeed, even though the assessment required applying this approach is lengthy and complex, the latter appears the most suitable to assess current armed violence while being consistent with IHL and international law in general, as well as apt to assess new forms of armed conflicts with new methods of warfare. However, such a flexible approach needs a stable point anyway, and the focus on the protection of human rights seems the most suitable, both because of the ultimate goal of IHL and because of the relevance gained by IHRL in recent decades.

Arguably, the reconceptualization of the criterion of intensity should be object of further studies. Indeed, two main issues emerge: first, while providing enough flexibility to be compatible with international case law on the issue, the inquiry required to evaluate whether the intensity criterion has been reached or not may be long; second, it may be submitted that the violation of not all human rights may lead to the reaching of the minimum threshold of intensity required for a NIAC to come into existence. Besides being compatible with the list included in the Tallinn Manual 2.0, this may be compatible with the widespread classification of human rights into several categories. However, given that it has been submitted that IHL should be reformulated as a whole to accommodate new means of warfare104, the issues presented may be tackled during this wider process of reconceptualization.
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Abstract

As it is commonly known, digital technologies and automation are revolutionizing maritime operations, offering significant economic and safety benefits by reducing human errors. Despite these advancements, the legal implications of Maritime Autonomous Surface Ships (MASS) have not been thoroughly explored by the international community. The present paper examines the intersection of autonomous maritime navigation and international law, specifically the principle of Meaningful Human Control (MHC). Accordingly, this study addresses whether autonomous maritime navigation falls under the principle of MHC, which mandates that Autonomous Weapon Systems (AWS) be under human control to be considered lawful under International Humanitarian Law (IHL). The paper traces the origins of the MHC debate within IHL, discussing its relevance and potential applicability to maritime navigation. It analyzes international maritime regulations, such as the United Nations Convention on the Law of the Sea (UNCLOS), which implicitly assume human involvement in navigation. However, the study argues that these regulations do not necessarily prohibit the use of MASS but highlight safety concerns that could arise from the lack of human operators on board. A significant focus is placed on the legal status of the shipmaster, a role traditionally charged with the control and responsibility of the vessel. The paper examines whether this role can be adapted to include remote or autonomous control, suggesting that the presence of a human controller, even if remote, might fulfil the MHC requirement. Fully autonomous ships, which operate without direct human oversight, raise questions about compliance with international law. The study acknowledges the challenges in defining the normative content of MHC for autonomous navigation, particularly as the degree of automation increases. It explores different levels of human involvement, from remote control to full autonomy, and debates whether programmers of autonomous systems could be considered as fulfilling the role of shipmasters under international law. Concluding, the paper emphasizes the need for further exploration and debate on the application of MHC to maritime navigation. It suggests that while the current legal framework does not explicitly address the use of MASS, evolving interpretations and new regulations could potentially accommodate these advancements. The research underscores the importance of international consensus and regulatory adaptation to ensure the safe and lawful integration of autonomous technologies in maritime operations. From a methodological perspective, this study examines the chosen topic by proposing a systemic analysis of different regimes of international law (particularly IHL and LOS), aiming to distill the systemic relationship that may emerge from the combined observation of various branches of the international legal system.
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1. Introduction

As it is becoming increasingly clear, digital technologies are redefining the ergonomics1 of traditional human behaviour. With specific regard to the maritime field, the process of digitalisation of information2 allows the achievement of ever-increasing levels of automation, opening great opportunities for the shipping industry. Intuitively, the reduction/absence of crew on board entails a considerable reduction of costs for operators, and for consumers as well.3 In terms of maritime safety, furthermore, the innovation of autonomous control sharply reduces the risk of casualties deriving from human mistakes occurring on board the ships.4 For these reasons, States and private entities are both investing many economic resources in developing autonomous vessels: in the last decade, the first Maritime Autonomous Surface Ships (MASS) have been tested and produced. The adoption of this technology is not futuristic anymore: nowadays, more than a thousand MASS navigate in the oceans.4 

Generally speaking, the advent of digital technologies poses unprecedented juridical questions. With regard to the international legal system, in particular, it is worth noting that the protection of human rights is facing a process of evolution in order to address the menaces nested inside the digital domain.5 Quite similarly, the exponential rise of cyber-activities is questioning many aspects related to the law of State Responsibility and the jus ad bellum.6 Again, the unique characteristics of autonomous weapon systems (AWS) are inspiring an intense debate concerning their legitimacy under international humanitarian law.7

In this scenario, even the law of the sea is challenged by digitalisation and autonomous control: since ships may now be (fully or partially) commanded without human involvement in the decision-making loop, the international regulation on the activity of navigation must face the peculiar challenges brought by this new factual reality.8 

That being said, however, it is worth noting that to date the legal impact of MASS has not been deeply considered by the international community.9 So far, the very first studies in this regard do not have the ambition to address this topic from a general perspective: quite on the opposite, the current debate is usually limited to tackling very specific and ‘hyper-technical’ issues, such as, for example, the compliance of autonomous ships with safety requirements provided by international treaty law.10 The poor size and consideration of a holistic debate on MASS are even more critical when compared to other fields of international law (such as those mentioned above), where the legal impact of digitization has already sparked wide-ranging and more comprehensive reflections. 

In particular, a thought-provoking debate has arisen for what concerns the presumed emergence of a new international rule of humanitarian law – the so-called principle of Meaningful Human Control (MHC) – pursuant to which the use of AWS would be legitimate only if these military instruments are ‘meaningfully’ controlled by human operators.11 In the past decade, the international community largely discussed the progressive development of the ius in bello regime in this respect, thus inspiring large-scale reflections on the intertwined relations occurring between digitization, human control, human dignity and international law.12 

Recognizing the increasing consideration that the already mentioned topic has gained over the years, the present research aims at analogically transposing this debate into the law of the sea. Precisely, this work addresses the question of whether the activity of maritime navigation is covered by the principle of MHC and, eventually, how this rule impacts the ongoing process of digitalisation of the shipping field. From this perspective, the proposed analysis will start by briefly reconstructing the origins of the debate in its context of belonging, ie the regime of international humanitarian law (section 2). Subsequently, it will address the central issue of this work, concerning the hypothesized validity of the principle of MHC in the law of the sea. Methodologically wise, the research will first provide a systemic analysis of the most relevant international provisions implying human involvement in navigation, in order to get some knowledge about the (eventual) validity of MHC at sea (section 3). In this respect, the international rules dealing with the figure of the shipmaster, ie the individual in charge of the activity of navigation, will cover a role of paramount importance (section 4). The present study will then attempt to investigate the definition of the normative content of MHC at sea, with the aim to better understand whether and how the use of MASS complies with international law (section 5).

Before starting the proposed analysis, a last clarification is necessary. When referring to ‘MASS’, the present research avails of the definition advanced in this field by the International Maritime Organization (IMO). In the preliminary works of the Organization, the acronym ‘MASS’ has referred to any ship, which, ‘[...] to a varying degree, can operate independently of human interaction’.13 As recognized by the IMO itself, this new technology has a broad nature; potentially, many different ‘levels’ of automation could be included inside this definition. For sake of clarity, the Organization has identified four sub-categories of MASS, better specifying the types of autonomous ships existing today: 

 

‘Degree one: Ship with automated processes and decision support: Seafarers are on board to operate and control shipboard systems and functions. Some operations may be automated and at times be unsupervised but with seafarers on board ready to take control; 

 

Degree two: Remotely controlled ship with seafarers on board: The ship is controlled and operated from another location. Seafarers are available on board to take control and to operate the shipboard systems and functions; 

 

Degree three: Remotely controlled ship without seafarers on board: The ship is controlled and operated from another location. There are no seafarers on board; 

 

Degree four: Fully autonomous ship: The operating system of the ship is able to make decisions and determine actions by itself’.14 

 

In light of the above, the present research will limitedly consider the last two levels of automation – namely remotely-controlled and fully autonomous MASS –, whose navigation inspires critical thoughts concerning their presumed incompatibility with the principle of MHC, here specific object of analysis. 

2. The concept of MHC in international humanitarian law

‘The exercise of control over the use of weapons, and, concomitant responsibility and accountability for consequences are fundamental to the governance of the use of force and to the protection of the human person’.15 Ten years ago, the NGO ‘Article 36’ has thus contributed to the debate on the legitimacy of AWS under international law. From that moment on, States, international organizations and scholars have largely discussed whether the use of AWS, above and beyond their compliance with the already-established principles of humanitarian law,16 should be considered ’a malum per se’.17 In a nutshell, the international community has been called to understand if the absence of human involvement in the decision-making loop introduces not only ethical concerns,18 but also legal ones, therefore prohibiting the avail of AWS by the simple fact of not complying with the so-called principle of MHC. 

This innovative line of research has been set up on two cumulative steps of analysis. First, to ascertain the binding nature of this requirement it is necessary to recognize its international legal source;19 second, the eventual genesis of this rule imposes to reconstruct its normative content, in order to well define what ‘meaningful human control’ properly means when dealing with AWS. 

As regards the first issue, scholars are quite divided upon which source of international law should be the normative ground of MHC. In the contextual absence of any conventional provision strictly dealing with AWS, some authors are of the view that a new customary rule is progressively emerging in the field of humanitarian law.20 Accordingly, albeit it still lacks consistent State practice, the rise of such a popular debate, taken together with the lack of clear opposition from any national Government, could highlight the emergence of opinio iuris in this respect.21 Even the analysis of soft law instruments should be seen as evidence that the process of consolidation of a new rule of general international law, while not concluded, has at least already started.22 

Contrary to this position, other scholars23 believe that, to demonstrate the binding force of the MHC requirement, it is not strictly necessary to reconstruct its customary nature; thanks to the systemic role covered by the ‘Martens Clause’ in case of vacatio legis,24 even mere considerations of humanity, like those emerging from the use of AWS, may acquire a certain legal relevance. As it is known, indeed, many international humanitarian law treaties25 explicitly provide that, in the lack of specific provisions, international legal subjects must anyway ensure that civilians and combatants shall always remain under ‘[...] the protection and authority of the principles of international law derived from established custom, from the principles of humanity and from the dictates of public conscience’.26 As also noted by the International Court of Justice, this peculiar mechanism not only guarantees the applicability of human rights law in times of war, but it also allows the ius in bello regime to ‘keep up’ with the novelties brought by the technological military development.27 

From this perspective, the fact that the use of AWS potentially excludes human involvement in military decisions may be seen as a ‘dehumanization’ of the targeted people: accordingly, ‘should computers be delegated the power to take targeting decisions [...], human beings at the receiving end of force would be reduced to the “zeros and ones” of a machine code’.28 If one agrees with this statement, the possibility to invoke the Martens Clause in this regard would not be unreasonable; those ethical concerns that instinctively arise when thinking about AWS would be therefore elevated from a just moral ground to a normative one.

Above and beyond this preliminary issue, there remains considerable uncertainty on the normative content of the principle of MHC. In this respect, we are witnessing a complete lack of consensus within the international community. Just to provide some examples of the many different points of view existing on this matter,29 the NGO Article 36 has stressed the necessity of always keeping a ‘[t]imely human judgement’, in order to guarantee a human ‘timely intervention’ over autonomous decisions.30 Similarly, but not identically, some scholars have proposed another ‘prudential’ solution, according to which high levels of human control should always be ensured (‘Level 1: a human engages with and selects targets, and initiates any attack; [...] Level 2 a program suggests alternative targets and a human chooses which to attack’).31 Quite contrary to this background, instead, other scholars believe that the MHC requirement is fulfilled even in the absence of a direct involvement of a human operator in a particular engagement: if the steps of the targeting process are accurately followed, no issues would occur in this respect.32

As it emerges from the above cursory overview, the ‘meaningfulness’ of human control over AWS is a ‘grey area [...], full of complicated situations’.33 The uncertainty surrounding its legal value, as well as its cryptic normative content, make this issue particularly unclear and indefinite. At the same time, however, it is precisely this ‘inherent imprecision’34 that has contributed to sparking this debate within the international community. As recalled in scholarship,35 indeed, in the world of international relations it is quite usual that States start facing a given topic when attracted by a ‘progressive but vague statement’36 around which more concrete normative evolution may take place over time. From this perspective, the reported discussions are contributing to catalysing States’ attention to the many implications arising from the growing use of AWS in international humanitarian law. 

3. Navigation, MHC and the law of the sea

Digital and automation technologies are not a prerogative of what occurs on dry land; on the very opposite, they affect the performance of almost every human activity, including maritime navigation. Accordingly, what has been reported in the previous pages inspires the specular question concerning the eventual existence of the principle of MHC (even) in the law of the sea: the following section aims precisely to investigate this issue.

The very first thing to remark here is that the international community has not already paid specific attention to the proposed topic. Unlike the above-mentioned debate on AWS, indeed, no official declaration of any State or international organization can be reported in this respect.37 This fact has an important legal weight, since it highlights a certain lack of interest of States in dealing with this theme: the absence of care of States regarding MHC at sea theoretically leads to the conclusion that no customary norm is progressively developing in this field.38

Nevertheless, if this argument seems to preclude the possibility to advance the hypothesis of the emergence of a new international rule, this does not say anything about the eventual pre-existence of the MHC requirement in the law of the sea. Similarly to what was noted when dealing with the role played by the Martens clause in humanitarian law,39 it may not be a priori excluded that even the law of the sea already provides one or more provisions, whose (evolutionary)40 interpretation could demonstrate the implicit validity of MHC in the marine domain.

When looking at the international rules on navigation currently in force, what immediately emerges is that many of them imply and presuppose a certain human involvement in navigation. Just to provide some examples, art. 94 of UNCLOS asks States ‘[...] to take measures for ships flying its flag as are necessary to ensure safety at sea with regard [...] to: the manning of ships, labour conditions and the training of crews [...]’.41 Again, reg. V/14.1 of the IMO Convention for the Safety of Life at Sea (SOLAS)42 declares that ‘all ships shall be sufficiently and efficiently manned’. Furthermore, rules 2 and 8 of the Convention on the International Regulations for Preventing Collisions at Sea (COLREGs)43 impose on seafarers to navigate ‘with due regard to the observance of good seamanship’. The same treaty also provides that ‘Every vessel shall at all times maintain a proper look-out by sight and hearing [...]’.44  

It is a truism to say that, before the advent of digital and automation technologies, the use of ships has always implied the physical attendance of human operators on board. Since these rules were drafted decades ago – when States could not have been fully aware of the rise of this revolution – it is self-evident that they are intrinsically founded on a traditional idea of navigation. Of course, their ‘old-fashioned’ nature poses some regulatory barriers to the use of MASS:45 when technological progress innovates the factual modalities of this human activity, therefore, the existing provisions risk not being completely effective anymore.46 

That being said, however, one thing is acknowledging the presence of international regulatory barriers to the use of MASS, another thing is distilling from this the principle of MHC, pursuant to which autonomous navigation should be considered unlawful per se. As already noted by scholars who addressed the ‘twin’ issue of AWS: ‘to affirm that MHC is a legal requirement simply because technologies that have existed until now cannot do without human intervention would be an apodictic argument: it postulates precisely what it is expected to demonstrate’.47

Accordingly, it sounds reasonable to conclude that the international provisions here analysed do not prohibit the use autonomous ships as such. When interpreting the above-mentioned rules in light of their object and purpose,48 indeed, it emerges that their ratio legis is to ensure the safety of navigation:49 the participation of the human element is perceived as a necessary requirement for protecting this specific interest. Therefore, the (complete or partial) absence of human operators in autonomous navigation seems to be not objectionable per se, but only because the use of MASS might not guarantee the same level of safety secured by traditional manned ships.50

To better clarify this passage, an analogy may be advanced with the regulation of urban transport. In sum, it seems that the inconsistencies between autonomous navigation and the observed international norms are quite similar to those posed by new means of locomotion to the national rules of the road: albeit some regulatory barriers may certainly arise, this does not necessarily mean that innovative vehicles are illicit on their own. Of course, since new technologies change ‘the way of doing things’,51 they surely cause more or less serious legal concerns. However, to prove their unlawfulness ‘as such’, it should be demonstrated that their characterizing features are in breach of one or more norms of that given legal system. In the case of autonomous ships and international law, the search of this prohibitive rule is precisely the object of the present research, i.e. the principle of MHC and its alleged validity at sea. For the reasons mentioned before, however, it seems apodiptic52 and not entirely convincing to affirm its pre-existence through the systemic interpretation of the above analysed rules on safety of navigation.

4. The legal status of the shipmaster and his/her role of ‘human controller’

The preliminary (and negative) conclusions that have been reached so far do not exhaust the range of possible solutions to find a normative floor for the principle of MHC at sea. Accordingly, the following pages will focus on another set of rules belonging to the law of the sea – ie the international provisions strictly dealing with the shipmaster – in order to understand if they may play a role with regard to the addressed topic. 

Although international law does not provide a general definition of ‘shipmaster’,53 it is replete with norms dealing with this maritime figure. Looking at the UNCLOS, for example, art. 94,4 (b) obliges flag States to make sure that: ‘each ship is in the charge of a master and officers’.54 This is not the unique provision of the ‘Constitution of Oceans’55 referring to this figure; accordingly, the word ‘master’ is also included in arts. 27 and 97, dealing with the allocation of criminal jurisdiction on board ships; in art 98, regulating the flag and coastal States’ duties of assistance to people in distress at sea56 and, finally, in art 211, regarding pollution from ships. For what concerns this last-mentioned topic, then, even the International Convention for the Prevention of Pollution from Ships (MARPOL)57 gives the shipmaster a fundamental role in the performance of documentary and reporting activities.58 

Broadening the outlook, the SOLAS sets several rules concerning the master’s duties. Accordingly, ‘The master shall be supplied with such information satisfactory to the Administration as is necessary to enable him by rapid and simple processes to obtain accurate guidance as to the stability of the ship under varying conditions of service’.59 Again, the master has to supervise the use of survival crafts,60 the functioning of the ship reporting system61 and visibility from the bridge.62 Moreover, the master shall communicate danger messages to shore operators63 and assist people in distress at sea.64 In addition, rule 2 of the COLREGs refers to the ‘master’ when dealing with the responsibility for the control and circulation of ships.65 Then, the Maritime Labour Convention (MLC)66 deals with the master’s role in the regulation of the labour conditions of his/her crew.67 Finally, the International Convention on Civil Liability for Bunker Oil Pollution Damage (CLC)68 and the Convention on Limitation of Liability for Maritime Claims (LLMC)69 

The joint reading of all these provisions offers some food for thought. In the first place, the presence of the master turns out to be a necessary legal condition for international navigation. Second, the above mentioned rules are based on the understanding that the master is the human in charge of the ship70. Precisely, the common element binding these international norms is the recognition of the master as the ‘magister navis’ of the ship:71 he/she is the person who exercises the final decision-making power in the course of navigation and who bears the responsibilities coming from it.72 This conclusion is pacifically supported by doctrine, according to which the master is the: ‘natural person who is responsible for a vessel and all things and persons in it and is responsible for enforcing the maritime laws of the flag state’.73 

In light of the above, it is now asked whether the international legal status of the shipmaster is somehow relevant to the present research. Unlike the regulatory provisions observed in the previous section,74 the norms dealing with the master specifically deal with the control of the activity of navigation, which, as now observed, shall be necessarily under the supervision of an individual. At a first glance, therefore, these rules look particularly promising to demonstrate the validity of the MHC requirement at sea. 

That being said, however, it cannot be ignored that analogous critics to those that have been reported before (concerning the rules on safety of navigation) should be potentially advanced also in this case. In fact, one may say that the use of MASS without a shipmaster poses just mere ‘regulatory barriers’, certainly problematic, but not enough to infer from them the existence of the principle of MHC at sea.

Contrary to this potential conclusion, however, it is here sustained that some differences occur between the international rules on safety of navigation and those dealing with the shipmaster. Accordingly, while the former conceives the human element just as ‘an instrument’ to ensure safe navigation, the objective of the latter provisions is precisely to give an individual the control of the ship. The slight difference lies in the fact that, for the first set of rules, the presence of the human element is not necessarily the unique way for pursuing their rationale of ensuring safety of navigation: potentially, new technologies may guarantee the same (or better) results even without a crew on board.75 The same cannot be said for what concerns the rules regarding the shipmaster; since their aim is to ensure a proper ‘human control’ over the activity of navigation, the eventual absence of an individual in charge of the ship appears to be something more rather than just a ‘regulatory barrier’. 

As a further demonstration of this, it must be stressed (once again) that the peculiarity of the legal status of the shipmaster is his/her responsibility76 over the activity of navigation. Generally speaking, it is pacific that the capacity of being accountable for a certain behaviour is a prerogative of human beings, regardless of the adopted technology. From this perspective, it is true that automation and digital technologies are posing unprecedented dilemmas concerning the idea of human responsibility.77 Above and beyond revolutionary doctrinal thoughts – which even propose the direct responsibility of artificially intelligent machines78 – humans remain the subjects accountable for the use of technology, and not vice versa. For this reason, the full replacement of human control with artificial intelligence systems appears to be highly problematic with regard to the duty upon States to ensure the presence of a master in charge of navigation.

In conclusion, the international rules prescribing the legal status of the shipmaster result in being the most promising normative ground for invoking the validity of the principle here under analysis. In light of the above, it seems not absurd to advance that the current configuration of the law of the sea already prescribes that navigation shall be under MHC.

5. The difficult attempt to qualify the normative content of MHC for autonomous navigation

The conducted analysis did not address all the potential issues related to the topic here under study. As noted in section 2,79 indeed, one thing is investigating the formal legal basis of MHC, and another one is comprehending its related normative content. 

As anticipated in the introduction of this work, the revolution brought by MASS may assume many shapes and forms depending on the achieved level of automation.80 Precisely, while the use of MASS of the third level is still under the control of human operators – despite they work from a remote location –, the same cannot be said in the case of MASS belonging to the fourth class of automation; by definition, these ships are able to ‘make decisions and determine actions by [themselves]’.81 

For this very reason, once endorsed the thesis of the presumed validity of this principle at sea – by referring to the rules dealing with the shipmaster’s international duties –, the following pages aim at reconstructing the scope of application of this (alleged) normative prescription. Answering to this issue is of the utmost importance: depending on the different meanings potentially assigned to this locution, indeed, the use of MASS belonging to different degrees of automation may be considered internationally lawful or not. 

From a theoretical perspective, if one conceives as ‘meaningful’ just the human control that is directly realized on board the ship, the use of both the MASS of the third and fourth levels would not comply with international law. On the contrary, if this term is interpreted more broadly – thus admitting that human control is ‘meaningful’ when it is carried out by a human individual, regardless of its location –, the shore-based operator82 in charge of a remotely controlled ship may be still considered as the shipmaster in charge of navigation. In light of this, the use of MASS of the third level would comply with the law of the sea, while, however, the use of fully-autonomous MASS would not fulfil this legal requirement. 

From yet another angle, finally, it is not clear whether the work of code-programming the decision-making algorithms in charge of the MASS could be seen as an exercise of (meaningful?) human control over a ship; if one adheres to this interpretation, even fully autonomous navigation would be under the command of a human operator, i.e. the code-programmer of artificial intelligence systems. In other words, should this person be considered the master of the ship from an international legal perspective, the principle of MHC would be respected even in the case of MASS of the fourth level. 

In the last few years, several scholars have already paid attention to the evolution of the role of the master in autonomous navigation. Albeit not reading this issue as an ‘overture to MHC at sea’, the majority of them are of the view that the legal concept of ‘shipmaster’ may be dynamically interpreted in the sense to comprehend even new forms of maritime human control, such as the activities carried out by the shore-based operator.83 In a nutshell, the absence of a human individual controlling the ship on board would not be particularly critical: accordingly, the use of remotely-controlled MASS (third level) would comply with international law. On the other side, instead, the adoption of this position would necessarily bring to the conclusion that fully autonomous MASS would be illicit because of the absence of any human in charge of navigation, not even from shore. 

What is more, some authors have gone so far as to envisage that, even in the case of fully autonomous navigation, instead, the code programmer of the decision-making algorithms should be legitimately considered the shipmaster in charge of the ship.84 The eventual acceptance of this highly permissive theory would completely weaken the principle of MHC of its normative relevance; if the mere fact that a human has programmed the AI system will be sufficient to satisfy the MHC requirement, the existence (or not) of individuals in the decision-making loop would be substantially irrelevant. 

At the state of the art, it is practically impossible (and maybe even useless) to understand which of these interpretations should be preferred. This is because, in the contextual lack of States’ practice on this debate, there is no forecast on whether and how international legal subjects will start behaving in this regard. The contemporary age is marked by a process of technological transition; while new challenges are clearly visible, there is still no evidence about how States will intend to address them. 

That being said, however, it must be added that the IMO is already working on a process of revision of its treaties in order to overcome some regulatory issues posed by autonomous navigation.85 In this regard, many international rules dealing with the figure of the shipmaster should be considered.86 Although this work of revision is not precisely aimed at defining the meaningfulness of human control over the activity of navigation, it is possible that some important novelties will come from the conclusion of this preliminary work. Very recently, the IMO Maritime Safety Committee has published the first draft the non-mandatory ‘MASS Code’. 87 This document ask States to ensure the necessary presence of a human individual in charge of MASS navigation. Even considering fully autonomous ships, the MASS Code affirms that: ‘the ship-owner must identify the person responsible for managing the fully autonomous ship, who performs all the functions and duties assigned to the ship’s master by applicable international instruments and the regulations of the flag State of the autonomous ship’. 88 Where this non-binding document receives consideration from States, the thesis that a human operator shall exist (even from a remote location) might find more justification.

To date, since none of the prospected solutions are somehow endorsed by any State acts or declarations, the process of interpretation of MHC at sea is just a speculative operation. In stark contrast with the debate on the legitimacy of AWS – where many different State positions may be already considered89 – the topic here analysed is still surrounded by a cryptic silence. Within this scenario, all that remains to do is to look forward to the subsequent agreements and practice of States in applying these international provisions with regard to autonomous navigation.90 At the state of the art, therefore, the issue of when human control may be considered ‘meaningful’ at sea is an entirely open question. 

6. Conclusive remarks

The way how humans interact with the phenomenological world is the focal point around which international law is built. Even though States are the primary legal subjects of the international legal system, in the final instance, international law speaks to individuals and governs their actions.91 In a nutshell, international rules are an expression of the normative power regulating human behavior at a supranational level. Once acknowledged this, it follows that, every time technological progress innovates the ‘way of doing things’,92 international law is subject to change. For this very reason, the technologies of digitalisation and autonomous control are bringing unexplored legal challenges.

The rise of MASS in the shipping field is a tremendous innovation. This technology revolutionizes the ergonomics of maritime human activities, undermining the common-sense perception of ‘navigation’. Intuitively, this technical advancement puts to the test the capacity of the existing norms on navigation to properly regulate the use of innovative means of maritime transport. Within this evolving scenario, the present research has limitedly focused on the unexplored topic of the potential illegitimacy of autonomous ships for the simple fact of being independent of (meaningful) human control. 

To date, one may wonder whether the above analysis is a useful exercise. As noted in the previous pages, indeed, the chosen topic is an entirely ‘uncontaminated field’: as far as this author knows, no State or International organization has already tackled it. This fact in itself precludes the possibility to reach positive solutions to the proposed legal questions. Unlike the field of humanitarian law,93 in fact, there still is no evidence of the progressive development of any new rule in the law of the sea about MHC. Furthermore, even if the binding nature of this requirement may be presumably reached through the evolutionary interpretation of the rules on shipmaster’s duties (section 4), also this line of argument does not provide a useful indication about its normative content, thus leaving this field open to any possible scenario (section 5). 

In synthesis, the above conducted analysis has led to more questions rather than answers. Their relevance, however, should not be underestimated.

First of all, the (hoped) prosecution in the study of MHC at sea looks particularly promising to generally increase State attention on autonomous ships and their international legal implications. When dealing with the ‘twin’ debate on AWS, it was noted that the indefinite nature of MHC is somehow encouraging States to join this discussion without excessive fears:94 for the same reason, it should not be excluded that a similar result may occur even in this respect. Moreover, if one looks at the historical evolution of the law of the sea in the last decades, this would not be the first time that States started facing new themes when particularly attracted by a ‘vague but inspiring’ principle. As a clear example of this, it is well known that the final process of negotiation of the UNCLOS95 was strongly influenced by the indefinite and (at the time) futuristic concept of the common heritage of humankind.96 From this perspective, therefore, even ‘just speculative’ reflections about the principle of MHC at sea may potentially contribute to increasing the attention of the international community regarding the phenomenon of autonomous navigation. 

Above and beyond this reflection, a final consideration seems to be inspired by what discovered in the course of this work. If until today the concept of MHC has been limitedly observed concerning AWS, this research has suggested the possibility to broaden the scope of this study beyond the regime of international humanitarian law. As noted in the previous pages, indeed, even the law of the sea appears to be challenged by the rise of digital technologies. What is more, these could not be the unique two fields of law in which the concept of MHC acquires a certain relevance in the contemporary age: since digital technologies are contributing to redefining the ergonomics of almost every human activity, every international legal regime may be potentially challenged by the progressive development of this principle. For this reason, it looks particularly interesting to start conceiving the debate on MHC not just as a niche topic of humanitarian law (or of the law of the sea), but as a new issue regarding the international legal system as a whole. 

In a nutshell, if it is true that international law, like any other set of rules, is necessarily founded on the ‘the way of doing things’, the rise of a new paradigm of human behaviour, such as the use of automation, introduces new and general questions of international law, which as such deserves to be addressed. 
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Abstract
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1. Introduction 

One of the most prominent examples of the positive effects that Artificial Intelligence (AI) systems can have on our lives is their application in the motor vehicle sector, which will turn vehicles into AI-controlled machines or robots designed to perform the function of driving in an automated way. The major car manufacturers – Audi, BMW, Ford, GM, Honda, Mercedes, Nissan, Tesla, Toyota, Volkswagen and Volvo – have been working on this project for some time now, along with leading software development companies such as Google and Apple.

Undoubtedly, the introduction of this type of vehicle, as a clear example of the so-called Internet of Things (IoT), will increase the safety, efficiency and mobility of people and will contribute in a very positive way to the reduction of traffic accidents and victims that these collisions generate every year.1 On most occasions, these can be attributed to human failures, to errors caused by the driver’s emotional or physical state, or to driver negligence, either due to distractions, the effects of drugs or alcohol, drowsiness, inappropriate speed, or the use of mobile phones.2 

However, the introduction of new technologies into our society also poses enormous legal challenges, not only in terms of regulation but also of liability, privacy and intellectual property not to mention ethical and moral issues. Accordingly, in the field of non-contractual liability of drivers involved in a cross-border traffic accident, we can be faced with two very different scenarios.

In the first scenario AI and human action interact and operate simultaneously that is to say, the level of automation is not total. Then, the person is still responsible for supervising the vehicle and is obliged to take control of it when required by the software. It means that the driver will still be responsible.

The second scenario takes place when driving is fully autonomous and the occupant has no active role or control over the vehicle. It will then be questionable whether some responsibility can be attributed to the driver for a possible accident caused by the vehicle they are occupying; on the contrary, the driver would be exempt from responsibility as they would no longer be liable for any fault or negligence.

2. AI systems, automated vehicles and private international law 

2.1. Jurisdiction: The Brussels I-bis Regulation 

The jurisdiction of the EU courts will vary depending on the Member State where the offender is domiciled, where the accident takes place and where the vehicle is registered. So, it is necessary to analyse whether the currently applicable rules of private international law to non-contractual liability are appropriate to regulate situations arising from the involvement of autonomous vehicles in cross-border accidents.

Given that Regulation Brussels I-bis3 does not contain specific rules to determine the jurisdiction in cases of cross-border traffic accidents, the same vacuum will continue to exist with regard to determining the jurisdiction in cases where automated vehicles are implied.

This means that the forum of the defendant’s’ domicile,4 where the defendant is located in the territory of the European Union, will be the competent court for claims brought against the driver, the owner, the manufacturer or the company that developed the software of the automated vehicle that caused the accident. For the purpose of determining the domicile of a natural person, the court shall apply its domestic law5 whereas the domicile of a legal person shall be deemed to be established at the place where its statutory seat, central administration or principal place of business is located.6

Similarly, in certain circumstances, the courts of a Member State other than that of the defendant’s domicile may also have jurisdiction. Thus, in the field of claims for damage caused by automated vehicles, the place where the harmful event occurred or may occur is of particular interest since, in such cases, the courts of that Member State may have jurisdiction.7 Therefore, a double forum – locus damni and locus actus – would apply. In such cases, it will be possible to sue before the courts of the Member State where the harmful event occurred or may occur, provided that direct damage is involved.8 Where such a liability claim arises from an act giving rise to criminal proceedings, the court hearing such proceedings will also have jurisdiction.9

In addition, the special rules governing jurisdiction in matters relating to insurance should be taken into account because, as is currently the case, the obligation to insure all vehicles registered in the EU will have to be extended to automated vehicles. In consequence, a distinction must be made when the claim is brought by the insurance company against the policyholder, the insured or the beneficiary of the insurance. In such cases, the competent courts will be those of the defendant’s’ domicile in the European Union.10

Nonetheless, where the claim is brought against the insurer (or co-insurer) domiciled in a Member State, the Brussels I-bis Regulation provides for different forums: firstly, the defendant’s domicile;11 secondly, the courts of the place where the harmful event occurred;12 and thirdly, the courts of the Member State in which the policyholder, the insured or a beneficiary are domiciled (forum actoris),13 as the Brussels I-bis Regulation provides for the possibility that the injured party can bring proceedings directly against the insurer, provided that such proceedings are possible.14

Finally, the Regulation also provides for the parties’ freedom of choice and allows them to agree the jurisdiction of a Member State’s court (prorogatio fori) within the limits and under the conditions laid down in the Regulation itself.15

2.2. Applicable law 

Rome II Regulation16 coexists with the application of two international conventions adopted at the Hague Conference: the 1971 Hague Convention on the Law Applicable to Road Traffic Accidents17 and the 1973 Hague Convention on the Law Applicable to Product Liability.18 

2.2.1 The Rome II Regulation 

The Rome II Regulation lays down uniform rules to determine the law applicable to non-contractual obligations and therefore will apply to determine the law applicable to liability arising from cross-border traffic accidents and defective products. The Regulation ensures the proper functioning of the internal market and guarantees the conflict rules in force in the Member States to designate the same national law irrespective of the EU court before which the dispute is brought.19 

The universal nature of this instrument ensures that the law designated by it is applicable even if it is not the law of a Member State.20 Meanwhile, the exclusion of renvoi facilitates the predictability of the applicable law and makes it possible to mitigate the use of forum shopping.21

a) Liability arising from cross-border traffic accidents 

In the field of cross-border traffic accidents, it will not be very common for the parties to agree on the law applicable, since they will not always be known to each other in advance. However, they may choose the law after the event that gives rise to the damage has occurred (that is to say, the accident);22 or if the agreement has been freely negotiated before the event giving rise to the damage has occurred, when it is required that the parties will have previously carried out (or are carrying out) a commercial activity.23 In both cases, the choice may be made expressly or be implied from the circumstances of the case.24

This solution provided for by the Rome II Regulation could be very useful for certain contracts relating to automated vehicles, because it would allow the parties in a contractual relationship to choose the applicable law even in cases of non-contractual liability arising from the contractual relationship, but not vis-à-vis third parties, such as the victims of the accident. 

That said, it should be noted that party autonomy has two limitations: firstly, the observance of the provisions of the law (which cannot be derogated from by agreement) of the country in which the elements relevant to the situation at the time when the event giving rise to the damage occured are located; and secondly, the provisions of Community law, as implemented in the Member State of the forum (which cannot be derogated from by agreement) where all the elements relevant to the situation at the time of the accident are located in one or more of the Member States.25

On the other hand, the Regulation does not provid for specific rules governing non-contractual liability. Hence, the general rule will apply, that is to say, the law of the country in which the damage occurs, ie the traffic accident, irrespective of the country in which the event giving rise to the damage has occurred, and irrespective of the country or countries in which the indirect consequences of that event occur.26

This rule will not apply where the person claiming to be liable and the injured party have a common habitual residence at the time when the damage occurs. In such cases, the law of the country of the common habitual residence applies.27 

Likewise, the Regulation provides that, where it is clear from all the circumstances of the case that the tort/delict is manifestly more closely connected with a country other than that in which the event giving rise to the damage occurred or in which the parties –the victim and the tortfeasor – are habitually resident, the law of that other country shall apply.28

Apart from this, the court that has jurisdiction could apply its own law (lex fori) and refuse the application of the law designated by the Rome II Regulation, but only if such an application is manifestly incompatible with the public policy of the forum.29

b) Liability arising from defective products

Once automated vehicles are put on the roads, particular attention should be paid to product liability issues that may affect these vehicles. It should be borne in mind that, until now, the cornerstone of liability in this type of accident has been the human factor – the driver’s’ fault or negligence – whereas, with the introduction of automated vehicles, other objective aspects determined by the interaction of technology and AI will come into play. 

In this sense, product liability is subject to special conflict rules in the Rome II Regulation.30 Despite this, the Regulation does not include a definition of the term ‘product’. It is therefore necessary to turn to the provisions of Directive 85/374/EEC on liability for defective products31 and to consider limiting its scope to movable property32 or, in contrast, to advocate for a broader definition of the term, which would be desirable in order to include in its scope intangible products such as software, which will be an important element in the development of AI in automated driving.33 

At the same time, it has to be mentioned that, despite the fact that Art 5 of the Rome II Regulation includes in its title the term ‘defective products’, its wording refers to non-contractual obligations arising out of damage caused by a product, without distinguishing in this case about its possible defectiveness. An extensive interpretation of the Regulation could lead to the argument that it includes both defective and dangerous products, in that sense defending the application of these conflict rules to technological products that are part of AI and automated driving because there is a potential risk involved, eg the damage caused by the software installed in an autonomous vehicle.34

In identifying the applicable law, the Rome II Regulation sets up a complex system of cascade connections: first, the law of the country of the common habitual residence of the person claimed to be liable and the injured party;35 second, in the absence of a common habitual residence of the parties, the law of the country of the victim’s’ habitual residence at the time of the damage, if the product was marketed in that country (international stream of commerce rule);36 third, the law of the country in which the product was acquired, if it was marketed there;37 and failing that, fourth, the law of the country in which the damage occurred, if the product was marketed in that country.38 

However, the law of the country in which the person claimed to be liable has his habitual residence shall apply if he could not reasonably foresee the marketing of the product, or a product of the same type, in one of the above-mentioned countries.39

Finally, the Regulation provides for the principle of manifestly closer links to apply the law of the country which is manifestly more closely connected with all the circumstances of the case.40

2.2.2 The Hague Convention of 1971 on the law applicable to road traffic accidents 

According to art 28 of the Rome II Regulation, the 1971 Hague Convention on the Law Applicable to Road Traffic Accidents prevails over the general rule provided for in art 4 of the Regulation, and will be applicable by the courts of the Member States which are parties to this Convention.41 The Convention has a universal character, so it shall be applied even if the designated law is not that of a Contracting State, and its application will not depend on any requirement of reciprocity.42

Regarding the scope of application, the 1971 Hague Convention excludes ‘the liability of manufacturers, sellers or repairers of vehicles’.43 Nevertheless, this does not mean that it cannot apply to manufacturers of components, such as software installed in the autonomous vehicles involved in cross-border traffic accidents.44

The Convention establishes as a basic principle the lex loci delicti, that is to say the application of the internal law of the State where the accident occurred.45 However, it includes some exceptions to this principle depending on the number of vehicles involved in the accident and other circumstances.

Firstly, where only one vehicle is involved in the accident and it is registered in a State other than that where the accident occurred, the law of the State of registration of the vehicle shall apply for the purpose of determining liability in three cases: towards the driver, the keeper, the owner or any other person having a right in the vehicle, irrespective of their habitual residence;46 towards the victims travelling as passengers, if they had their habitual residence in a State other than that in whose territory the accident occurred;47and towards the victims who were at the scene of the accident outside the vehicle, if they had their habitual residence in the State in which the vehicle was registered.48 

Secondly, where the accident involves two or more vehicles, an exception to the principle of lex loci delicti shall apply, and the law of the State of registration shall apply, provided that these vehicles were registered in the same State.49

Thirdly, where the accident involves one or more persons (either as perpetrators or victims) outside the vehicle or vehicles at the place of the accident, the derogation from the principle of lex loci delicti will apply only if all those persons are habitually resident in the State in which the vehicle or vehicles are registered.50

Fourthly and last, it should be borne in mind that, when vehicles not registered or registered in several States are involved in the accident, the conflict rule will not be the law of the State of registration, but the internal law of the State in which they are habitually stationed. The same rule applies in cases where neither the owner, nor the keeper, nor the driver of the vehicle had, at the time of the accident, his habitual residence in the State of registration of the vehicle.51

Although the 1971 Hague Convention does not provide for the possibility of the parties choosing the law applicable to the dispute, submission may also be made by the parties after the event giving rise to the damage has occurred, according to art 14 of the Rome II Regulation. If they do so, freedom of choice will prevail over the conflict rules of the 1971 Hague Convention, even if the doctrine is not unanimous regarding whether party autonomy will make it possible to exclude the application of the Convention in favour of the State law chosen by the parties.52

2.2.3 The Hague Convention of 1973 on the law applicable to product liability

In the same way, the application of the Convention prevails over the Rome II Regulation, in particular its art 553 (which identifies the law applicable to non-contractual obligations arising out of damage caused by defective products) and shall be applied on a preferential basis by the courts of the Member States which are contracting parties to this Convention.54 This Convention also has a universal character, and its application will not depend on any requirement of reciprocity.55

As to the relationship between autonomous vehicles and non-contractual liability, the Convention is of great relevance for the following reasons: first, because the 1971 Hague Convention on the Law Applicable to Road Traffic Accidents excludes from its material scope the liability of manufacturers, sellers or repairers of vehicles that may be involved in cases of autonomous driving; second, because, at EU level, legislative harmonisation in the area of product liability has only been partially carried out through Directive 85/374/EEC, which is now in the process of being revised; and third, because it establishes a complex system of conflict rules on the basis of different connecting factors that do not correspond to those provided in art 5 of the Rome II Regulation where product liability is regulated.

Despite the fact that the Convention does not provide for party autonomy, the parties may also choose the law applicable to the dispute on the basis of art 14 of the Rome II Regulation, which would apply in these cases in the absence of regulation in the Convention.56

As far as the conflict rules are concerned, it establishes the habitual residence of the person directly suffering damage as connecting factor. Thus, the law of the State where the person directly harmed has his habitual residence will apply, provided that one of the following conditions is met: the State of the habitual residence is the principal place of business of the person claimed to be liable, or the place where the product was acquired by the person directly suffering damage.57

Where these requirements are not met, the lex loci damni principle shall apply consequently, the internal law of the State of the place of injury, if that State is also the place of the habitual residence of the person directly injured, or the principal place of business of the person claimed to be liable, or the place where the product was acquired by the person directly injured.58

In turn, where the conflict rules set out above do not apply, the applicable law shall be the law of the State where the principal place of business of the person claimed to be liable is located, although in this case the Convention allows the plaintiff to base his claim on the domestic law of the State in whose territory the damage occurred.59

Lastly, it should be noted that neither the lex loci damni principle nor the habitual residence connecting factor shall apply if the person claimed to be liable establishes that they could not reasonably have foreseen that the product, or their own products of the same type, would be made available in that State through commercial channels.60

3. A European Union approach to Artificial Intelligence

3.1. The European Parliament Resolution 2020, with recommendations to the Commission on a civil liability regime for AI

In its Resolution of 20 October 2020,61 the European Parliament called on the Commission to submit a Proposal for a Regulation on civil liability for the operation of AI systems, in order to harmonise the laws of Member States and to prevent the misuse of AI systems and regulatory fragmentation in national laws (hereafter, European Parliament Resolution 2020).62

The idea of a uniform legal framework is based on the importance of civil liability,63 as well as on the need to specifically review and adapt existing regimes to the new risks arising from using AI systems to ensure compensation for persons suffering personal injury or damage to property. AI systems, when they carry high inherent risks and act in an automated way, potentially endanger the general public and pose significant legal challenges to existing liability regimes. These challenges include proof of causation for the purpose of claiming compensation, as it will not always be easy to determine who controls the risk associated with the AI system; risks arising from connectivity between AI systems themselves; machine learning of AI systems; and cybersecurity breaches through hacking or hacking.64 

Thus, the Resolution recognises the need to guarantee injured parties a level of protection similar to that which currently operates when an AI system is not involved. To achieve this objective, it refers to the insurance of these systems and the guarantee of effective access to the courts in the case of a dispute.65 It also sets out rules for the civil liability claims of natural and legal persons against operators of AI systems,66 that is to say, persons who have suffered damage or harm caused by a device or process governed by an AI system, as long as they are not its operators.67 

Therefore, the Resolution’s point of departure is an approach based on the generation or management of the risk caused by the use of these AI systems, despite the fact that it does not include rules for manufacturers but for operators who exercise control over the risks inherent in the use of AI systems. In this context, to adapt the regulatory legal framework of civil liability arising from AI systems, the Resolution defines some key concepts as ‘automated decision-making’,68 or ‘AI systems’.69

As a matter of private international law, the European Parliament Resolution 2020 includes a unilateral conflict rule stating that the Regulation applies:

 

On the territory of the Union where a physical or virtual activity, device or process driven by an AI-system has caused harm or damage to the life, health, physical integrity of a natural person, to the property of a natural or legal person or has caused significant immaterial harm resulting in a verifiable economic loss.70

 

In other words, the Regulation introduces the lex loci damni criterion.

3.2. The Proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules on AI 

Considering the benefits of the use of AI and the risks posed by the use of this new technology, the European Commission submitted a Proposal for a Regulation laying down harmonised rules in the field of AI on 21 April 2021.71 This was the first-ever legal framework for AI adopted by the European Commission, and it establishes a horizontal legal scheme and incorporates a set of international norms and standards in order to ensure the safe and lawful use and application of new technologies in the EU market, as well as respect for EU fundamental rights and principles. 

Finally, on 21 May 2024, the Council gave final green light to the first worldwide rules on AI (hereafter, AI Act), which is expected to apply two years after its entry into force, it is to say, in 2026.

The Proposal regulates the requirements to which manufacturers are subject before placing their products on the market. The Act follows a ‘risk-based’ approach, which means the higher the risk to cause harm to society, the stricter the rules, Furthermore, it establishes a legal framework for regulating high-risk AI systems, while those that do not meet the requirements to be considered as such will be regulated by codes of conduct. To this end, it classifies the risks that may result from AI uses as unacceptable risks or high, low or minimal risks.72

Thus, it refers to AI systems as: 

 

‘AI system’ means a machine-based system that is designed to operate with varying levels of autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments.73

 

It also defines other important concepts related to AI, eg AI providers74 or AI deployers,75 and theseee definitions will serve as a reference for future legislative initiatives, such as the Proposal for AI Liability Directive. 

As is the case for the European Parliament Resolution 2020, this Proposal includes a unilateral conflict rule, as it gives the Regulation an extraterritorial scope:

 

This Regulation applies to: (a) providers placing on the market or putting into service AI systems or placing on the market general-purpose AI models in the Union, irrespective of whether those providers are established or located within the Union or in a third country; (b) deployers of AI systems that have their place of establishment or are located within the Union; (c) providers and deployers of AI systems that have their place of establishment or are located in a third country, where the output produced by the AI system is used in the Union.76

 

This approach, which has already been used in other Regulations, eg in the General Data Protection Regulation (hereafter, GDPR),77 may raise conflicting issues related to private international law, especially where service providers carry out their activity of providing services based on AI systems from a third state. 

This is because, if the provider has foreseen that its services may be used in the EU market, the application of the Regulation will be justified; however, where a provider cannot be certain that its services will be used and may have an impact within the EU, the issue is more debatable, since the provider cannot control ex ante whether the AI system will be used by the user in that territory. In short, this issue is linked to the so-called International Stream of Commerce test and, where the provider has not directed the offer of its AI system services to users in the territory of the Union, the application of the Regulation to these providers will be more complex.78

Therefore, having into account that AI systems incorporated in automated vehicles qualify as high-risk AI systems under the Regulation, it seems obvious that this legislation will apply to automated vehicles, hence the importance of this legislation when it enters into force.79

3.3. The Proposal for a Directive on adapting non-contractual civil liability rules to AI

To complete the AI regulatory regime, the European Commission has recently launched two Proposals for a Directive directly related to the issue of AI and civil liability, the first of which is the Proposal for a Directive on adapting non-contractual civil liability rules to AI (hereafter, AI Liability Act),80 which harmonises certain national liability rules for AI and aims to facilitate fault-based tort claims, ie subjective liability and the recovery of compensation from victims of AI-related harm. 

The Proposal complements the AI Act and, to ensure due consistency when referring to AI systems, AI providers and AI users, it invokes the definitions contained in that Act. In addition, the claims under the Directive are to be based on non-compliance with the specific obligations set out in the AI Act.

3.3.1 Objectives 

This Directive aims to improve the functioning of the internal market by laying down uniform requirements for certain aspects of non-contractual civil liability for damage caused by the involvement of AI systems, and to adapt private law to the needs of the transition to the digital economy. In this way, it follows from the European Parliament Resolution 2020, which proposed to consider reversing the rules governing the burden of proof for harm caused by emerging digital technologies in clearly defined cases and put forward a strict liability regime for AI-enabled technologies. In some aspects, however, the Directive departs from the content of the Resolution 

The question remains whether, with this Proposal, the Commission considers its legislative initiative in this area to be complete or, on the contrary, whether it remains open to the possibility of presenting other initiatives in the future in the field of broader civil liability, including contractual liability as well as non-contractual liability.

The latter option might be thought to be feasible, if we consider that the Proposal has chosen a development in two phases as the most appropriate policy option. In the first phase, it provides three measures to alleviate and facilitate the burden of proof for victims trying to prove their liability claim. In the second phase, it foresees the introduction of a review mechanism to re-assess, in particular, the need to harmonise strict liability for cases of AI use with a specific risk profile, as well as the possibility of including compulsory insurance81 – aspects that have already been included in the text of the European Parliament Resolution 2020.

The Directive then provides for a review five years after the end of the transposition period into national law. At that moment, the achievement of the objectives pursued will be examined, as well as the adequacy of no-fault liability rules for claims against the operators of certain AI systems insofar as they are not covered by other liability rules such as Directive 85/374/EEC. The need to establish compulsory insurance for the operation of specific AI systems will also be assessed, as suggested by European Parliament Resolution 2020.82

3.3.2 Scope of application

The Directive applies to non-contractual civil law claims for damage caused by an AI system under fault-based liability regimes, that is to say, for a specific act or omission that has caused damage. It aims to simplify the procedures for the victim of a tort/delict to justify and prove it was the fault of a person or company that caused the damage. To this end, the Directive focuses on harmonising national rules on two specific aspects.

The first concerns the right of access by victims to relevant evidence from the defendant – a person subject to the obligations of a provider:83 that is, access to information (disclosure of evidence) in relation to claims for damages based on non-contractual fault caused by high-risk AI systems. The aim is to facilitate the obtaining of compensation by victims in the case of subjective liability regimes that provide for liability to repair the damage caused intentionally or by a negligent act or omission.

The second aspect is that, with regard to the burden of proof before national courts in tort claims arising from damage caused by an AI system, the Proposal includes a presumption of a causal link between the defendant’s fault and the damage caused by the AI system – the output produced by the AI system or the failure of the AI system to produce an output.84 Nonetheless, the defendant shall have the right to rebut that presumption. 

On the other hand, the Directive does not apply to criminal liability, nor will it affect the existing rules governing the conditions of liability in the transport sector, the rights that an injured person may have under national rules applicable by the transposition of Directive 85/374/EEC, or the exemptions from liability and due diligence obligations set out in the Digital Services Act.85 Nor does it affect national provisions determining the party on whom the burden of proof rests, the standard of proof or the definition of fault,86 except as provided for in arts 3 and 4, whereby the Directive complements the above-mentioned national provisions. In other words, the different national laws will continue to apply on such relevant aspects as the strict liability regime or the reversal of the burden of proof.

3.3.3 Victims’ right of access to evidence and intervention by national courts 

a) Application by the injured party to their national courts 

The Proposal for a Directive provides claimants of compensation caused by a high-risk AI system with the means of identifying the persons potentially liable for the harm and of excluding those who might appear to be falsely liable.87 To this end, the Proposal foresees that potential claimants may go before national courts and request them to order providers, persons subject to the obligations of a provider or a deployer of an AI system88 to disclose information available to them regarding the high-risk AI system suspected of having caused the harm. However, this must be a justified request. To ensure this, the Proposal adds that potential claimants must present sufficient facts and evidence to support such a claim and the admissibility of a claim for damages.89 This implies that the supplier is required to retain this information as part of its obligations under the AI Act.90 

It is debatable whether, under certain circumstances, this obligation may be contradictory due to the high complexity that some AI systems may present, and because the party who has suffered the damage will not always have access to such facts or evidence. Consequently, these facts or evidence should be limited to the damage and negative effects suffered by the potential plaintiff. Otherwise, it will not be easy to prove this causal link if proof or evidence that are in the hands of the providers or users of the AI system, are lacking. It would be desirable, therefore, for courts to apply this provision flexibly; if they do not, it could lead to the refusal of the request for evidence from the potential tortfeasor. 

In contrast, the court may only be asked to disclose evidence from providers and users of AI systems when the plaintiff has unsuccessfully tried to obtain such evidence directly from the defendant.91 However, if the persons mentioned above – the provider, the person subject to the provider’s’ obligations or the user – refuse to comply with an order for disclosure of the evidence requested by the potential plaintiff, prior to their application to the court, this should not justify the presumption of a breach of non-compliance with relevant duties of care on the part of these persons.92

Furthermore, the request for disclosure of such evidence by the national courts shall be limited to that which is necessary and proportionate to substantiate the claim for damages.93 This rule ensures proportionality in the disclosure of evidence and its limitation to the minimumi amount required in order to prevent and avoid general requests.94 In determining whether an order for disclosure or preservation of evidence is proportionate, national courts shall consider the legitimate interests of all parties, including interested third parties, in particular the protection of trade secrets and confidential information, e.g., relating to public or national security. They may also, at the request of the interested party, take necessary measures to protect the confidentiality of evidence used in legal proceedings.95 These conditions make it possible to strike a balance between the rights of the complainant and the guarantees of the legitimate interests of other parties to the proceedings. 

Finally, national courts must ensure that the person ordered to disclose or preserve the evidence mentioned above has access to appropriate procedural remedies in response to such orders.96

b) Refusal of the requested party to comply with the national court’s disclosure order 

In the absence of compliance by the requested party with the order issued by a national court to disclose or preserve the evidence at its disposal by the conditions set out above, the national court shall presume that the defendant has not complied with a relevant duty of care respecting the evidence requested, which was intended to prove for the purposes of the claim for damages. Of course, this presumption may in any event be rebutted by the plaintiff.97 

3.3.4 Presumption of a causal link between fault and harm caused by AI systems 

The Proposal for a Directive lays down a causality presumption in cases where a causal link between the harm and the activity carried out by the AI system can be considered reasonably likely from the circumstances in which the damage occurred.98 However, as in the case of disclosure of evidence, the defendant shall have the option to rebut this presumption when they considers that the conditions giving rise to it are not met, in short, by proving that their fault could not have caused the damage.99 In order to deal with the presumption of causal link, the Proposal distinguishes between high-risk AI systems, non-high-risk AI systems and the use of AI systems for non-professional activity.

a) Claims for damage caused by a high-risk AI system

In these cases, national courts shall consider the existence of a presumption of causation between the fault or omission of the defendant and the harmful result produced by the AI system, subject to the fulfilment of certain conditions.100 At this point, it might be asked: when is the fault of the AI service provider or person subject to the provider’s’ obligations considered to exist? 

The Proposal for a Directive states that claims can be brought against a provider of a high-risk AI system, a person subject to the provider’s obligations or a user of a high-risk AI system. The claimant must also prove the defendant’s fault in accordance with the applicable EU or national rules.

So far as claims against the provider of a high-risk AI system or person subject to the provider’s obligations under the AI Act are concerned, the defendant shall be deemed not to have complied with the duty of care laid down in Union law or national law where the claimant proves that they have failed to comply with any of the obligations laid down in Section 3, obligations of providers and deployers of high-risk AI systems and other parts, of the AI Act.101

By contrast, in the case of complaints against users of a high-risk AI system, those users shall be deemed not to have complied with the duty of care laid down in Union or national law where the complainant proves that the user102 has failed to comply with their obligations to use and monitor the AI system in accordance with the instructions for use that accompanied it or; where applicable, failed to suspend or discontinue its use according to the AI Act;103 or exposed the AI system to input data under its control that is not relevant in view of the system’s intended purpose pursuant to the AI Act.104

In addition, where the defendant demonstrates the existence of sufficient and reasonably accessible evidence for the claimant to prove the causal link between the defendant’s fault or omission and the harmful result produced by the AI system, the national court will not apply the causal link presumption.105 This is an exception to the causation principle; it is up to the defendant who has breached the rules to prove that this breach has not caused harm because there are other explanations for it.

b) Claims for damage caused by non-high-risk AI systems

Respecting claims for damage caused by non-high-risk AI systems, the presumption of causation shall only apply if the national court considers it excessively difficult for the claimant to prove the causal link between the fault and the output produced by the AI system, or the failure of the AI system to produce an output.106 

c) Claims for damage caused by AI systems used in the course of a personal, non-professional activity

Where the AI system was used for personal, non-professional use, the presumption of causation will apply only where the defendant has materially interfered with the operating conditions of the AI system, or if they might have been required to (and could have) determined the operating conditions of the AI system, but failed to do so.107 This distinction seeks to strike a balance between the interests of injured persons’ and non-professional users’ by not applying the presumption of causation when non-professional users do not add risks through their behaviour.108

3.4. The Proposal for a Directive liability for defective products

3.4.1 Objectives

Alongside the AI Liability Directive, the European Commission has also presented a Proposal for a Directive on liability for defective products (hereafter, Product Liability Directive).109 This Proposal aims to provide an EU legal framework for compensating people who suffer physical injury or damage to property due to defective products. It adapts the text of Directive 85/374/EEC (which has been applied in the European Union for more than 35 years) to the digital age and that Directive will therefore be repealed when the new one enters into force. In order to fulfil its aims, the Proposal lays down ‘common rules on the liability of economic operators for damage suffered by natural persons caused by defective products’110 and provides for uniform harmonisation of civil liability law in Member States. To ensure a similar level of protection in all Member States, it does not allow for the adoption of more or less stringent standards.111

Similar to the AI liability Directive, the Proposal for a Product Liability Directive seeks to alleviate the burden of proof of the claimant in complex cases, for instance involving AI systems, and also when it came to products that fail to comply with safety requirements.112 

Thus, the Proposal is consistent with existing instruments concerning liability and, at the same time, complements the Proposal for an AI Liability Directive, so there is no overlap with claims that may be brought under both Directives.113 

In the light of this Proposal, it is obvious that businesses must improve the safety of their products and services linked to digital technologies, including those related to AI; otherwise, they may cause damage and, in such cases, the right of injured parties to obtain compensation must be guaranteed.

3.4.2 AI systems and the notion of ‘product’

Among the most relevant aspects introduced by the Proposal is that AI systems and AI-enabled goods are considered as ‘products’. This means that they fall within the scope of the Product Liability Directive, and the damage caused by defective AI systems may be the subject of a claim by the injured person without it being necessary to prove the tortfeasor’s fault.114 Therefore, in order to adapt the content of the current Directive on defective products to the reality of products in the digital age – which can be tangible or intangible – the Proposal includes ‘digital manufacturing files and software’ within the definition of ‘product’.115 It also defines when a related service is to be treated as a component of a product.116

3.4.3 Defectiveness of a product and the right to compensation

As far as the product’s defectiveness is concerned, the Proposal refers to products that do not provide the safety that a user is entitled to expect, including safety-relevant cybersecurity requirements.117 To determine defectiveness, an objective analysis should be carried out, taking into account the intended purpose and the objective characteristics and properties of the product, as well as the expectations and requirements of the users for whom the product is intended.118 

Nonetheless, there is an exclusion and a product shall not be considered to be defective ‘for the sole reason that a better product, including updates or upgrades to a product, is already or subsequently placed on the market or put into service’.119

The Member States shall also ensure the right of any natural person who suffers damage (material losses) caused by a defective product to obtain adequate (full and proper) compensation. Furthermore, this right shall extend to persons subrogate to the right of the injured person or acting on behalf thereof,120 even though rules on calculating compensation should be laid down by Member States.121

3.4.4 Liability for defective products

Concerning the persons who may be held liable for damage, the Proposal includes hardware manufacturers, software providers and providers of digital services that affect how the product works, eg (in the field of autonomous driving) the navigation software development service that is installed in these vehicles. Moreover, the Proposal ensures that manufacturers can be held liable for changes they make to products already on the market, even if those changes are due to software updates or machine learning.122

Regarding product liability, the Proposal distinguishes between the type of operator involved in each case. First, it determines when the manufacturer of the defective product shall be liable. In this regard, it considers that any natural or legal person who modifies a product that has already been placed on the market or put into service in the course of a commercial activity shall be regarded as a manufacturer. However, such a modification must be considered substantial under the relevant Union or national product safety rules and carried out outside the control of the original manufacturer. Likewise, the manufacturer of a defective component that has caused the product to be defective will be held liable.123

Second, the Proposal regulates the liability of manufacturers established outside the EU. In these cases, the following distinction must be made. If the importer of the defective product and the manufacturer’s’ authorised representative are established in the territory of the Union, they can be held liable for damage caused by the defective product. However, if neither of them is established in the EU, the fulfilment service provider may be held responsible for the damage.124

Third, where the above-mentioned operators – manufacturer, importer, authorised representative of the manufacturer or fulfilment service provider – cannot be identified, the Proposal states that Member States shall ensure that each distributor of the product can be held liable provided that certain conditions are met.125

Fourth, the Proposal also refers to online contracting and sets up the responsibility of providers of an online platform that is not a manufacturer, importer or distributor and which enables consumers to conclude distance contracts with traders, provided that the conditions of the Digital Services Act are met.126

Fifth and finally, it provides for the joint and several liability of those (multiple) economic operators which, in accordance with the provisions of the Directive, may be held liable for the same damage.127

3.4.5 Proceedings for claiming

a) Disclosure of evidence

In order to claim compensation from the operator responsible for the defective product that caused the damage, injured parties who have presented facts and evidence to support the plausibility of such a claim may request and obtain relevant evidence. In this respect, the Proposal provides that Member States should ensure that national courts have the power to order the defendant to disclose the relevant evidence at its disposal.128

However, Member States should ensure that national courts limit the disclosure of evidence to what is necessary and proportionate. In doing so, they shall take into account the legitimate interests of all parties, including the third parties concerned, in particular in relation to the protection of confidential information and business secrets within the meaning of art 2(1) of Directive (EU) 2016/943.129 Member States shall also take specific measures necessary to preserve the confidentiality of such information when it is used or referred to in the course of judicial proceedings.130

b) Limitation periods to initiate proceedings for claiming

The Proposal sets up different limitation periods. First of all, there will be a limitation period of three years applicable to initiating proceedings for claiming compensation for damage caused by defective products according to the Directive. However, issues relating to the suspension and interruption of limitation periods will continue to be governed by national law.

To determine the start of this three-year period, the Proposal provides that it will run from the day on which the injured person became aware, or should reasonably have become aware, of all of the following: the damage; the defectiveness of the product; and the identity of the economic operator that can be held liable.131 According to the Proposal’s wording, it should therefore be understood that these elements must be fulfilled cumulatively, and that the time limit will not start to run until the injured party has become aware of all three. The problem will arise in cases where it is possible to identify the damage and the tortfeasor, but not the defect that has caused it when, for example, AI systems are involved. 

Second, the Directive provides for the extinction of the rights conferred on the injured person under the Directive after the expiry of a limitation period of 10 years. This period will begin to run from the date on which the defective product which caused the damage was placed on the market, put into service or substantially modified, unless in the meantime the claimant has initiated proceedings before a national court against the economic operator who may be held liable.132 This limitation period may exceptionally be extended up to 15 years when the injured person has not been able to initiate proceedings within 10 years due to the latency of a personal injury.133

3.4.6 Burden of proof

As a general principle, the Proposal for a Directive sets up the obligation of the claimant to prove the defectiveness of the product, the damage suffered and the causal link between the defectiveness and the damage, that is to say, the burden of proof is on the injured person.134 In this sense, to ease this burden, the defectiveness of the product shall be presumed where some conditions are met, eg non-compliance with mandatory safety requirements or the obvious malfunction of the product.135 

It will be presumed that there is a causal link between the defectiveness of the product and the damage, where it has been found that the product is defective and the damage caused is of a kind typically consistent with the defect in question.136

It is now necessary to examine what will happen if the claimant cannot prove the defectiveness of the product or the causal link between the defectiveness and the damage caused. In such cases, where national courts consider that the claimant faces excessive difficulties for the burden of proof due to technical or scientific issues, there will be a presumption of defectiveness and a causal link where the claimant has demonstrated that: ‘(a) the product contributed to the damage, and (b) it is likely that the product was defective or that its defectiveness is a likely cause of the damage, or both’.137

In any event, the Proposal provides that the defendant shall have the right to contest the existence of excessive difficulties in proving the defectiveness of the product or the causal link between defect and damage, as well as the right to rebut any of the presumptions set out above.138

3.4.7 Exemption, reduction, exclusion or limitation of liability

Economic operators – manufacturers, importers or distributors – might be excluded from liability for damage caused by defective products, provided they can prove the existence of any of the circumstances foreseen in the Proposal.139 Nevertheless, where the defectiveness that caused the damage did not exist when the product was placed on the market, put into service or (respecting a distributor) made available on the market, or where this defectiveness came into being after that moment, the economic operator’s exemption from liability shall not apply where the defectiveness of the product is due to a related service; to software, including software updates; or to failure to update the software as necessary to ensure its security, provided that this is within the manufacturer’s control.140

The Proposal provides for the reduction of liability when the damage is caused by both the defectiveness of the product and the fault of the injured party, or of a third party for whom the injured party is responsible.141 However, this compels Member States not to reduce the liability of economic operators when the damage is caused by both the defectiveness of the product and by an act or omission of a third party, without distinguishing whether that third party has any connection with the operator.142

Lastly, the Proposal obliges Member States to ensure that the liability of an economic operator under this Directive is not limited or excluded, in relation to the injured party, by a contractual provision or by national law.143

4. Compatibility of the AI liability regime with the rules of private international law 

4.1. Territorial scope of the Commission Proposals for a Regulation 

Neither the Proposal for a Regulation included in the European Parliament Resolution 2020, nor the Proposal for a Regulation (AI Act), expressly refers to the introduction of private international law rules. As illustrated, both Proposals include unilateral conflict rules characterised by their extraterritorial scope, which may have an impact on the system of private international law currently in force. In this context, it is now necessary to examine some relevant questions. 

The first relates to the interpretative doubts raised by art 2(1) of the Proposal for a Regulation included in the European Parliament Resolution 2020. Thus, when referring to damage caused in the territory of the Union, is it considered that the person affected must also be permanently present in that territory, ie habitually resident there? In contrast, would a temporary presence in that territory be sufficient if the person were in the territory of the Union on holiday or on a business trip? 

Since the Proposal does not distinguish between these situations, the AI Act144 – which also establishes a unilateral conflict rule with regard to its scope – could apply by analogy in order to clarify this question. Accordingly, one must admit that it will suffice that the user of AI systems should be in the territory of the Union at the time of the damage; or even that the user should be in a third country, provided that the consequences of the use of AI systems occur within the territory of the Union, eg because the user of the AI systems provides services to companies located in the European Union.

On the other hand, in order to assess whether the AI system that caused the damage was developed in the territory of the European Union, would it be sufficient for the result of the damage to occurs in the European Union, or is it also necessary that the system should be established in that territory?145 Again, the extensive interpretation of art 2(1) of the AI Act may be helpful in answering this question. The Act states that providers may be established in the EU or in a third country. More particularly with regard to AI systems, it states that the information generated by the system must be used in the EU. Consequently, the damage must occur in the territory of the Union, irrespective of where the operator is located.

In addition, it should be borne in mind that, in some cases, damage may materialise virtually, ergo, that the principle of lex loci damni may be burdensome for certain companies when they are established outside the European Union and cannot foresee that damage may occur within the territory of the Union. In such case, this rule could be considered exorbitant. 

All this being said, it should not be forgotten that the unilateral conflict rule seeks to protect the interests of citizens within the European Union. However, the internal market of the EU is of great interest to companies operating in the field of AI, which may compensate for the fact that they are subject to EU rules in such a matter.

The second question relating to territorial scope of the Commission Proposals for a Regulation, would be what will happen in cases where the AI system causes damage outside the Union? In principle, the application of the referred Regulations should be excluded, according to their current wording.146 In such cases, it seems reasonable to resort to the general system of sources of private international law to determine the law applicable to the non-contractual liability arising from the damage caused by AI systems. 

The third question arises with respect to the condition established in the Proposal for a Regulation included in the European Parliament Resolution 2020. It will apply

 

Where a physical or virtual activity, device or process driven by an AI-system has caused harm or damage to the life, health, physical integrity of a natural person, to the property of a natural or legal person or has caused significant immaterial harm resulting in a verifiable economic loss.147

 

This wording also raises interpretative difficulties regarding the delimitation of the concept of ‘significant’ and, in the absence of an autonomous and uniform definition or interpretation, we will have to refer to national rules and case law.

The fourth and final question, concerns the possibility of applying a foreign law. Taking into account the unilateral nature of these rules, neither the AI Act nor the Proposal for a Regulation included in the European Parliament Resolution 2020 responds to this question. It is therefore not clear when a foreign law may be applicable in cases of non-contractual liability arising from the use of AI systems; nor do these texts suggest the possibility of incorporating a specific conflict rule in other existing instruments for claims arising out of the use of AI. It would, therefore, be necessary to resort to the rules of private international law that are generally applicable in this area, whether the Rome II Regulation or The Hague Conventions of 1971 or 1973.

4.2. Interaction with the Brussels I-bis Regulation, the Rome II Regulation and the Hague Conventions

Where the damage occurs in the territory of the Union, the two rules included in the scope of the above-mentioned Proposals for a Regulation establish a direct link with one of the 27 Member States and, consequently, with their courts, which may have jurisdiction based on the place where the harmful event occurred.148 The question will be whether these rules prevail over the application of the provisions laid down in the Brussels I-bis Regulation.149 In principle, it should be noted that these rules are not incompatible, as they are delimiting the place where the damage occurred within the territory of the European Union; nor do they prevent the application of the rule of general jurisdiction (the forum of the defendant’s’ domicile) provided for in the Brussels I-bis Regulation where the injured party wishes to sue before that court.150

As far as the applicable law is concerned, the mentioned unilateral conflict rules will prevail over the Rome II Regulation, as they are provisions of Community law applicable to liability arising out of non-contractual obligations.151 In this context, it seems necessary to examine the interplay of these rules with conflict rules provided in other international instruments of private international law.

Furthermore, the Proposal for a Regulation included in the European Parliament Resolution 2020 limits party autonomy by considering any agreement to be void between an operator of an AI system and an injured party – natural or legal person – which circumvents or limits the rights and obligations set out in the Regulation.152 In short, the Regulation would allow the parties to choose the applicable law as long as this respects the rights and obligations contained in the Regulation. In a way, this provision has some parallels with the party autonomy principle foreseen in the Roma II Regulation, which allows the parties to agree to submit non-contractual obligations to the law of their choice, albeit with certain limits.153

It is now necessary to refer to liability arising from defective products and cross- border traffic accidents, since both situations are subject to special conflict rules. 

As far as defective products are concerned, the Rome II Regulation provides for the habitual residence of the injured party as the connecting factor, which is given preference over the lex loci damni conflict rule foresee in both Proposals for a Regulation mentioned above.154 This is despite the fact that, in such cases, the 1973 Hague Convention on the Law Applicable to Product Liability is to be applied in preference to the Rome II Regulation by the courts of Member States which are contracting parties to this Convention. As is the case with the Rome II Regulation, the Convention also lays down conflict rules where the connecting factor of the habitual residence of the injured party prevails over the lex loci damni criterion.155 

In matters relating to liability arising from cross-border traffic accidents, the Rome II Regulation does not provide for a specific rule and, therefore, the general rule will apply.156 However, the 1971 Hague Convention on the Law Applicable to Road Traffic Accidents prevails over the general rule of the Rome II Regulation and, although the Convention establishes the lex loci delicti as the general criterion, it is important to note that this principle is subject to certain exceptions.157

Finally, given that neither the 1971 nor the 1973 Hague Conventions incorporatesparty autonomy, the parties may resort to the Rome II Regulation, which foresees such an option ‘by an agreement entered into after the event giving rise to the damage occurred; or where all the parties are pursuing a commercial activity, also by an agreement freely negotiated before the event giving rise to the damage occurred’.158

In this context, should the Proposals for a Regulation be adopted as currently drafted, the main consequence will be that the unilateral conflict rules included therein may create problems in the area of tort liability arising from the use of AI systems in automated driving. On the one hand, this is because the existing instruments will remain applicable to cases where the damage caused by an AI system does not occur within the territory of the European Union; on the other hand, it is because, where the damage occurs within the territory of the Union, the aforementioned unilateral conflict rules will make the predictability of applicable law more complex due to the coexistence of different regulatory instruments of application in this area.

5. Conclusion 

The recent package of legislative measures launched by the European Commission in the field of AI and non-contractual civil liability constitutes a legal framework adapted to the robotisation and automation of our society, and makes it possible to harmonise national legislation in these matters. These Proposals allow us to reflect on the need to reform and harmonise the regulatory framework in force, particularly in the field of private international law, and especially to ensure its adaptation to aspects related to AI and automated driving, and to provide an adequate response to the challenges and risks that may arise in future in this sector.

As explained earlier, the unilateral conflict rules included in the Proposals for a Regulation limits party autonomy and states the lex loci damni as the only connecting point. In consequence, they do not foresee other connections that may be more favourable to the injured party, such as habitual residence or the more closely connected principle. This circumstance will be particularly important in claims arising from automated driving and damages suffered in the territory of the European Union by persons who do not have their habitual residence in one Member State, since extraterritoriality of the Community rules will apply and the parties will not be able to choose the applicable law.

Moreover, it is debatable whether the lex loci damni rule would be appropriate for cases of damage caused through the internet, where the physical location of the damage is complex or where different places may concur.159 Bearing in mind that the damage could occur in any country of the European Union, this would also be relevant, considering the lack of harmonisation of Member States’ legislation in terms of such relevant aspects as, for example, those relating to the scope of compensation and limitation periods. 

Furthermore, the unilateral conflict rule foreseen in the Proposal for a Regulation included in the European Parliament Resolution 2020 would only affect the ‘operator’ – initial and/or final – of an AI system. This means that claims against producers of defective AI systems, or against third parties who interfere by using the AI system to cause harm (as long as they have no control over the AI systems), will continue to be governed by the system envisaged in the Rome II Regulation and the 1973 Hague Convention.

Finally, both Proposals consider that AI may cause material or immaterial harms, and, when referring to immaterial harm, they require that it has to be significant immaterial harm resulting in a verifiable economic loss. Otherwise, it must be understood that the immaterial harm falls outside its application and, accordingly, the civil liability derived from these damages will also be subject to the Rome II Regulation.

In turn, the two recent Proposals for a Directive (on AI liability and liability for defective products) are both to be welcomed, since they present positive and innovative aspects for adapting non-contractual civil liability rules to AI, particularly the liability arising from using defective products based on AI systems. It is obvious that both norms will allow for a proper coordination and harmonisation of the civil liability regimes applicable to AI systems in the EU, eliminating the risk of fragmentation of national rules in this matter and the consequent negative effect of this on the proper functioning of the internal market. At the same time, they will ensure the unification of the applicable law irrespective of the law designated by the conflict rule, where the law of a Member State is involved. 

In this way, the risk-based regulatory approach aimed at ensuring that high-risk AI systems comply with safety and fundamental rights requirements can be considered appropriate, also allowing for the alleged infringer to rebut the presumption of defectiveness of the product. Hence, such an approach would ensure a fair balance between manufacturers and consumers and contribute to creating a safe and reliable environment for developing AI systems within the European Union. 

Another important question is whether the provisions contained in the two Proposals for a Directive could be considered as overriding mandatory provisions. If yes, the main consequence will be that they will be applicable by the courts of the EU Member States, irrespective of the law designated by the conflict rule.

To conclude, one must admit that the private international law provisions currently in force should be sufficient to provide an adequate answer to the questions of non-contractual liability arising from the use of AI systems in automated vehicles. Nevertheless, better coordination of these instruments will be necessary, either by considering the denunciation of the Hague Conventions of 1971 and 1973 or by introducing some modifications to the Rome II Regulation to bring it into line with the Conventions. In the absence of this, it would be desirable for new legislative initiatives, such as those analysed in this paper, to include conflict rules that follow the same criteria established by the above-mentioned instruments, in order to avoid this legislative dispersion making the already complex application of these rules more difficult.
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Abstract

The rapid development of blockchain technology has prompted its application to e-commerce anti-counterfeiting, personal identity authentication, transparency of transaction information, and other aspects. Meanwhile, social communication has gradually tended to be dominated by electronic data. Against this background, electronic evidence storage on blockchain came into being. This paper, firstly, through a literature review, will address the extension of the concept of digital evidence in the new era of blockchain, relevant legal provisions of China on the legal effect of electronic evidence stored in the blockchain, as well as the significance of the application of blockchain in generating digital evidence in the Chinese legal system. Secondly, through case analysis, it will analyze the first case decided in China based on digital evidence preserved by blockchain technology. Including the storage, collection, and verification procedures of electronic evidence in the blockchain, as well as technical and legal issues of applying electronic evidence stored in the blockchain. Such as the technical risk of the password being cracked, the legal problem that the authenticity of the evidence is difficult to determine, and so on. Thirdly, through a comparative law perspective, it will analyze how the USA treats electronic evidence stored in the blockchain, the ways that they solve the above problems, and whether it can achieve cross-border blockchain electronic evidence assistance. Fourthly, it will be discussed the possibility that in the coming future, while increasing the credibility of the digital evidence generation system and strengthening the evidence preservation process, the generality of judicial entities could recognize the legal status of digital evidence preserved by blockchain technology.
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1. Introduction

With the rapid popularization of the Internet, the volume of online transactions is increasing day by day. Among them, online transactions in banking, securities, insurance, e-commerce, and other fields are very significant. For example, in 2017, the scale of e-commerce transactions in China was 28.66 trillion yuan, up 24.77% year on year. Among them, the B2B turnover was 20.5 trillion yuan, the online retail turnover was 7.17 trillion yuan, and the domestic service e-commerce turnover was 998.6 billion yuan.1 Online transactions have become an increasingly important part of people’s lives, and even overtaken cash transactions and physical store transactions. Electronic bills are inevitable during the process. The transaction volume of online transfers is huge, and real-time statistics of platform transaction volume have become a problem that financial institutions need to solve at present. Many financial institutions currently conduct online statistics to ensure the authenticity of their data as much as possible. Considering the characteristics of electronic data such as virtuality and falsifiability, once online disputes occur, it becomes a problem whether these data can be recognized by judicial institutions.2

On the other hand, because electronic evidence involves strong professional skills and most judicial personnel lack high-tech knowledge, they are limited by professional knowledge in the process of adopting electronic evidence. At present, although there are relevant laws and regulations on the identification of electronic evidence, there has not yet been any organization that is engaged in such business for society, which will bring about difficulties in the identification of electronic evidence in litigation. Given the system dependence and high technology of electronic evidence, the collection process of electronic evidence is highly demanding for technology. It is difficult even for those who have been engaged in judicial work for a long time to extract electronic evidence professionally.3

2. Literature review

2.1 Characteristics, legal provisions, and evidence collection methods of e-evidence

Electronic evidence has appeared and has been applied in judicial practice in China for more than 20 years. Its legal status was formally established in the Criminal Procedure Law 4and Civil Procedure Law5, which came into effect in 2013. The prototype of electronic evidence has been reflected in the Contract Law 19996 and the Electronic Signature Law 20047. E-mail, electronic data exchange, online chat records, online blogs, mobile phone SMS, electronic signatures, domain names, etc. were defined as the form of electronic evidence for the first time in the Provisions on Several Issues Concerning Examination and Judgment of Evidence in Death Penalty Cases jointly issued by the Supreme People’s Court, the Supreme People’s Procuratorate and other departments in 2010.8 In the field of civil procedure law, electronic data has officially appeared as an independent type of evidence in the Civil Procedure Law revised in 2012.9 The judicial interpretation of the Civil Procedure Law issued in 2015 defines in detail electronic data as the type of civil evidence and clearly distinguishes between electronic data and audio-visual materials. It also clearly points out that electronic data refers to information formed or stored in electronic media through e-mail, electronic data exchange, online chat records, blogs, microblogs, mobile phone SMS, electronic signatures, domain names, etc.10

Regarding the characteristics of electronic evidence, Du Chunpeng put forward the intangibility and vulnerability of electronic evidence.11 Electronic evidence is intangible in that it exists in the media in the form of sound, light, electricity, magnetism, etc, and is an electromagnetic wave and binary data coding in nature, so it is difficult to collect. Because of its intangibility, its security and authenticity are easily damaged by the outside world, and even sometimes the facts it reflects are not the essential truth, but only the apparent truth. Examples are filmed images of disguised persons or objects, audio recordings imitated, link titles inconsistent with link web addresses and contents, virtual screen names inconsistent with real identities, web pages tampered with by ‘hackers’, forged e-mails, etc. If these evidences are not corroborated by third-party evidence, there is a high possibility that they will be misjudged. Regarding the vulnerability of electronic evidence, whether in digital or analog form, it is extremely vulnerable to external damages, such as monitoring, eavesdropping, interception, tampering, and deletion during its storage, transmission, and use, because it is stored on erasable data recording media, such as magnetic tape, magnetic disk, erasable optical disk, and is easily damaged due to misoperation in use. In addition, Zhou Lingling also proposed the technical and composite characteristics of electronic evidence.12 The technical characteristic of electronic evidence refers to that electronic evidence depends on certain technical equipment and means. In addition, the electronic evidence integrates text, images, pictures, sounds, pictures, and other forms and, therefore, has a significant composite characteristic in the form of expression. DU Wei and others also put forward the massiveness of electronic evidence.13 With the continuous increase of network bandwidth, the data generated in computer systems and networks every day are complex and massive. How to identify the electronic evidence related to the case and reflecting the objective facts of the case from the massive data is also a difficult task.

Regarding the collection of electronic evidence, the relevant party, mainly through the real-time monitoring and analysis of network data flow, audit trail, host system log, etc, detects the intrusion behavior to the network system and identifies, saves, and legally submits the digital evidence.14 Therefore, the sources of electronic forensics mainly include system logs, intrusion detection systems, firewalls, FTP, anti-virus software logs, e-mail, and card connecting equipment (including all kinds of modems, network cards, routers, and hubs). At present, electronic forensics technology shows the trend of integration, intelligence, and automation. The main technologies include IP address acquisition technology, IDS (Intrusion Detection System) forensics technology, massive data forensics technology based on data mining, automatic forensics technology in a collaborative environment, data recovery technology, data analysis technology, and data preservation technology.15 With the development of the Internet and computer technology, electronic data collection, examination, and judgment have become basic and common work in criminal justice activities. However, the current electronic forensics technology still has great limitations and is difficult to meet the objective requirements of society and judicial practice for electronic forensics. For example, the market demand space for public cloud computing driven by big data and artificial intelligence makes data increasingly migrate from terminal devices to the cloud. At the same time, many cyber-related crimes also migrate to the cloud. Electronic forensics in the cloud environment has gradually increased. For example, how to collect cloud platform data, how to analyze the data, and how to locate data in the collection. For another example, IP on the cloud is not necessarily real IP and involves jurisdiction issues. In addition, since cloud storage data will be released at any time after use, how to fix it also poses a problem.

2.2 Blockchain characteristics and relevant laws and regulations

The government departments paid attention to the blockchain when it emerged in China. In 2013, the government departments noticed the risks of blockchain tokens and carried out relevant rectification work. In October 2016, under the guidance of the Ministry of Industry and Information Technology (MIIT), the China Blockchain Technology and Industrial Development Forum released the White Paper on China Blockchain Technology and Application Development which is the first technical document of blockchain under the guidance of the government.16, Since then, the MIIT has actively promoted the development of core technologies and standards of blockchain, marking that blockchain technology as a whole has entered the government’s vision of governance. At present, a legal and regulatory system has been initially formed to regulate the blockchain, including laws, administrative regulations, departmental rules, other normative documents, and relevant policy documents. Specifically, there mainly are the Cybersecurity Law17, Criminal Law18, Decision of the Standing Committee of the National People’s Congress on Safeguarding Internet Security (Amendment 2019)19, Decision of the Standing Committee of the National People’s Congress on Strengthening the Protection of Internet Information20, Regulations of the People’s Republic of China on the Security Protection of Computer Information Systems21, Measures for the Administration of Internet Information Services22, Provisions of the Supreme People’s Court on Several Issues Concerning Cases Trial by Internet Courts23, and Provisions on the Administration of Blockchain Information Services24. Generally speaking, the legal, regulatory, and policy system of blockchain in China can be divided into two parts: one is to encourage technological exploration and standardize technological application; and the other is to strengthen the information security management of the blockchain network.

Regarding the characteristics of the blockchain, Wang Yuandi and others proposed that the blockchain has the main advantages of decentralization, de-trust, traceability, collective maintenance, security and non-comparability, openness, anonymity, etc.25 Wang Faming and others proposed that decentralization is the core advantage of blockchain. Decentralization refers to the decentralized distributed structure.26 The whole network has neither centralized hardware or organization nor a centralized core system, which saves a lot of intermediary costs in reality. This is also one of the most important reasons for the wide application of blockchain. Specifically, the blockchain is a distributed database ledger, and transaction information data are stored in public ledgers on various nodes. Distributed ledgers are jointly maintained and synchronized in real-time (via network broadcasting) by multiple nodes, while account dealing rules based on complex cryptographic algorithms (Hash algorithm, etc) must be followed at the same time. The rights and obligations of all nodes in the system are the same, and the failure at any node will not affect the integrity of the system. It has the characteristics of distributed accounting, distributed propagation, and distributed storage. Regarding the non-comparability of blockchain information, Jesse and others mentioned that each node in the system has a complete database.27 One has to control 51% of the nodes at the same time to falsify transaction data in the network, otherwise, the data tampering of individual nodes will not affect the data of other nodes, and the integrity and correctness of the entire ledger in the system will not be affected. Lin Xiaochi and others pointed out that traceability means that timestamp technology is adopted on the blockchain to add time dimension to the data and record the order of transactions, making the data traceable and easy to supervise and track.28  Zhang Rui pointed out that the essence of de-trust is that the system converts the previous ‘trust in humans’ into ‘trust in machines’, that is, the blockchain grants credit with technical rules.29 The trust granted does not come from the endorsement of a third party but the recognition of a consensus mechanism by all participants. In this way, the blockchain changes the previous contract and trust mechanism and realizes the exchange of trustworthy values, which will greatly reduce the dishonest behavior in the contract. Ma Ang and others put forward that collective maintainability means that the data in the system are collectively maintained by all participating nodes with maintenance functions, and anyone can participate. At the same time, the fault of any node will not affect the operation of the whole system, thus ensuring the stable operation of the whole system.30

2.3 Legal effect of blockchain data as e-evidence

Legislation recognizes the validity of blockchain data as electronic evidence. Evidence validity of electronic data has experienced a period of development in China from scratch, from conceptualization to specific operating procedures for implementation. In 2002, the Supreme People’s Court issued the Provisions of the Supreme People’s Court on Several Issues Concerning Evidence in Administrative Proceedings, of which art 64 stipulates that electronic evidence shall have the same evidential effect as the original, but has not yet been defined as a statutory type of evidence.31 For example, previously in the process of hearing securities administrative cases, electronic data evidence such as electronic transaction information, network IP address, communication records, and e-mail were of vital importance in securities administrative cases due to the electronic, network-based, and wireless characteristics of securities transaction and information transmission. In 2011, the Supreme People’s Court promulgated the Summary of the Symposium on Several Issues Concerning Evidence in Hearing Securities Administrative Punishment Cases. The summary specifically stated that “due to the characteristics of electronic data evidence such as diverse carriers, simple duplication, easy correction, deletion, and forgery, the requirements on the form of evidence and the verification of electronic data evidence should be stricter than other evidence methods.”32 Electronic data can only be submitted as evidence if it meets certain requirements. However, the Administrative Procedure Law of the People’s Republic of China was amended in 2014 to include the category of electronic data in the provisions of art 33 on types of evidence.33 It is recognized from the legal level that electronic data can be used as the basis for determining the facts of a case if verified by the court. Subsequently, art 8 of the Electronic Signature Law revised in 2015 also stipulates the factors that should be considered for the authenticity of electronic data as evidence.34 As a decentralized electronic data retention technology, blockchain has the characteristics of openness, distribution, and irreversibility. The data retained through blockchain technology are still electronic and fall within legal data types and, therefore, can be submitted and used as evidence materials in the administrative trial process.

The judicial interpretation clarifies the validity of blockchain data as electronic evidence. On the technical level, the distributed IT architecture of the blockchain has the characteristics of decentralization, transparency and openness, consistent state, and high dependence on cryptography. At the data level, the blockchain can keep the data consistent based on multi-party consensus, prevent data from being tampered with, and trace the whole process of data-based applications.35 Based on this technical feature, blockchain technology is highly suitable for the preservation and authenticity examination of electronic evidence. At present, the examination and judgment of the authenticity of electronic data mainly rely on notarization procedures, which are formal examinations, complicated and cumbersome procedures, with weak probative force. The characteristics of Internet court cases, ie, online trials and a large amount of online evidence, objectively require breaking through the single way of determining the authenticity through notarization procedures but making the substantive determination of the authenticity of electronic data through technical means and relevant supporting mechanisms.36 In September 2018, the Supreme People’s Court promulgated the Provisions of the Supreme People’s Court on Several Issues Concerning Cases Trial by Internet Courts, which put forward clear standards for the authenticity review of electronic data and further explicitly recognized that blockchain can be used as technical methods for electronic data collection.37

The recognition of blockchain data as effective evidence in trial practice. In judicial trial practice, before the promulgation of the Provisions of the Supreme People’s Court on Several Issues Concerning Cases Trial by Internet Courts, Internet courts have begun to recognize the authenticity and reliability of blockchain technology in preserving electronic evidence. In June 2018, the Hangzhou Internet Court heard the case filed by HuataiYimei Cultural Media Co., Ltd. (hereinafter referred to as HuataiYimei) v Shenzhen Daotong Science and Technology Development Co., Ltd. (hereinafter referred to as Daotong Technology)38 for the latter’s violation of the former’s right of online works information communication, which was the first time that a Chinese court confirmed the legal effect of electronic evidence storage by blockchain technology. In this case, the plaintiff HuataiYimei took screenshots of the web page where Daotong Technology published the infringing art, obtained the source code of the web page, packed and compressed the operation log, call time record, and other contents, calculated the hash value and uploaded it to FACTOM blockchain and Bitcoin blockchain for electronic data storage. According to the account number and password submitted by HuataiYimei, the Hangzhou Internet Court downloaded the preserved file package from www.baoquan.com. The web page contained therein showed that ladyfirst.com.cn had published the alleged infringing art. Upon examination, the body part was the same as the art involved in the case. The source code operation of the web page shows that the source code is www.ladyfirst.com.cn. Upon inquiry, the filing body of the website is Daotong Company. Through calculating the hash value of the preserved file package, and inquiring according to the inquiry methods and steps of the FACTOM blockchain and Bitcoin blockchain provided by Chain Forensic Science, it can be seen that the hash value exists in the blockchain, and the uploading time and the file package forming time are reasonable. According to the blockchain mechanism, it is known that the involved electronic evidence has been uploaded to the blockchain for preservation and has not been modified.39 The judge of Hangzhou Internet Court held that the legal effect of this electronic evidence storage method should be comprehensively recognized based on the principles of technical neutrality, technical explanation, and case review in practical trials. Neither should the identification standard be excluded or improved because the blockchain and other technologies are new and complicated technical means at present, nor should the identification standard be lowered because of the technology’s tamper and deletion-proofing features, but its evidence effect should be comprehensively judged according to the relevant legal provisions on electronic data. Because of the blockchain’s tamper and deletion-proofing features, it is reliable as a method of maintaining content integrity after confirming that the contested electronic data has been saved in the blockchain. In October 2018, in the case filed by COL Digital Publishing Group Co., Ltd. v Beijing Jingdong 360 Degree Electric Commerce Co., Ltd. 40for the latter’s infringement upon the former’s online works information communication, Beijing Dongcheng District Court held as follows in terms of the integrity and method reliability of electronic data preserved in the blockchain: after evidence collection through a third-party storage platform, the platform automatically generated a unique corresponding and encrypted digital fingerprint (hash value), and then generated a data preservation certificate containing hash value, blockchain security ID, time of evidence collection and other information, thus ensuring the integrity of electronic data. On 24 January 2019, in a case filed to the Beijing Internet Court over right of online works information communication among Beijing Microlive Vision Technology Co., Ltd. vs Baidu Online Network Technology (Beijing) Co., Ltd. and Beijing Baidu Netcom Science and Technology Co., Ltd.,41 the plaintiff provided its evidences, including ICP filing information inquiry, screenshots of the homepage of Tik Tok website, screenshots of the developer information of Tik Tok APP (Android system and iOS system), authorization letter issued by XIE, (2018) Jing Dong Fang Nei Min Zheng Zi No 10028 Notarial Deed, (2018) Yue Guang Nan Yue No 8614 Notarial Deed, the screenshots of developers’ information of HuoPai APP (Android system and iOS system) and the corresponding blockchain certificate of evidence, the screenshots of web page showing ‘the total participation of the national party media platform in interactive activity of commemorating the “5.12” exceeds 600 million’ and blockchain certificate of evidence, and the evidences were accepted by the courts.

The construction of the judicial blockchain of Internet court promotes the credibility of the whole process of electronic evidence. In addition to adopting blockchain data as electronic evidence in specific cases, Hangzhou Internet Court and Beijing Internet Court have respectively promoted the construction of judicial blockchain for the preservation of electronic evidence in copyright protection, contracts, financial disputes, and other fields, and promoted the production, storage, dissemination, and use of electronic data to realize credibility of the whole process.42 The judicial blockchain constructed by Hangzhou Internet Court consists of three layers: first is blockchain procedure, through which users can directly record the entire process of operation in the blockchain, such as online submission of electronic evidence such as electronic contracts, rights protection process, and service process details; second is the full link capability layer of the blockchain, which mainly provides credibility service of real name authentication, electronic signature, timestamp, data storage, and the whole process of the blockchain; third is the judicial consortium layer, which connects notary offices, CA/RA institutions, judicial authentication centers and courts with blockchain technology, with each unit becoming a node in the chain.

To sum up, more and more cyber-related crimes are migrating to the cloud, which increases the difficulty of electronic evidence collection. As electronic evidence, blockchain data has legal effect. At the same time, the advantages of blockchain, such as de-centralization, de-trust, traceability, collective maintenance, security, non-comparability, openness, and anonymity exactly solve the problems of intangibility, vulnerability, and other characteristics of electronic evidence. The importance of the construction of a blockchain electronic evidence collection system is evident. For example, given the traceability of blockchain, timestamp technology is adopted to ensure the traceability, integrity, and non-comparability of data, thus addressing the intangibility of electronic evidence. For another example, given the security feature of the blockchain, the data is encrypted with the encryption technology to ensure the security of the data, plus the strong calculation capacity formed by consensus algorithm, to resist external attacks and ensure non-comparability and unforgeability of the blockchain data, thus solving the vulnerability problem of electronic evidence. However, the application of blockchain electronic evidence storage is still a new thing, and the research on the application of blockchain characteristics in the collection and preservation of electronic evidence is very weak at home and abroad. This paper is to make up for this loophole.

3. Case analysis of blockchain evidence

The arbitration chain is established based on the underlying open-source platform of the FISCO BCOS blockchain. FISCO BCOS is an underlying open-source blockchain platform tailored for the financial industry with financial business practices as a reference sample and a financial branch version of the BCOS open-source platform created under the leadership of several members of the FISCO open-source working group such as WeBank, Shenzhen Securities Communication Co., Ltd., and Tencent Cloud. FISCO BCOS provides a comprehensive supervision and audit support module, including access control, CA identity authentication, account management system, and security monitoring, to support mass data capacity storage and flexible expansion. It also has the key management mechanism and privacy protection mechanism to fully meet the technical requirements of evidence storage in arbitration.43

3.1 Working principle of arbitration chain

The arbitration chain is governed in a consortium blockchain way. Figure 1 shows the business architecture diagram of the arbitration chain.44 In this network, WeBank, evidence storage institutions, arbitration institutions, and other related parties can join as chain nodes to form a reliable consortium chain network.
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Figure 1. The business architecture diagram of the arbitration chain. Source: Arbitration Chain: Evidence Storage Practice Based on Blockchain (fisco-dev, 21 June 2019), at <www.bookstack.cn/read/fisco-bcos-v1.3/9c02182012f53485.md> (translated by the authors).



The arbitration chain adopts a governance method that conforms to the characteristics of the arbitration business to ensure good security features and privacy protection capabilities in its business setup, and in-depth research is conducted on how to clearly and conveniently monitor the operation status of the consortium chain, and support supervision and auditing demands, to ensure that the requirements of the financial industry on data structure, visualization, supervision, and auditing are met. Specifically: 1) only permitted members are allowed to join, thus avoiding the hidden danger of data leakage caused by irrelevant members joining the chain; 2) the consortium chain has a good management mechanism enabled by a variety of mechanisms such as joint governance, legal organization governance, leadership member governance to deal with various problems and optimize the management process; 3) each participant can be assigned with different operation privileges and their responsibilities clearly defined to prevent data privacy from being leaked to inappropriate members; 4) the activities on the chain can be monitored in real-time and abnormal activities intervened by setting up independent observation nodes, calling API data interfaces, deploying specific intelligent contracts, etc. Blockchain browser, monitoring system, monitoring node, and anti-money laundering interface are all the implementation links of governance. Specifically, 1) the arbitration chain provides a blockchain browser, which can visualize the data on the blockchain and display it in real-time. Users can easily obtain the deployed blockchain nodes, blocks, and transaction information through the web page even if they have no technical background; 2) the monitoring statistics log is optimized to enable developers to quickly obtain important parameters in the running process of the blockchain system and evaluate the running state of the system from multiple dimensions; 3) the supervisory or auditing department can be integrated as a special supervisory node, so that they can synchronize data in real-time and monitor or audit the integrity and validity of the data, and can also carry out compliance inspection of business processes, anti-money laundering and other operations at the same time.

3.2 Workflow of arbitration chain

The application of electronic evidence in the arbitration chain mainly includes three parts: evidence storage, evidence collection, and evidence authentication. Evidence storage is the core part. Before initiating storage, an intelligent contract of initial conditions for storage shall be deployed to stipulate the conditions required for the evidence storage to take effect. Fig. 2 is a schematic flow chart of evidence storage. In the so-called evidence storage, business data is uploaded after being signed by the WeBank evidence storage system, and the evidence storage institution and arbitration institution are notified to confirm the data signature after successful uploading. After receiving the notice, the evidence storage institution and arbitration institution will take out the data uploaded onto the chain to verify and sign, thus completing the whole storage process. In the whole process of storage, the intelligent contract guarantees that no party can change the data stored, but only can add data to the stored data. Meanwhile, the quasi-real-time asynchronous upload of the evidence storage system does not influence the normal business logic. The evidence storage business process includes five steps: first, all parties involved in the storage need to agree on the conditions required for the storage to take effect in advance, and then one party will call SDK API to create and deploy a factory contract, which will come into effect through consensus; secondly, the storage business party calls the factory contract through SDK API to create a new evidence contract with its signature; thirdly, the storage institution calls SDK API to sign and confirm the evidence; fourthly, the arbitration institution calls SDK API to sign and confirm the evidence; finally, the arbitration institution obtains the evidence information on the chain through SDK API, and verifies the correctness and completeness of the existing signature of the evidence.
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Figure 2. Schematic flow chart of evidence storage. Source: Arbitration Chain: Evidence Storage Practice Based on Blockchain (fisco-dev, 21 June 2019), at www.bookstack.cn/read/fisco-bcos-v1.3/9c02182012f53485.md
 (translated by the authors).



For evidence collection, when there is a need for evidence collection, WeBank selects data from the arbitration chain and submits the data to the arbitration institution. The arbitration institution analyzes the data provided by WeBank to obtain the relevant address information of the blockchain, and then retrieves the data on the chain through the address; finally, in blockchain authentication, the arbitration institution calls the related SDK interface after obtaining evidence to judge whether the evidence storage meets the initial conditions for the storage to take effect.

3.3 Application Effect of Arbitration Chain

The arbitration chain is based on a multi-centralized, tamper-proof, and trustworthy blockchain. With distributed data storage, encryption algorithms, and other technologies, the transaction data is signed with consensus and uploaded, the real-time preserved data forms the evidence chain through intelligent contracts to meet the requirements of authenticity, legality, and relevance of evidence and realize standardized evidence and trial.45 In February 2018, the Guangzhou Arbitration Commission announced the feasibility of the arbitration chain in the industry’s first award issued based on the arbitration chain. Since the release of the arbitration chain, more than 10 evidence storage institutions and arbitration institutions have joined the arbitration chain ecology. As of the fourth quarter of 2018, more than 10 million contracts have been stored, involving a capital scale of 100 billion yuan.46

After being applied in the arbitration industry, the blockchain has played a very important role in the collection of judicial evidence because of its traceability of records. A trustworthy blockchain network is currently incorporated into our transactions to complete the fixation and uploading of evidence in real-time. At the same time, it also allows the judicial institutions to participate in the bookkeeping of the blockchain and connect with the network arbitration tribunal to form a fast dispute resolution channel. With the establishment of the smart city, the city’s transaction information will be recorded on the transaction chain in real-time. During evidence collection for judicial arbitration, it enables rapid trace back directly through the blockchain, and at the same time ensures the authenticity of the information, thus avoiding the step of evidence authentication and saving a lot of human resources. In addition, in the trial of cases involving over 2000 yuan to 50000 yuan, the lawyer’s fees and travel costs are about 2000 yuan. If the online trial is adopted, the judicial cost is greatly reduced to only 500 yuan. Regarding the trial cycle, it, generally takes more than 6 months or even 1 year to complete filing, hearing, and delivery, while online arbitration only takes 7 to 15 days.47 Specifically, when a default occurs and a party needs to apply for arbitration, it only needs to click ‘One-key Arbitration’ in the back-end system, and the data of the default transaction will be restored to the original data and sent to the arbitration platform of the arbitration commission. After receiving the original data, the arbitration commission will compare it with the previously stored data and issue an arbitration award after confirming the authenticity and integrity of the data. The time taken from clicking ‘One-key Arbitration’ to receiving the arbitration award can be as short as 7 days. At the same time, the arbitration fee can be as low as 500 yuan to 600 yuan for each transaction.48 For arbitration institutions, the arbitration chain ensures that the transaction information on the chain will not be tampered with and helps arbitration institutions to quickly authenticate evidence, resolve disputes, reduce the labor, material, and time costs in the arbitration process, improve judicial efficiency, and reduce overall arbitration costs.49 For the parties involved, the arbitration chain will quickly and effectively resolve disputes and improve the operation and risk control efficiency.50

It can be seen that the application of the objective and transparent blockchain technology and operation mechanism makes the evidence or contracts more disaster-tolerant, reliable, and fault-tolerant, thus avoiding many expenses arising from conflicts and disputes, effectively reducing the risks of manual operation and moral hazard, and effectively solving the pain points of difficult evidence collection and arbitration. Moreover, through the arbitration chain, the arbitration institution can participate in the process of the evidence storage business, and together reach a consensus and witness in real time. In case of disputes, the signed and authenticated evidence storage data can be taken as direct evidence, to greatly reduce the arbitration process, help the arbitration institution to quickly complete the authentication of evidence and quickly resolve disputes, to further improve judicial efficiency, and reduce arbitration costs. At the same time, it is also conducive to maintaining law enforcement transparency, judicial justice, and social harmony.

4. Problem analysis of blockchain evidence and its authenticity

4.1 Security risks at the technical level

The transmission and storage of blockchain data are open to the public, which is the advantage of blockchain-distributed bookkeeping, but at the same time, it also makes security threats the most significant problem faced by blockchain. For the application of blockchain electronic evidence involving a large number of personal privacy, business secrets, and even state secrets, unsafe data do not meet the legal standards for the identification of evidence. At this point, the evidence will become worthless. From the perspective of blockchain security analysis, the challenges come from algorithm security, protocol security, and cryptography security.51

4.1.1 Algorithm security risks

At present, there has not been any mainframe (super) computer serving as the node of the blockchain network. With the development of computational mathematics, cryptography, and computational capability, the blockchain will soon face the possibility of the algorithm being cracked.52 Once the main data link is cracked, all the data will never be recovered. In April 2017, a foreign organization cracked 30 Bitcoin wallets with 3,000 trillion keys. In addition, as quantum computers become possible, the asymmetric encryption algorithm used in the blockchain in the future may be cracked by hackers, which is a potential security threat to the algorithm that the blockchain technology has to face.53

4.1.2 Protocol security risks

Blockchain technology is based on POW and other consensus mechanisms and its security risk lies in the 51% computing power attack. When a blockchain node is passed by a computer with more than 51% computing power, it can successfully tamper with and forge blockchain data.54 Although no organization or institution has mastered 51% computing power at present, due to the uneven distribution of ore pools and miners, some ore pools have enough computing power to have administration privileges to some extent. If these large ore pools are broken through, 51% of the network nodes will be controlled by malicious people, then tampering and forgery of blockchain information will become completely possible, the authenticity of electronic evidence will be seriously questioned, and blockchain electronic evidence storage will be meaningless.

4.1.3 Password cracking vulnerability

Any cryptography is relatively safe. With the improvement of computing methods and power, the probability of cryptography being cracked becomes increasingly higher. Cryptography is relatively safe in a certain period, but it can hardly be safe in the long run.55 Blockchain which uses a large number of cryptographic methods is a highly algorithm-intensive project with the computer capability at risk of being cracked on a large scale at present. GSM and WCDMA communication air interface encryption method is considered to be the most unlikely to be cracked (Encryption with snow), but it has been cracked by scholars from Israel and other countries in just ten years. Once the encryption algorithm is cracked, the entire security foundation of the blockchain will no longer exist, and all kinds of data will be exposed to the public. Electronic evidence involving personal privacy, trade secrets, and even state secrets, in particular, will bear the brunt.

4.2 Regulatory issues

After the Guangzhou Arbitration Commission issued the industry’s first award based on the arbitration chain in February 2018, at 10:00 am on 28 June 2018, the judgment of the first blockchain evidence storage case in China was pronounced in the Hangzhou Internet Court which supported the plaintiff’s adoption of blockchain as the evidence storage method and confirmed the corresponding infringement facts. On 7 September 2018, the Supreme People’s Court also promulgated the Provisions of the Supreme People’s Court on Several Issues Concerning Cases Trial by Internet Courts, formally acknowledging the binding force of blockchain evidence in addressing legal disputes.56 However, in the judicial practice at present, there are still problems in the identification of the evidence authenticity and the lack of a unified and practical standard.

4.2.1 Authenticity problem of blockchain evidence

Blockchain electronic evidence storage mainly authenticates data with the timestamp function of blockchain technology and ‘anchor technology’. To put its technical principle simply, it records and stores the data that appears and exists at a certain moment on the blockchain through encryption protection (including electronic contracts, web screenshots, computer documents, video files, call records, and other electronic ‘source files’), and affixes timestamp on the data to ensure the originality, integrity, and non-comparability of the data, thus realizing the self-authentication of the data. In the above-mentioned copyright dispute case heard by Hangzhou Internet Court, to prove that the defendant Daotong Technology published on its website the related works over which the plaintiff had copyright, the plaintiff HuataiYimei automatically called Google open source program puppeteer to capture the pictures of the infringing web pages, and at the same time called curl to obtain the source code of the target web pages, and calculated the compressed packages of the two and the called logs into Hash and uploaded them to FACTOM blockchain and Bitcoin blockchain. The arbitration chain currently in use by the Guangzhou Arbitration Commission is based on a multi-centralized, tamper-proof, and trustworthy blockchain. With distributed data storage, encryption algorithms, and other technologies, the transaction data is signed with consensus and uploaded, the real-time preserved data forms the evidence chain through intelligent contracts. According to the provisions of the Civil Procedure Law, authenticity, legality, and relevance are the criteria and principles for judging whether evidence has legal effect. In the aspect of examining the legal effect of blockchain electronic evidence storage, Hangzhou Internet Court examined and demonstrated the legal effect of the blockchain electronic evidence storage involved in the case in terms of the authenticity of the electronic data source, the reliability of storage, the integrity of content and the degree of correlation with other evidence, and finally determined that the blockchain electronic evidence submitted by the plaintiff has legal effect. However, in the first award based on ‘blockchain + evidence storage’ made by the Guangzhou Arbitration Commission, the electronic evidence storage of the blockchain involved in the case was directly determined to be legal and valid,57 but its authenticity was not analyzed. The award reflects a question, namely, whether the authenticity of the electronic evidence storage of the blockchain can be directly determined on the premise that there is no evidence to the contrary to overturn it.

On 7 September 2018, the Supreme Court issued the Provisions of the Supreme People’s Court on Several Issues Concerning Cases Trial by Internet Courts, of which art 11 is the provision on judging the authenticity of electronic data.58 The provision stipulates that when judging the authenticity of electronic data, the court needs to examine the authenticity of the process of electronic data generation, collection, storage, and transmission, and emphasizes the importance of examining the cleanness of the electronic data environment, the clarity of the subject and time, the accuracy and non-comparability of the content. In addition, para 2 of the provision specifically stipulates that ‘the Internet court shall recognize electronic data submitted by the parties if the authenticity of the data can be proved by technical means of collection, fixation, and anti-tampering of such evidence as electronic signature, trustworthy timestamp, hash value check, blockchain or proven through electronic evidence collection and storage platform’, which means that the blockchain evidence fixation and storage technology has received judicial confirmation for the first time in China and its application at the judicial level ushered in a breakthrough. At the same time, some people think that even though para 2 makes special provisions on evidence storage and fixation with the blockchain technology, the authenticity of the electronic evidence collected and fixed with this technology should be examined following the methods and principles specified in para 1, instead of regarding the data as authentic for granted.

In addition, according to art 9 of the Provisions of the Supreme People’s Court on Evidence in Civil Proceedings,59 it is not necessary for the parties involved to prove well-known facts, natural laws and theorems, and facts that have been proved by valid notarization documents. One of the major reasons is that these facts are objective facts or legal facts, which are regarded as real with no dispute in law. As the data recorded in the blockchain are true, the facts recorded and reflected in the data, including transaction behaviors, should also be true. Whether the parties involved need to prove such facts is also worth considering.

4.2.2 Lack of the unified and practical standard for blockchain evidence

At the current stage, if it is allowed to directly determine the authenticity of blockchain electronic evidence in judicial practice, there are still some problems. We know that notarization has been widely used in the field of judicial practice for a long time, with corresponding laws and regulations, guiding opinions, and industry rules, as well as a set of mature practical standards, and it is also easy for judicial personnel to understand. Therefore, the legal effect of notarization can be easily recognized by judicial personnel. Compared with notarization, one of the main problems faced by blockchain electronic evidence storage is the lack of a unified and practical implementation standard. At present, there is no uniform judicial approval standard for blockchain electronic evidence storage in the selection of third-party evidence storage platforms, technical standards for implementation, types of blockchains used, procedures and methods for evidence storage, standards for judicial review, etc. Because the legal effect of blockchain electronic evidence cannot be reviewed according to the established uniform standards and the fact that blockchain is a new technology, most judges do not know much about this technology, which will easily lead to inconsistent judgment standards and is not conducive to achieving fairness and justice in judgment results.

5. The USA blockchain evidence authenticity rules

5.1 How the USA treats blockchain evidence

In the USA, some states, as the pioneers of blockchain evidence rules, mainly adopt two methods to emphasize the principle of equal treatment.60 The so-called equal treatment means that laws and regulations should treat blockchain evidence in the same way as existing legal forms of evidence. Also, the specific part of the blockchain evidence should be given the same treatment, and it will never be excluded or emphasized because it was born in a new technology environment. This principle was repeatedly stated when various new ‘data messages’ were born in the early years. For example, art 5 of the UNCITRAL Model Law on Electronic Commerce, with Guide to Enactment, 1996 with additional art 5 bis as adopted in 1998 stipulates: ‘Information shall not be denied legal effect, the validity or enforceability solely because it is in the form of a data message’.61 One is to separately stipulate the evidence status of blockchain records. For example, the Act relating to Recognizing the Validity of Distributed Ledger Technology of Washington 2019 stipulates: ‘Electronic records shall not be denied legal force, the validity or enforceability solely on the ground that they are generated, communicated, received or stored using distributed ledger technology’.62 The second is to stipulate its legal effect together with smart contracts and electronic signatures. As stipulated in the Blockchain Technology Act of Illinois,63 which went into effect in January 2020, ‘Smart contracts, records or signatures shall not be denied legal validity or enforceability simply because they are created, stored or verified by the blockchain’, ‘Evidence of smart contracts, records or signatures created, stored or verified on the blockchain cannot be excluded in litigation’, ‘If the provision of signed material is required by law, the submission of signature data electronically recorded on the blockchain or blockchain evidence to verify the intent of the signer intended to provide this condition is also met’. 

Relevant bills and laws in Arizona, New York, and Ohio have also made such adjustments. In March 2017, Arizona amended the state’s Revised Statutes by adding a new chapter on electronic transactions.64 According to the newly added provisions, the signing behavior through the blockchain is regarded as a qualified electronic signature that meets the formal requirements, and the records and contracts obtained through the blockchain are deemed to meet the formal requirements and qualified records. Smart contracts may be used in commercial activities, and the legal validity, validity, or enforceability of the contract shall not be denied just because the contract contains smart contract terms. In January and March 2019, Bills No 1683 and No 4142 of the New York State Senate proposed amendments to the electronic signature and document law.65 These two bills contain provisions to confirm that signatures and contracts can be made through the blockchain, as well as provisions to confirm the validity of smart contracts. In Ohio, Senate Bill 300,66 introduced in May 2018, proposes to recognize smart contracts with full legal force and enforceability.

5.2 Commonalities in the blockchain evidence authenticity rules between the USA and China

On the one hand, both China and the USA generally apply existing rules on the authenticity of electronic evidence to blockchain evidence. In the USA, blockchain records fall under the broader category of electronic evidence.67 In practice, ordinary electronic evidence can be applied to methods or rules such as insider testimony, check value verification, electronic record verification, judicial cognition, etc.68 These methods or rules can also be used for blockchain evidence. In China, the representative rules on the authenticity of electronic evidence also be applied to blockchain evidence. For example, arts 93 and 94 of the Provisions by the Supreme People’s Court on Evidence in Civil Procedures 201969 established a ‘three-in-one’ system of reasoning standards,70 presumption standards, and cognitive standards for reviewing and judging electronic evidence. In practice, the blockchain records can completely follow the situations listed in the above provisions, making ‘presumptions that are unfavorable to oneself’, ‘presumptions that originate from a neutral third-party platform’, ‘presumptions that are based on normal business records’, ‘presumption of archival storage’, ‘presumption of compliance with the agreement’, etc. 

Moreover, the above presumptions can usually be shared by multiple items for blockchain evidence. In the same way, the ‘deemed as the original electronic data’ rule implemented in my country can also be applied to blockchain evidence. For example, para 2 of art 15 of the Several Provisions on Evidence in Civil Litigation 201971 stipulates: ‘The copy made by the producer of electronic data that is consistent with the original, or the printout directly derived from electronic data or other output media that can be displayed and identified, shall be deemed as the original electronic data’. On the other hand, US federal laws and some state laws have made amendments to blockchain evidence for authenticity rules, best evidence rules, and presumption rules. The Supreme People’s Court has also introduced the Special Articles on the Authenticity of Blockchain Evidence in the Rules of Online Litigation of People’s Court 2021.72

5.3 Commentary on the USA blockchain evidence authenticity rules

Although the authenticity rules of blockchain evidence in the United States are subject to insufficient practical innovation, they also can provide many insights for enacting rules of blockchain evidence authenticity in China. This is prominently reflected in the legislation of some states by expanding the rules of ‘self-authentication’, ‘presumption of business record exception’, and ‘presumption scope’. In June 2016, Vermont passed an act relating to miscellaneous economic development provisions, and a separate chapter sets out the provisions regarding the validation and admissibility of blockchain records in court.73  The act stipulates that if an electronic record registered electronically on the blockchain is sworn to be supported by a qualified person through a written statement, it is self-authenticating. The relevant written statement must indicate that itself made the written statement, indicating that the date and time when the electronic record enters the blockchain, the electronic record is kept in the blockchain as a normal business activity, and the electronic record is processed following normal business activities in line with customary practices. Certainly, this presumption (self-authentication) does not mean that the facts of the case or the content of the records are true, valid, or legal. The Act, which has the same effect as the Vermont Rules of Evidence 2011,74 affirms the admissibility of electronic records stored on a blockchain in a trial or hearing. In September 2019, Virginia proposed a provision titled ‘Business Records, Electronically Registered on a Blockchain Self-authenticating document’ as House Bill No 2415 to the State House of Representatives.75 The Bill stipulates, ‘In any civil litigation, where a business record electronically registered on a blockchain is substantive and admissible, it should be presumed to be self-authenticating and extrinsic evidence of its authenticity should no longer be required’. The Bill establishes the same presumption rules as those outlined in the Act mentioned above, specifically concerning the presumption of authenticity of the record, the date and time of the record, and the maker of the record. New York, California, and other states have also imitated the Act and enacted similar regulations.76

Looking at the above-mentioned state legislation in the USA, it is not difficult to find that the advantage of its blockchain evidence authenticity rules is that it is practically useful, and this is attributed to three consensuses. First, the focus of rule construction is the authenticity of the data after entering the chain, and the records before entering the chain are not within the scope of rule construction. The second is based on legal authenticity. Applying rules such as ‘presumption of business record exceptions’ to Blockchain evidence in various states in the USA shows that judicial practice does not pursue authenticity in the sense of being technically 100% unforgeable for blockchain evidence. This should inspire China’s adherence to the rational truth view on the authenticity of blockchain evidence, that is, the use of blockchain evidence only needs to pursue ‘truth that meets legal standards in specific cases’.77 The third is to take the side identification mechanism as the direction. The review and judgment rules of any evidence can be cut from both sides. The former is to provide comprehensive review and judgment elements or standards on the front, and the latter is to provide methods to confirm whether the evidence is true or not. At present, when ordinary judicial personnel are still unable to positively identify the authenticity of blockchain evidence in China, it is a more feasible solution to first build a lateral identification mechanism.

6. Suggestions for blockchain evidence system improvement

6.1 To determine the authenticity of the blockchain evidence, the party claiming that the data has been damaged before uploaded shall bear the burden of proof

Art 69 of the Civil Procedure Law stipulates that ‘the people’s court shall take legal facts and documents notarized through legal procedures as the basis for ascertaining the facts unless there is evidence to the contrary sufficient to overturn the notarized evidence’, which gives the notarized evidence direct legal effect unless there is evidence to the contrary sufficient to overturn it. One of the main reasons why notarized evidence is believed to be authentic is the introduction of a neutral third-party notarization institution to notarize the collection, fixation, and preservation of evidence. Unless there is evidence to the contrary, notarized evidence will be considered authentic, but there is no judicial review on whether the generation, storage, and fixation of original data, information, and materials formed before notarization have been damaged, modified, or changed.

The authenticity of electronic evidence requires the authenticity of electronic evidence carrier, electronic data, and electronic evidence content.78 Authenticity of electronic evidence carrier is aimed at the storage medium used as electronic evidence carrier and requires the originality, identity of the source, and the identity and integrity of evidence in the process of transfer and circulation, to ensure that the evidence carrier has not been forged, altered, replaced or destroyed; authenticity of electronic data requires the originality, identity of the source and the identity and integrity of the evidence in the process of litigation, to ensure that it has been deleted, modified or added; authenticity of the content of electronic evidence mainly targets at the information contained in the electronic evidence, whether the information can be mutually authenticated with the information contained in other evidence and whether the facts of the case can be accurately proved.

It is known that the blockchain adopts computer technologies such as distributed data storage, de-centralization, encryption algorithm, and consensus mechanism to make the data recorded in the blockchain tamper-proof and irreversible, which means that once authenticated and added to the blockchain, the data will be permanently stored, and there is almost no possibility of human modification, deletion, adjustment or change. Therefore, the data is highly trustworthy and reliable, and the trust problem between users is effectively solved. In this process, the blockchain acts as a neutral third-party organization, with the same function and function as the notarization institution, i.e., to ensure that the data are truly recorded. Since the authenticity of notarized evidence can be directly recognized, similarly, on the premise of no evidence to the contrary to overturn, the authenticity of electronic data stored and authenticated by blockchain technology should also be directly recognized, ie the authenticity of electronic evidence carrier, electronic data, and electronic evidence content. As for whether it has been damaged, modified, or adjusted before being uploaded, and whether it is complete, accurate, and objective, the other party should prove it and produce the evidence on the contrary mentioned above.

6.2 Implementation of access mechanism for third-party evidence storage platform

At present, there is a lack of a unified and practical standard for blockchain electronic evidence. We can consider implementing an access system for third-party evidence storage platforms, that is, only blockchain electronic evidence storage carried out by third-party evidence storage platforms with corresponding qualifications can be recognized by judicial authorities. This is similar to notarization institutions and judicial authentication institutions in that all of them need to obtain the corresponding qualifications. At the same time, it is also necessary to actively promote cooperation between the third-party evidence storage platform vs. the judicial services institutions such as courts, arbitration authorities, notarization institutions, and judicial authentication institutions to realize the sharing of resources and data. At present, the arbitration chain of the Guangzhou Arbitration Commission has been set up by WeBank in conjunction with the Guangzhou Arbitration Commission and Hangzhou Yibi Technology based on blockchain technology, and Hangzhou Internet Court has also launched its electronic evidence platform. Such blockchain electronic evidence platform directly built by arbitration institutions or courts undoubtedly greatly improves the credibility and practicability of blockchain electronic evidence. The establishment of the arbitration chain and the successful practice of Hangzhou’s Internet electronic evidence platform both illustrate the importance of the access mechanism of the third-party evidence storage platform in promoting and improving the blockchain electronic evidence storage system and enhancing the efficiency and reliability of electronic evidence collection.

6.3 Comprehensive application of network security technology

In the face of the above-mentioned security problems encountered by the blockchain system, it is necessary to comprehensively use network security technologies such as cryptography and mimic defense to improve the security of blockchain from the aspects of algorithms, protocols, passwords, implementations, and systems, etc, in this way to further meet the existing security challenges. For example, institutions or organizations from more countries can be introduced to join the network nodes, nodes with computing power per node of no more than 20% join the entire network and system security experts adopt the best defense technology for blockchain systems.79

6.4 Future Development Direction

On the one hand, arbitration has many advantages over litigation. Firstly, the parties involved in arbitration have higher autonomy and can choose the arbitration institution, arbitrator, place of arbitration, arbitration language, arbitration rules, etc. Secondly, arbitration is more efficient than litigation. It takes 6 months for the court to complete the first trial, there may be a second trial after the first trial and still a retrial after the second trial, while arbitration produces the final decision. Thirdly, arbitration provides better confidentiality. Although court decisions may not be held in public sometimes, such as those involving international secrets and trade secrets, the parties themselves need to apply for it. In contrast, the content of the arbitration agreement is restricted among the parties, arbitrators, and others in a small range. It can be said that these characteristics of arbitration win the favor of many companies and enterprises. According to the above analysis, China’s arbitration market is a very large one.80 Therefore, the arbitration chain should improve its technology and promote its wider application in the future.

On the other hand, the application of blockchain technology in the judicial field should be faster than that in other industries, because the judicial field itself is a multi-department and multi-institution assistance mechanism, and there is a need for data transmission and case information sharing among the public security bureau, procuratorate, court, and judicial bureau. Although this can be realized with the traditional technology, it is not trustworthy due to the system and mechanism problems and the efficiency is also low. Blockchain technology can be used as assistance. In the future, under the environment of Big Justice, courts and procuratorates may have consortium chains with cross-chain interaction among them. They will be both independent and cooperative with each other. After being approved by the judicial institution, blockchain technology will have very great reference and promotion significance for other industries.

7. Conclusion

The emergence of blockchain electronic evidence storage has brought us many conveniences, which are reflected in both daily life and judicial practice. However, they also bring challenges to the existing state and order. In essence, the emergence of each new technology will impact and change the existing things, and the law is no exception.81 In this era when new technologies will always present new requirements and challenges to the existing legal system and legal regulations, we should always maintain an open and inclusive attitude, embrace the development of technology, keep up with the pace of the times, constantly revise and improve relevant laws and regulations, and make laws boosters of technological progress. In addition, although the academic circle has already started extensive discussions on the blockchain, most of the documents in the initial stage focus on some simple conceptual issues. Therefore, future research on the blockchain will focus more on the solutions to the problems existing in the blockchain and the application research of the blockchain, namely the research on putting blockchain technology into practice. With the maturity of blockchain technology and the deepening of people’s understanding of blockchain, the problem of blockchain will eventually be solved. When mature blockchain technology is widely used in various fields, the era of ‘blockchain+’ will follow.
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Abstract

The global reality of the Fourth Industrial Revolution is evidenced by the adoption of Big Data analytics, Cloud Computing, Blockchain (cryptocurrencies, smart contracts, etc.), and the Internet of Things (smart buildings, artificial neural networks, machine learning, smart cities, etc.) which are becoming integrated into national legislation. As a result, countries must prioritize digitalization to keep pace with Industry 4.0. Smart legal contracts, which serve as a bridge between law and digitalization, are relatively new and challenging development for national legal systems. Although only a few countries have legally regulated smart legal contracts, all national legal systems will inevitably follow suit.  This article aims to assess the North Macedonian legal system’s existing legislation and determine the optimal approach to integrating smart contracts. Should a new, special law (lex specialis) be enacted, or should provisions for smart legal contracts be added to the existing legal framework? The EU’s legal tendencies should also be considered to ensure North Macedonian law is harmonized with European Law.  The structure of the article unfolds as follows: Introduction; The concept and main characteristics of smart legal contracts, Smart legal contracts concerning the North Macedonian Law on Obligations; Smart legal contracts concerning the North Macedonian Law on electronic commerce; New Law on smart legal contracts or amending the existing legislation in North Macedonia?, and Conclusion remarks. To achieve its goals, this article will employ several research methods, including normative analysis, descriptive and legal research, and applied legal research, comparison, analogy, and case law analyses.
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1. Introduction

The emergence of digital technology has brought about significant changes in contract laws, with the impact of the Internet being one of the most apparent examples. Currently, smart contracts are topic de jour in the technology, offering the potential to transform the traditional contracts. Szabo defines smart contracts as a ‘set of promises, specified in digital form, including protocols within which the parties perform on these promises’.1 Surde envisioned that parties will have the ability to convert specific requirements into a set of computer-readable rules, as well as certain manual comparison between the terms of the contract and the parties’ actual activity could be automated. He points out that this automation could substantially decrees the transaction costs.2

Proponents assert that smart contracts will obviate the need for contract law, revolutionize business arrangements, and restructure property ownership.3 Conversely, skeptics view the blockchain foundation a mere Ponzi scheme.4 Some technologists argue that, despite their name, smart contracts have nothing to do with contracts5 and some scholar notes that smart contracts are not really ‘smart’ because they cannot (or at least not yet) think or develop, and are not a form of Artificial Intelligence (AI).6 Legal futurists tend to present the reduction of legal obligations with the computer code as a positive evolutionary step toward the realization of the rule of law.7 

Although the impact of the smart contracts on the world is uncertain, they offer tangible advantages and are expected to be widely adopted in the future. The aim of this article is to provide a small contribution towards the integration of modern technologies within the legal field. Instead of hindering the efficient implementation of the advantages of rapid technological advancement, the law should serve as a corrective measure and encouragement. It is crucial to maintain a harmonious relationship between law and technology to effectively utilize all innovations available to the citizens. In this regard, the protection of human rights and freedoms, as well as the rule of law must remain the imperative. While acknowledging the prevailing view among the legal theorist that smart contracts system will not replace the traditional one, this article advocates for the incorporation and regulation of smart contracts in national legislations, alongside the traditional contracts. This will be able the law to govern and facilitate the growth of smart contract technology. Therefore, the intention of the article is to encourage the acceptance of smart contracts in national and international legislations, including North Macedonian legislation.

2. The concept and main characheristics of smart (legal) contracts

The concept of smart contracts emerged in the legal field only a short time ago, but it has already sparked vastly divergent viewpoints. Accordingly, legal scholars do not share a unanimous opinion concerning the definition of smart (legal) contracts. 

Thomas Kulnigg defines legal smart contracts, as the underlying program code that itself qualifies as a legal contract.8 

Mark Verstraete considers that blockchain-based smart contracts are self-enforcing agreements that ensure performance through technological authority rather than sovereign authority.9 Actually, in its article, Verstraete offers a new critique of the optimism about smart contracts and the preference for securing mutual agreements using code, rather than traditional contract law. He challenges the idea that smart contracts can entirely replace traditional contract law. Verstrate point out that unlike previous technology-infused contracts, which relay on a legal system for enforcement, smart contracts aim to be self-executing and autonomous, bypassing or at least being independent of the State’s contract law machinery. According to him, this represents a significant departure from earlier attempts to automate contract law trough emerging technologies.10 Verstrate argues that in a contract system, parties do not require complete trust in each other; rather they rely on trust in the legal system. The foundation of contract law is based on a shared understanding that the legal system will provide a remedy, typically exception damages, if a breach occurs. The crucial difference between the smart contracts and traditional contracts lies in this aspect. Smart contracts, along with other blockchain and internet projects, eliminate the need for centralized intermediaries. Technologists aim to automate contract law by replacing the legal system with code-based enforcement mechanisms. As a result, smart contract may enable parties to form and enforce the agreements without relying on the state. However, this perspective rests on certain contested assumptions about the role of the state in contract law.11

By Maartje Herweijer, smart contracts are computer protocols that execute pre-determined rules of code: the contractual terms are embedded in software, generally on a blockchain (although smart contracts do not necessarily have to be blockchain-based). Smart contracts cannot be altered retroactively, and will automatically execute or effectuate legal agreements (ie without the cooperation or intervention of the contracting parties or a third party) once they are recorded on a blockchain.12 

Woebbeking considers that, in a technical sense, smart contracts can be defined as computer protocols that are self-executing. Relying on the abilities of blockchains, they operate autonomously, transparently, and they are basically tamper-resistant and immutable.13

De Sevres and others note that a smart contract is created by encoding the terms of a traditional contract and uploading the smart contract to the blockchain. Contractual clauses are automatically executed when pre-programmed conditions are satisfied.14 Very intriguing view shares Fairfield who defines smart contracts, as automated programs that transfer digital assets within the block-chain upon certain triggering conditions and represent a new and interesting form of organizing contractual activity. In this regard, he points out that if financial transactions can be freed of banks as intermediaries, then contracts can be freed of courts as intermediaries. Finally, he concludes that this will solve a longstanding puzzle and problem of e-commerce: courts’ longstanding refusal to enforce contract terms proffered by consumers, ending with the statement that ‘if courts will not protect consumers, robots will’.15

Szczerbowski alerts that two elements of contract law call for attention, regarding the smart contracts: form of contract and contract interpretation. Considering the first element, he contemplates that currently, smart contracts fall  into the category of documentary form, which encompasses plain text, emails and text messages (SMS), undervaluing the security provided by blockchain technology. Because of this high level of certainty, usually reserved to written form and electronic form he proposes an addition to the civil law system: blockchain form. Addition of this particular form would enable setting proper presumptions which reflect the secure nature of blockchain transactions – switching the burden of proof to the one who denies the veracity of blockchain, not the one who asserts. Pertaining to the second element, Szczerbowski assesses that interpretation of smart contracts requires a subtler approach as it should depend on the subjective qualities of the parties. For that reason, concludes that it will be most rational to allow courts to establish guidelines for interpreting smart contracts.16

In its White Paper, the Chamber of Digital Commerce offers two distinct definitions for smart contracts and smart legal contracts. Accordingly, smart contract are ‘computer code that, upon the occurrence of a specified condition or conditions, is capable of running automatically according to pre-specified functions. The code can be stored and processed on a distributed ledger and would write any resulting change into the distributed ledger’. 

On the other hand, smart legal contract are ‘smart contract that articulates and is capable of self-executing, on a legally-enforceable basis, the terms of an agreement between two or more parties’.17

Based on the definitions and perspectives presented above, it could be inferred that there are two methods for defining smart contracts, which are technical and legal approaches. Therefore it is important to note that not all smart contracts meet the criteria to be classified as legal contracts. As a result, smart contracts refer to contracts that have the capacity to be legally binding and are subject to legal regulations. This article defines smart legal contracts as digital contracts that are self-executed on decentralized blockchain networks, and are legally-enforceable while being automatically fulfilled when predetermined conditions are met.  

While various interpretations of the term smart contract exist, there is currently no universally recognized, standardized definition of this term within the legal systems. However, certain legislations have begun incorporating smart contracts into their national laws and regulations, despite the luck of universal definition.

In its Virtual Financial Assets Act the Republic of Malta has adopted the following definition: ‘smart contract means a form of technology arrangement consisting of (a) a computer protocol; or (b) an agreement concluded wholly or partly in an electronic form, which is automatable and enforceable by computer code, although some parts may require human input and control and which may be also enforceable by ordinary legal methods or by a mixture of both’.18

The Republic of Italy also recognizes the legal value of smart contracts. Under the Law No. 12/2019 smart contracts are defined as ‘computer program that works on technologies based on distributed ledgers and which performance automatically binds two or more parties on the basis of the effects previously defined by the parties themselves. Smart contracts fulfill the written form requirement upon prior electronic identification by the parties at hand, through a process the requirements of which are set by the Agency for Digital Italy with guidelines to be adopted within ninety days from the effective date of the entry into force of the decree hereto.’19

Law on Digital Assets of Republic of Serbia also introduces the term smart contracts: ‘“smart contract means a computer program or a computerized protocol based on the distributed ledger technology (DLT) or similar technologies, which is partly or wholly performed by software and which automatically executes, controls or documents legally relevant events and actions according to the terms of a contract already concluded, whereby the contract may be concluded electronically by such program or protocol’.20

Additionally, in art 37 it is stated that the use of smart contracts in secondary trading in digital assets is allowed and if a digital asset service provider provides services which involve the use of smart contracts, it shall obtain the consent of the digital asset user for the use of smart contracts.

The EU Data Act Proposal accepts the definition as follows: ‘smart contract means a computer program stored in an electronic ledger system wherein the outcome of the execution of the program is recorded on the electronic ledger’.21

Drawing from the definitions mentioned earlier, I can identify the key characteristics that define the smart contracts, which include their ability to self-enforce and operate autonomously, their reliance on software, their conditional structure, and their electronic format. 

Self-enforceability is one of the key feathers of smart contracts. A smart contract is a computer program that automatically executes the terms of an agreement between two or more parties. Once smart contract is concluded, its further execution is no longer dependent on the will of its parties or third party, neither it requires any additional approvals or actions from their side. Computer verifies all the conditions, transfers assets and makes entries in the Blockchain database about such transfers.22 Papantoniu argues that the benefits of smart contracts, including their automaticity and self-enforcement, have been recognized as a way to expand the potential of certain commercial transactions.23 Additionally, Savelyev notes that smart contracts can function independently without any requirement for a legal system to support them, rendering their existence separate from a broader legal framework. Essentially, smart contracts represent a technological alternative to the whole legal system.24

Smart contracts are essentially software program that run on a blockchain platform.25 Savelyev notes that code is law, and in smart contracts computer code is also contractual terms. Thus, contractual terms are manifested in a computer code, what is not generally prohibited based on the “freedom of contract” principle. He argues that each smart contract by its legal nature is also a computer program in a meaning of IP law. Thus, smart contract has dual nature in the law: it serves as a “document” governing contractual relations of the parties and it is also object of the IP rights, representing the valuable object of intellectual activity.26 Pasquale explains that while computer code and human language both enable forms of communication, the affordances offered by each are distinct and, in many respects, mutually exclusive. He points out that code seeks to eliminate the forms of ambiguity and flexibility characteristic of much language, including legal language. Just as quests to replace all standards with rules have failed, so too will most efforts to rewrite legal rules as code.27

Smart contracts include conditions or rules that need to be met for the contract to be executed. Conditions are typically written into the code of the contracts and can include triggers such as the completion of certain actions or the meeting of specific requirements. The computer code is based on statements like ‘if “x” then “y”’.28 Raskin states that performance and enforcement of a smart contract essentially boils down to conditional statements, which are foundational to computing.29

Smart contracts are created and executed using digital platforms and software, making them electronic in nature. They are written in programming languages and stored on a blockchain, which is a decentralized and distributed digital ledger technology. Sovelyev explains that classic contracts may exist in various forms, e.g. in oral form or in writing and in contrast to that, smart contracts may exist only in electronic form, it is not possible to use any other form of the contract to them (e.g. oral or written hardcopy). He emphasizes that smart contract is limited to the digital world, so only electronic goods/services (exchange of digital goods, transfer of money, etc.) can be the subject of a smart contract.30

3. Smart (legal) contracts in North Macedonian law

In the Republic of North Macedonia, smart contracts currently lack legal recognition as binding instruments, and there is no dedicated legislation in place for their use. Therefore the primary objective in this part of the article is to ascertain whether smart contracts can be covered under the Law on Obligation,31 as lex generalis, or if there is a need to supplement it. Additionally, an examination will be conduct on the provisions of the Law on Electronic Commerce,32 as lex specials with respect to smart contracts. This analysis will also focus on whether the provisions of this law could extend to smart contracts.

3.1. Smart legal contracts concerning the Law on Obligations

The fundamental concept behind the North Macedonian law regarding contracts is the principle of freedom to regulate obligations. According to art 3 of the Law on Obligations, participants involved in trade have the liberty to regulate the obligations in accordance with the Constitution, the laws, and the good customs. In North Macedonian law, the essential elements of a contract include the mutual assent, the subject of the contract, the legal basis of the contract, the capacity of the contracting parties, and the form of the contract. 


Table 1. Essential elements of a contract under the Law on Obligations



	Mutual assent



	Subject of the contract



	Legal basis



	Capacity of the contracting parties



	Form of the contract




Source: Law on Obligations



With regarding the first element, as per Law on Obligations, the contract is deemed to be concluded as soon as the parties involved have agreed on the essential elements of the contract.33 

The assent to enter into a contract may be expressed by words, with the usual signs or other conduct that indicates its existence. Additionally, various modes of communication, such as telephone, fax, internet, and others, can also be used to convey the intention to form a contract. It is essential that the statement of assent be made freely and in a serious manner.34 According to art 23, a contract is established once the offeree communicates his acceptance of the offer to the offeror. The offer, which should include all the essential terms of the contract, can be directed to either a present or absent party. 35 As per Law on Obligations, an offer can also be extended through various modes of communications, which is then regarded as an offer between absent parties.36 Acceptance of the offer is deemed to have occurred at the point when the offeror receives a notice from the offeree confirming his acceptance of the offer.37 

As the second essential element pertaining to the subject of the contract, the Law on Obligations specifies that the contractual obligation can involve giving, doing, not doing and enduring and that such an obligation must be possible, permitted, and specific or determinable.38 If the subject of the contract is unlawful, undetermined or undeterminable, the contract is rendered nullified.39

As stated in art 43 of the Law on Obligation, each contractual obligation must be founded on a legal basis. The basis is considered legal if it is aligns with the Constitution, laws, and good customs and it is presumed that an obligation has a legal basis even it is not explicitly stated. If the basis does not exist or is not permitted, the contract is nullified.40

The Law on Obligations explicitly requires that the contracting parties must have both legal and business capacity to be eligible for holding rights and responsibilities in a valid contract. 

The Law on Obligation specifies that the contract can be established in any form, unless there are legal requirements determining a particular form.41 

Regarding the first essential element of a contract established by the Law on Obligations, I consider that the smart contracts can be recognized as legally enforceable in North Macedonian legislation. This is because the assent to enter into a contract may be expressed by words, with the usual signs or other conduct that indicates its existence. Therefore, it can be inferred that the assent may also be indicated through distributed ledger systems. Expressing assent is significant in this context to be made freely and in a serious manner. In this regard, Werbach and Cornell consider that if a party enters into a smart contract due to fraud or duress, in such a situation, performance may be excused, so the smart contract itself would be valid, but it would be simply not legally enforceable.42 Accordingly, creating a smart contract on a distributed ledger and singing it by private key, constitutes a legitimate offer and acceptance under North Macedonian Law on Obligations. 

In terms of the second essential element, I also consider that the Law on Obligations encompasses smart contracts. If the legal prerequisite, which is that the subject of the contract must be possible, permitted, and specific or determinable, is not fulfilled, specific issues may arise, especially considering the self-executing nature of smart contracts. In this case, according to the Law, the concluded smart contract will be deemed null and void.

As for the third element, which is the legal basis I believe that it is not applicable to smart contracts. Due to the specific characteristics of smart contracts, I suggest that they should be explicitly introduced by the Law on Obligation.

I am of the opinion that the fourth essential element of contracts may also encompass smart contracts. In terms of applying the forth element to smart contracts, an issue may arise regarding the pseudo-anonymity, where the involved parties may not have information about the other party they are contracting with. In this regard, the Chamber of Digital Commerce considers that the pseudo-anonymity feature in public blockchains can be changed by the design of the blockchain and replaced with identification requirements.43

Concerning the final essential element, this is the form of the contract, I also believe that it is applicable to smart contracts. The phrase ‘in any form’ encompasses the digital, blockchain, or documentary forms of smart contracts. The Law on Obligations also specifies that the form can be predetermined for specific contracts. If the form of smart contracts is not recognized as a permissible form, contract with a legally established form cannot be executed as smart contracts. 

3.2. Smart legal contracts concerning the Law on Electronic Commerce 

A contract that can be completed, transmitted, received, terminated, canceled, accessed, and displayed electronically using electronic, optical, or similar means, including but not limited to Internet transmission, is referred to as an electronic contract under the Law on Electronic Commerce. This contract can be entered into by legal or natural persons either entirely or partly through electronic means.44

The contract’s form and validity in electronic form are defined in art 10, which permits the contract to be concluded and offer and acceptance to be made electronically. The use of electronic means to make the contract will not render its validity contestable, even if the entire process was concluded through electronic message. Additionally, if the contract requires a person’s signature for validity and conclusion, an electronic signature conforming to the electronic signature regulations on an electronic message will fulfill that requirement.45 The Law on electronic commerce clearly outlines the types of contracts that cannot be concluded in electronic form, which including the following contracts:

a.Those falling under the purview of family and inheritance laws;

b.Those involving the creation or transfer of real estate rights (with the exception of lease right);

c.Those that require the involvement of courts, notaries, or similar professions as mandated by law, and

d.Those entered into by individuals for purposes outside their trade, work, or professional engagement, which require a guarantee or additional security.

Art 11 stipulates that, in the absence of any specific provisions in the Law on Electronic Commerce contractual legal relationships resulting from or connected to electronically concluded contracts shall be governed by the Law on Obligations in a subsidiary capacity. According to the Law on Electronic Commerce, an electronic contract is deemed to be concluded when the offeree acknowledges acceptance of a contract’s terms through an electronic message. The offer and the acceptance are considered to be received when they are accessible to the parties for whom they are intended. 46 

Given the aforementioned provisions of the Law on Electronic Commerce, I am on the opinion that they are not applicable to smart contracts. Smart contracts differ from the smart contracts in both material and formal aspects. Therefore I think this Law should solely pertain to contracts in electronic form and should not be augmented with provisions relating to smart contracts.

3.3. New Law on smart legal contracts

Smart contracts are probably not ‘the mature end of the evolution of electronic agreements’, notwithstanding, they represent a new era of contracting. As seen above, the existing contract law can stand up to some of the challenges posed by smart contracts.47 

As emphasized in the introduction of the article, I consider that national legal systems should govern smart contracts for two reasons: firstly, smart contracts are a factual occurrence in the digital realm, and their existence should not be disregarded by law. Secondly, it is essential to safeguard the rights and freedoms of citizens and, at the same time, streamline their day-to-day operations. For instance, if smart contracts are not legally governed, and the individual enters into a smart contract despite that, his rights and obligations will be unprotected. 

In the light of this, I am of the opinion that the most appropriate approach to incorporating smart contracts into North Macedonian law is by enacting a special Law. The Law should comprise provisions for the legal interpretation of smart contracts; define their scope of application, and explicitly state situations in which smart contracts cannot be applied. 

The enactment of the specialized Law for governing smart contracts in the Republic of North Macedonia is essential and should be carried out expeditiously, in line with the obligations for the digitalization of society, as delineated in the National ICT Strategy.48

4. Conclusion remarks

Smart contracts offer an opportunity for a novel reinvestigation of contract law, by explicating the reasoning behind contract law rules and by elucidating the precise structure of contract rules by way of formalization in pseudo code.49 

However, most of the literature concludes that traditional contract law will continue to apply in a smart contract era, and that “smart contracts will never fully replace natural-language law; Nonetheless, many authors also predict that smart contracts can bring clarity, predictability, auditability, and ease of enforcement to contractual relations. 50

In my opinion, it is necessary to regulate smart contracts through legal norms, due to the many benefits they offer: increased speed, efficiency, cost effectiveness, highly secure, greater accuracy, clear communication, paper free and so on.51 This does not imply that ‘the law will become the subdivision of commuter science’.52

The main goal of the article was to assess the North Macedonian legal system’s existing legislation and determine the optimal approach to integrating smart contracts. So, as previously stated in the context of North Macedonian Law, I consider that the following steps should be taken: firstly, the Law on Obligation should be amended to include smart contracts as a distinct type of contract, and secondly a special Law should be enacted to define and regulate all relevant details and specificities related to smart contracts. 

I strongly believe that smart contracts as created by technology, will not be the ‘problem’ for the law. 
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Abstract

Advances in technologies, such as enhanced computing power, cryptography and artificial intelligence, are transforming the way banking and financial services are provided. On the one hand, disruptive disintermediation-enabling technology, belonging to alternative finance forms, is challenging traditional banking intermediaries’ role. On the other hand, new intermediaries, whose activities have not traditionally encompassed finance, such as social media companies, are being drawn into the financial industry.  Moreover, increased internet speed and easier mobile access are giving rise to rapid growth in the use of banking and financial digital platforms, in particular among consumers, start-ups, SMEs and social enterprises. This trend is also expected to accelerate, as digital platforms reduce costs, facilitate access to financial products and services, and enhance cross-border operations. However, as a consequence, new private international law problems are emerging along with the widespread use of digital platforms.  Against this background, this paper, which is informed by a doctrinal legal methodology, addresses the emerging conflict of laws issues European users of banking and financial digital platforms face. For this purpose, it will first set the scene of the relevant EU legal framework in relation to banking and financial digital platforms, categorized, on the basis of the function they perform, as follows: (i) lending and financing fintech platforms, including balance-sheet lending and crowdfunding platforms; (ii) robo advice and algorithmic trading platforms; (iii) digital payment services and e-money; (iv) financial services related to crypto assets. On the basis of the analysis provided, it will finally focus on the forum and applicable law issues faced by European users of banking and financial digital platforms.
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1. Introduction

Increased internet speed and easier mobile access are giving rise to rapid growth in the use of banking and financing digital platforms, particularly among consumers, start-ups and SMEs. This trend is also expected to accelerate, as fintech platforms1 reduce costs, facilitate access to financial products and services, and enhance cross-border operations.2 

In particular, the use of banking and financing digital platforms is widespread both in traditional banking and in alternative finance.3 On the one hand, enhanced computing power, cryptography and artificial intelligence are giving rise to new opportunities for the development of the traditional financial industry, which benefits from such advances in technologies. On the other hand, disruptive disintermediation-enabling technology, belonging to alternative finance forms, is challenging traditional banking intermediaries’ role. New intermediaries, whose activities have not traditionally encompassed finance, are being drawn into the financial industry. For instance, common payment platforms have been developed not only by credit institutes but also by major social media companies (so-called Big tech).4

In this light, in 2020 the EU adopted a digital finance package, with the ambition to boost Europe’s competitiveness and innovation in the financial sector while embracing the digital transition. The package includes a digital finance strategy,5 legislative proposals on crypto-assets (MiCA Regulation)6 and digital resilience (DORA),7 and a renewed retail payments strategy.8 Moreover, in the framework of the Capital Markets Union Action Plan9 and of the Fintech Action Plan,10 the Commission adopted the so-called crowdfunding regulation11 to facilitate the exercise of the freedom to provide and receive such services cross-border in the internal market.

The digitisation of the services offered facilitates the involvement of market players from different jurisdictions, resulting in cross-border banking and financial services among European users. This represents both an opportunity for the EU economy and a new challenge for the EU private international law legal framework, as it means dealing with the peculiarities of the application of conflict of laws rules in two different areas of law, respectively, the digital arena and finance. On the one hand, the internet, which ignores geographical borders, represents a unique challenge for private international law under several profiles,12 spanning from the protection of personality and intellectual property rights to the prevention of unfair competition, the regulation of parties’ agreements, the protection of weaker contract parties and the localisation of the place of damage. On the other hand, the area of finance necessitates some exceptions from the application of the common rules of EU private international law.13 Against this background, this contribution addresses emerging conflict of laws issues from a European perspective.14

After this introduction, section 2 sets the scene of the relevant EU legal framework in relation to fintech platforms, categorized on the basis of the function they perform. sections 3 and 4 focus, respectively, on the forum and applicable law issues. Section 5 completes the analysis addressing choice-of-court and choice-of-law agreements concluded by the parties. To this end, the provisions of Regulation (EU) No 1215/2012 (Brussels I-bis Regulation),15 the 2007 Lugano Convention16 and the Hague Convention of 200517 on forum law, as well as Regulations (EU) No 593/2008 (Rome I Regulation)18 and Regulation (EU) No 864/2007 (Rome II Regulation)19 on applicable law are taken into consideration. Section 6 concludes.

2. Defining banking and financing digital platforms

Digital platforms are a widespread phenomenon in the EU economy, representing an unprecedented opportunity for innovation and growth, particularly for start-ups and SMEs. They cover a wide-ranging set of activities, including ‘online advertising platforms, marketplaces, search engines, social media and creative content outlets, application distribution platforms, communications services, payment systems, and platforms for the collaborative economy’.20 

However, given the breadth of use and differing models, there is no single definition of an online or digital platform. Moreover, in the context of a public consultation on the regulatory environment for platforms promoted by the Commission in 2015,21 it emerged that the majority of the participating stakeholders contested the opportunity to provide a possible legal definition of online platforms. In particular, major concerns refer to the feasibility of a ‘one-size-fits-all’ definition, as it is unlikely to be ‘future-proof’ and might overlap with other notions, such as those of online intermediaries and information society service providers.22 In this vein, it is contended that a generic notion of online platforms is too vague to provide a framework that would be fit for the purpose and ensure legal certainty.23 Along this line, every EU legislative act regulating digital platforms subsequently adopted provides an autonomous definition, relevant to the particular subject matter.24

Such an approach has been adopted also in the fintech area, where different definitions and categorisations of digital and financial platforms have been developed to date.25 Moreover, the taxonomy used within the fintech space gives rise to uncertainty, as often contributors use different terms for the same activity or the same term for different ones.26 

Against this background, for the purposes of this contribution fintech platforms are broadly considered as technical infrastructures that enable users to establish banking and financial legal relationships with each other. More precisely, banking and financial platforms are categorized, on the basis of the function they perform, as: (i) lending and financing fintech platforms, including balance-sheet lending and crowdfunding platforms; (ii) robo-advice and algorithmic trading platforms; (iii) digital payment services and e-money and (iv) financial services related to crypto assets.27 

2.1. Lending and financing fintech platforms

Lending and financing fintech platforms act as intermediaries for typical activities of the banking and financial sector, such as granting loans or placing financial instruments. It is possible to distinguish between balance-sheet lending and crowdfunding platforms. 

Balance-sheet lending platforms assume credit risk by keeping originated loans on their balance sheet, as they perform credit activity using their own balance sheet in the ordinary course of business to intermediate borrowers and lenders.28 Such platforms, which are widespread in the US, use intermediaries having the necessary authorisations to perform credit activity in the EU.29 This is the case, for example, with the US platforms Kabbage and Paypal Credit, which use the intermediation services of the banking group ING and the Luxembourg-based credit institution PayPal (Europe) S.à.r.l. et Cie S.C.A., respectively.

Crowdfunding (or crowdinvesting) platforms are publicly accessible internet-based information systems that match the business funding interests of investors and project owners through a crowdfunding platform.30 They are divided into investment-based or lending-based on the basis of the financial activity they perform. More precisely, in investment-based crowdfunding, investors provide private companies with equity (equity crowdfunding) or debt securities (debt-based crowdfunding). In lending-based crowdfunding, platforms facilitate the credit activity performed among investors and project owners. These include invoice trading and peer-to-peer crowdfunding platforms.

Crowdfunding services have a tripartite structure, involving project owners, investors and crowdfunding service providers, where each of the actors is in a bilateral relationship with the other two. The recently adopted Regulation (EU) 2020/1503 sets out common rules for organising, authorising and supervising crowdfunding service providers that are established in the EU. It applies in the Member States from 10 November 2023. 

2.2. Robo-advisors and algorithmic trading platforms

Robo-advisors and algorithmic trading platforms rely on automated or semi-automated systems (algorithm-based tools) with the aim to offer investment services with no or limited human intervention.31 While robo-advisors provide investment advice, algorithmic trading platforms make transaction decisions in the financial markets.32 

The MiFID II package requires the implementation of appropriate controls for investment services provided through an automated or semi-automated system activity to mitigate the risks correlated. art 54 and recital n 86 of Regulation (EU) 2017/565,33 implementing art 25 of Directive 2014/65/EU,34 set out that, where investment advice or portfolio management services are provided through an automated or semi-automated system, the responsibility to undertake the suitability assessment shall not be reduced using an electronic system in making the personal recommendation or decision to trade.

Moreover, art 17 of Directive 2014/65/EU introduces closer regulation and monitoring of algorithmic trading,35  imposing new and detailed requirements on algorithmic traders and trading venues. In this vein, it constitutes an exception to the principle of technology neutrality generally pursued in financial regulation.36 Similarly, also high-frequency algorithmic trading, which is a specific subset of algorithmic trading where the trading system analyses data at high speed and sends large numbers of orders within a very short time in response to that analysis, is subject to particular regulatory scrutiny under MiFID II.

2.3. Digital payment and e-money service providers

Digital payment service providers use technology to facilitate payment transactions without the use of physical money. Instead of currency, some providers use e-money, referred to as electronically stored monetary value which represents a fixed value claim on its issuer for the purpose of making payment transactions.37

There is a broad spectrum of payment platforms, which operate at different stages of the payment chain and engage in various payment-related activities.38 Payment services are provided by both credit institutions and alternative intermediaries. The platforms developed by major social media companies, such as Amazon, Apple, Facebook and Google (so-called Big tech), reached an impressive diffusion worldwide.39 Amazon Pay is an electronic money institution that issues e-money to make payments, while Apple Pay, Meta Pay (which replaced Facebook Pay) and Google Pay are e-wallets that store payment information and allow users to securely make a purchase.

The Payment Services Directive (PSD2)40 sets out common rules concerning the granting of authorisation to provide and execute payment services throughout the Union. According to art 11 PSD2, the authorisation delivered by the competent authorities of a Member State allows the payment institution concerned to provide the payment services that are covered by the authorisation throughout the EU. E-money service providers must comply also with the requirements of the Electronic Money Directive (EMD2), which lays down the rules for the pursuit of the activity of issuing e-money. For example, the US provider PayPal can pursue its activity in the EU using as an intermediary PayPal (Europe) S.à r.l.et Cie, S.C.A., a Luxembourg-based credit institution. 

2.4. Financial services related to crypto assets

Crypto assets, defined as digital representations of value or rights which may be transferred and stored electronically using distributed ledger technology (DLT),41 can be used to provide different financial services. Likewise, in the operations of initial public offerings of shares of private companies, crypto assets can be offered to the public to raise capital. This operation, called an initial coin offering (ICO), consists of the generation of a certain amount of a new token specifically for the funded business project and their offering in exchange for a certain amount of cryptocurrency or legal tender.42

The rapid spread worldwide of crypto assets in finance has led to the development of numerous international initiatives aimed at integrating these tools into legislative frameworks regarding their regulation, supervision and oversight. 43  Along the same line, in 2020 the EU launched two proposals of regulations relevant to the harmonization of rules regarding financial services related to crypto assets. The MiCA Regulation44 sets out uniform requirements for the offering and placing on the market of crypto assets. The DORA (Digital Operational Resilience Act)45 establishes an oversight framework for critical ICT third-party providers, including crypto assets providers. The Commission also launched the Anti-money laundering and countering the financing of terrorism legislative package,46 which includes legislative initiatives recognising crypto assets service providers among the entities required to adopt specific measures to prevent money laundering and terrorist financing.47

To date, there is no common taxonomy of crypto assets. However, based on the function they perform, it is possible to identify specific subcategories of crypto assets, namely payment or currency tokens (cryptocurrency), utility tokens, investment or security tokens.48 Payment or currency tokens are digital representations of value that are not issued or guaranteed by a central bank or public authority, are not necessarily attached to a fiat currency but are used by natural or legal persons as means of exchange and can be transferred, stored, or traded electronically.49 According to the Court of Justice (CJEU), they are ‘a contractual means of payment’; 50 unlike e-money, for cryptocurrencies, the funds are not expressed in traditional accounting units, such as in euro, but in virtual accounting units, such as the bitcoin. Stablecoins are cryptocurrencies which sought a stable value.51 Under the MiCA Regulation, stablecoins are distinguished between asset-referenced token, which aims at maintaining a stable value by referencing several currencies that are legal tender, one or several commodities, one or several crypto-assets, or a basket of such assets, and e-money-token, which are purports to maintain a stable value by referring to the value of a fiat currency that is legal tender. Utility tokens have non-financial purposes, as they are intended to provide digital access to a good or service, available on DLT, and that is only accepted by the issuer of that token. Unlike cryptocurrency and utility tokens, security tokens are excluded from the scope of the MiCA Regulation.52 As digital forms of traditional financial instruments such as stocks, bonds, or other securitized assets, they are the only form of crypto assets capable of being classified as financial instruments under art 4(1) n 15 of MiFID II.

3. Forum law issues

Along with increasing cross-border provision of banking and financial services among European users, fintech platforms are also facilitating the emergence of new litigation scenarios involving forum law issues. In particular, this contribution focuses on the most common hypothesis involving a European user of banking and financial platforms, where the investor (payee in payment services) brings a claim against the service provider. 

Crowdfunding and ICOs (initial coin offerings) platforms are exceptional, as they have a tripartite structure. Therefore, in the analysis below, some clarifications will be provided about such platforms, where two scenarios will be considered. In the first one, the investor brings a claim against the service provider. In the second one, the investor brings a claim against the project owner of the crowdfunding service or the issuer of the ICOs. 

When the service provider is domiciled in a Member State, the provisions of the Brussels I-bis Regulation are applicable. The domicile is identified, in compliance with art 63, at the place where it has its statutory seat, central administration, or principal place of business.

In case the defendant is not domiciled in a Member State, the jurisdiction is not determined by the provisions of Brussels I-bis Regulation, but by the law of the courts of that Member State.53 However, when the investor is a consumer, Brussels I-bis Regulation applies regardless of whether the defendant is domiciled in a third State.54 When a European user brings a claim against a service provider domiciled in a State party of the 2007 Lugano Convention,55 namely Norway, Iceland and Switzerland, the 2007 Lugano Convention applies.56 Its rules are mostly similar to those provided by Brussels I-bis Regulation.

Art 4 Brussels I-bis establishes, as a general rule, the jurisdiction of the courts of the defendant’s place of domicile. However, art 7 gives the claimant the option to sue him before the courts of a different Member State in special hypotheses. The relevant ones for the purposes of this contribution refer to contractual matters, torts, and disputes arising from the operations of a branch. Moreover, when the investor can be qualified as a consumer, as he is automatically considered the weaker party of the dispute, according to art 17, a partially different regime applies. Further analysis of contractual, consumer and tort jurisdiction will be provided in the subsections below. 

Moreover, to safeguard the jurisdiction of the courts of the Member States in situations where they have exclusive jurisdiction, certain rules of jurisdiction should apply regardless of the domicile of the parties. In this line, ‘in proceedings which have as their object the validity of the constitution, the nullity or the dissolution of companies or other legal persons or associations of natural or legal persons, or the validity of the decisions of their organs’ the courts of the Member State of incorporation (lex societatis) has exclusive jurisdiction according to art 24 No 2. Such a hypothesis may occur in equity-based crowdfunding and ETOs (equity token offerings) platforms, which both concern the offering of venture capital.

3.1. Contractual jurisdiction

In matters relating to a contract,57 Brussels I-bis Regulation gives the investor the option to sue the service provider before the courts of the place of performance of the obligation in question, as long as this is located in a Member State. Art 7(1)(b) Brussels I-bis clarifies that in the cases of the sale of goods and of the provision of services the place of performance is in a Member State where, under the contract, respectively, the goods were delivered, and the services were provided. This special forum often coincides with the domicile of the investor, who will therefore have an interest in bringing proceedings before the court thus identified.

Regarding the first hypothesis, it is crystal clear that financial transactions which involve the transfer of tangible goods in exchange for units of a cryptocurrency might be classified as a contract for the sale of goods under art 7(1)(b) Brussels I-bis. To contrast, it is questionable whether a contract requiring the transfer of tangible goods in exchange for units of a cryptocurrency fits in the same qualification, as, in the absence of any judicial decision confirming this point, there remains some doubt about such a classification.58 

The second hypothesis of art 7(1)(b) Brussels I-bis, regarding the provision of services, embraces numerous scenarios. In general, it might refer to the duties of information to the client that falls on the service provider, according to the investor protection discipline of different legal instruments. Art 19 of Regulation 2020/1503 requires that crowdfunding platforms provide a series of information to investors, while art 20 of the same regulation imposes the annual disclosure of the default rates of the crowdfunding projects offered on their crowdfunding platform.59 Likewise, art 24 of MiFID II provides similar obligations to investment advisors, including robo-advisors. Art 52 of PSD2 lays down a long list of information and conditions which should be provided by the payment service provider to the user. Moreover, art 89 PSD2 clarifies that the payee’s payment service provider shall be liable to the payee for the correct execution of the payment transaction.

Finally, according to art 7(5) Brussels, when the dispute arises out of the operations of a branch, agency or other establishments of the service provider, jurisdiction lies also in the courts for the place where the branch, agency or other establishment is situated.

3.2. Consumer jurisdiction 

Brussels I-bis Regulation lays down rules of jurisdiction more favourable to the interests of consumers, who are considered weaker parties in the dispute. In this vein, pursuant to art 18(1), a consumer may bring proceedings either in the courts of the Member State in which the service provider is domiciled or, regardless of the defendant’s domicile, in the courts for the place where the consumer is domiciled.

The investor can be qualified as a consumer if three conditions are met. First, the investor is acting in a context which can be regarded as being outside his trade or profession. Second, the contract between a consumer and a professional has actually been concluded. Third, in compliance with art 17, such a contract “has been concluded with a person who pursues commercial or professional activities in the Member State of the consumer’s domicile or, by any means, directs such activities to that Member State or to several States including that Member State, and the contract falls within the scope of such activities”.60 

Concerning the first condition, only natural persons acting in a context which can be regarded as being outside their trade or profession can qualify as consumers. Therefore, investors who are legal persons, such as SMEs or start-ups, are automatically excluded. 

In addition, rules of jurisdiction referring to consumers do not apply to equity-based crowdfunding and ETOs (equity token offerings) platforms, whereas, as a matter of principle shareholders are not consumers.61 To contrast, such rules may apply to investors of, for instance, debt-based crowdfunding, ICOs (initial coin offerings) or lending-based crowdfunding platforms, as long as holders of securities other than shares may qualify as consumers.62

Moreover, the distinction between the term ‘consumer’ under Brussels I-bis Regulation and ‘retail client’ under MiFID II needs clarification. In Petruchovà,63 the Court of Justice specified that those two concepts pursue different objectives. The classification as retail client seeks to protect an investor, in particular as regards the scope of the information that the investment firm is required to provide to him, while the qualification as a consumer affords protection when the court competent to rule on a dispute is determined. Therefore, a person’s status as a retail client within the meaning of MiFID II is irrelevant for classifying him as a consumer within the meaning of art 17(1) Brussels I-bis. Analogous reasoning applies also to the relationship between the concept of ‘consumers’ under Brussels I-bis Regulation and ‘non-sophisticated investors’ of crowdfunding platforms introduced by Regulation (EU) 2020/1503, as the definition of non-sophisticated investors builds upon the notion of retail clients established in MiFID II.64 Therefore, the notion of ‘non-sophisticated’ investor under Regulation is essentially unrelated to the notion of ‘consumer’ under Brussels I-bis Regulation.65

Regarding the second condition, since the dispute should concern a contract actually concluded between the parties, subsequent acquisitions of the same financial instrument are excluded. Therefore, financial transactions established in the primary market between issuer and underwriter fall under this hypothesis, while contracts concluded between issuer and subsequent investors intervened in the secondary market are not relevant. Moreover, contracts concluded in the secondary market between financial intermediary and investor may fall within the scope of art 17.66 Moreover, it implies that consumer jurisdiction does not apply in matters relating to torts; the only exception refers to an action in tort brought by a consumer that is indissociably linked to the contract actually concluded between that consumer and the seller or supplier.67 However, this requires direct communication between the parties, where the professional makes misleading representations to induce the consumer to enter into a contract. In the case of standard communications to the market, as in the case of the publication of the key investment information sheet of the crowdfunding platforms, the provision of misleading, inaccurate, or incomplete information should not be considered indissociably connected with the conclusion of a contract.68

With reference to the third condition, art 17 requires that the service provider pursues its activities in the Member State of the consumer’s domicile or, by any means, directs them to that Member State, and the contract falls within the scope of such activities (so-called ‘targeting activity test’). As clarified by the CJEU in Pammer and Alpenhof,69 the mere accessibility of the trader’s (in this case, the service provider’s) or the intermediary’s website in the Member State in which the consumer is domiciled is not sufficient. Other pieces of evidence from which it may be concluded that the service provider’s activity is targeted to the Member State of the consumer’s domicile are required.70 Elements which might be relevant for fintech digital platforms are, for instance, the use of the language and the payment currency of the Member State of the consumer’s domicile, as well as the direction of online marketing to the users of that country. For instance, an ICO might be considered as directing its activities towards a Member State on the basis of the language employed in the white paper, on the currency used to buy tokens, and on the languages or extensions used by the website on which the white paper is published.71 To contrast, digital platforms may put in place technical measures with the aim to restrict the territories to which their activities are directed, for instance by disabling the registrations or transactions of users from certain countries on the basis of the IP address used.72 The targeting activity test is simpler with reference to crowdfunding platforms, as art 14 of Regulation (EU) 2020/1503 establishes a register of all crowdfunding service providers, with the indication of a list of the Member States in which the service provider has notified its intention to provide its activities. Henceforth, such a list precisely identifies the Member States where the crowdfunding service providers direct their activities for the purposes of art 17 Brussels I-bis Regulation. As a side effect, crowdfunding platforms might strategically exclude certain Member States from the list to avoid being sued before their jurisdiction (eg, by negatively assessing the length of proceedings).73

3.3. Tortious jurisdiction 

In matters relating to tort, delict or quasi-delict,74 art 7(2) Brussels I-bis Regulation gives the investor the option to sue the service provider before the courts of the place where the harmful event occurred or may occur (locus damni). Whether the place of the happening of the event which may give rise to liability and the place where that same event results in damage are not identical, according to established CJEU case law, the harmful event is deemed to take place both in the place where the damage occurs and in the place where the events giving rise to that damage took place.75 This hypothesis might occur when the information provided in the key investment information sheet pursuant to art 23 of Regulation (EU) 2020/1503 is allegedly misleading, incorrect, or incomplete, or in cases involving, for instance, alleged fraudulent misrepresentations inducing a transfer of crypto assets.76 

On several occasions, the CJEU has been called to clarify what is the place where the damage occurs in case of financial loss. Nonetheless, the identification of the locus damni still leaves many questions unanswered.77 First, the Court pointed out that this term cannot be interpreted “so extensively as to encompass any place where the adverse consequences can be felt of an event which has already caused damage actually arising elsewhere”.78 In this vein, it does not refer to the place where the claimant is domiciled or where his assets are concentrated by reason only of the fact that he has suffered financial damage there resulting from the loss of part of his assets which arose and was incurred in another Member State (Kronhofer).79 The mere fact that the applicant has suffered financial consequences does not justify the attribution of jurisdiction to the courts of the applicant’s domicile if both the events causing damage and the damage itself occurred in the territory of another Member State. Such an attribution of jurisdiction is justified if the claimant’s domicile is in fact the place in which the events giving rise to the damage took place or the damage occurred, namely the place where his bank account is established (Kolassa).80 Nonetheless, in the absence of any other connecting factor, the place where the harmful event occurred ‘may not be construed as the place in a Member State where the damage occurred, when that damage consists exclusively of financial damage which materializes directly in the applicant’s bank account and is the direct result of an unlawful act committed in another Member State’ (Universal Music).81 Lastly, in a prospectus liability case, the Court identified some of the relevant circumstances that also contribute to attributing jurisdiction to the court of the place where is located the investor’s bank account. These are, for instance, the fact that the claimant, in connection with the financial transaction at issue, had dealings only with banks located in the same Member State, that the relevant prospectus had been notified to the supervisory bank of the same Member State, as well as that she signed in the same Member State the contract obliging her to make the investment, which has resulted in a definitive reduction in her assets (Löber).82 

The circumstances identified by the CJEU case law on prospectus liability may be considered relevant also in crowdfunding-related disputes regarding allegedly misleading, incorrect, or incomplete information provided in the key investment information sheet. Unlike the prospectus, the key investment information sheet is not subject to verification or approval by competent authorities. Nonetheless, it must be made available ‘in at least one of the official languages of [the Member State where the investor is domiciled] or in a language accepted by the competent authorities of that Member State’ (art 23(3) of Regulation (EU) 2020/1503). This circumstance, together with the location of the investor’s bank account and the language used in the document, may be invoked to establish jurisdiction on the basis of art 7(2) Brussels I-bis.83

4. Applicable law issues

Disputes arising from the cross-border provision of banking and financial services among European users generally fall under the scope of, respectively, Rome I Regulation on contractual obligations and Rome II Regulation on non-contractual obligations.84 Both Regulations have similar limitations in material scope referring to financial instruments and the law of companies. Nonetheless, these exceptions, analysed below, have limited significance in relation to the identification of the law applicable to banking and financial platforms.

First, according to art 1(2)(d) Rome I Regulation and art 1(2)(c) Rome II Regulation, they do not apply to, respectively, contractual and non-contractual obligation ‘arising under bills of exchange, cheques and promissory notes and other negotiable instruments’, but only ‘to the extent that the obligations under such other negotiable instruments arise out of their negotiable character’. As a result, for negotiable instruments, such as stocks and bonds in the financial market, the exclusion only applies with regard to obligations arising out of their negotiable character. Furthermore, neither the contracts pursuant to which such instruments are issued nor contracts for the purchase and sale of such instruments are excluded.85 

Second, according to art 1(2)(f) Rome I and art 1(2)(d) Rome II Regulations, they do not apply to ‘questions governed by the law of companies and other bodies’. As a result, the law that is applicable to the rights and obligations arising from shares is not determined by the Regulations, since it is part of the internal organization of the company. The conflict of laws rules of the law of the issuing company (lex societatis) apply. This might be the case with equity-based crowdfunding and ETOs (equity token offerings) platforms.

4.1. Contractual obligations

Rome I Regulation determines the law applicable to contractual obligations in situations involving a conflict of laws.86 As the Regulation promotes party autonomy and freedom of choice, art 3(1) provides that ‘a contract shall be governed by the law chosen by the parties’. In the absence of a choice-of-law agreement,87 art 4 lays down the criteria to determine the applicable law. 

As most of the scenarios involving fintech platforms shall be generally qualified as provision of services, according to art 4(1)(b), the law of the country where the service provider has his habitual residence applies.88 This is the case of the duties of information to the client that falls on the service provider. For instance, in relation to crowdfunding platforms, art 19 of Regulation 2020/1503 requires that crowdfunding platforms provide a series of information to investors, while art 20 of the same regulation imposes the annual disclosure of the default rates of the crowdfunding projects offered on their crowdfunding platform. Moreover, it might also refer to the duty to properly undertake the suitability assessment of investment services or financial instruments in investment advice or portfolio management services that fall on investment firms. According to art 54 of Regulation (EU) 2017/565, such responsibility shall not be reduced by the use of an electronic or AI system, as occurs in robo-advisor platforms.89 

A different regime applies to contracts concluded within a ‘multilateral system which brings together or facilitates the bringing together of multiple third-party buying and selling interests in financial instruments’ (multilateral trading facility or MTF). To ensure uniformity in the terms and conditions of an issuance or an offer on such systems, art 4(1)(h) lays down the applicability of the same law that governs the MTF. This might be the case of robo advisors offering investment advice on financial instruments traded in an MTF system.

However, irrespective of the law applicable to the contract under the Regulation, art 9(1) imposes the application of ‘provisions the respect for which is regarded as crucial by a country for safeguarding its public interests, such as its political, social or economic organisation’.90 This provision might be of some relevance for fintech platforms, as financial markets are subject to rules that serve important public interests, such as preventing risks to the stability of the financial system. Examples of overriding mandatory provisions in finance are rules prohibiting money laundering, terrorism financing or tax evasion,91 as well as the financial market discipline regulated by the national rules implementing MiFID II.92 

4.1.1. Consumer contracts

For the purposes of the Rome I Regulation, financial services provided by a professional to a consumer (the investor) are subject to art 6, according to which the contract is governed by the law of the country where the consumer has his habitual residence.93 The same conditions set out in art 17 Brussels I-bis Regulation for the consumer protection rule applies.94 

According to art 6(2), as Rome I Regulation promotes party autonomy and freedom of choice, the parties may freely choose another law applicable to the contract. However, such a choice may not deprive the consumer of the protection afforded to him by provisions that cannot be derogated from by agreement by virtue of the law of the country where the consumer has his habitual residence. This is the case of the information and exploration duties in relation to investment services under MiFID II.95 In this connection, the national provisions sanctioning a violation of the duties in art 24 MiFID II in relation to investment advice (including robo advisors) are mandatory provisions of the State of habitual residence of the investor-consumer. As a result, they may not be derogated by the choice of the parties.

Nonetheless, the consumer protection rule often does not apply to fintech platforms, due to the exceptions laid down in art 6(4). On the one hand, art 6(4)(e) excludes the application of consumer law to contracts concluded within an MTF system. On the other hand, art 6(4)(d) sets out that rights and obligations which constitute a financial instrument are not covered by the general rule applicable to consumer contracts. The aim is to avoid the application of different laws to each of the instruments issued, therefore changing their nature and preventing their fungible trading and offering.96 In this vein, the special consumer regime is not applicable for investment and utility tokens with an investment focus.97 However, the exclusion refers to the financial instrument itself and not to other contracts whose object is the financial instrument. In this vein, contracts for the purchase of financial instruments are not covered by this exclusion and are, therefore, subject to art 6.98 Moreover, the same provision excludes the application of the consumer law to ‘rights and obligations constituting the terms and conditions governing the issuance or offer to the public and public take-over bids of transferable securities, and the subscription and redemption of units in collective investment undertakings in so far as these activities do not constitute provision of a financial service’, to preserve the uniformity in the terms and conditions of an issuance or an offer. This might be the case with an ICOs (initial coin offerings) platform.

4.1.2. Applicable law in financial services related to crypto assets: a conundrum?

Major issues arise in determining the law applicable in financial services related to crypto assets, as transfers in DLT systems challenge the traditional concepts and methods of conflict of laws.99 Crypto assets are intangible, have different financial features evolving in parallel with technological developments, have more than one usage spanning from payment to investment services, and have a cross-border reach, involving in the blockchain a multitude of anonymous actors.100 In addition, conflict of laws norms operate principally on the basis of territorial connecting factors, which presupposes the possibility of precisely locating acts and actors within the territory of a particular legal system.

The first point to considers relates to the question of the internationality of crypto assets transfers on the blockchain for private international law purposes. In particular, it is debated whether such transactions should be considered to be ‘intrinsically transnational’,101 or whether this should be verified on a case-by-case basis. In the latter case, a private international law analysis in all cases would be a costly and time-consuming exercise. In addition, the criteria traditionally used in private international law, such as the place of residence of the parties, have limited utility due to the anonymity of the actors operating on the blockchain. Furthermore, the identification of pre-set and precisely criteria of internationality does not suit the blockchain universe, which is characterised by its flexible and fast-evolving nature.102

Moreover, there is no uniformity in the classification of crypto assets. First, it is debated whether crypto assets that are used in contractual relations as remuneration could be classified as currenty for the purposes of private international law. Consequently, the lex monetae (law of the Country issuing the currency) would apply, thus raising some difficulties, as crypto assets are normally not issued by States.103 Second, digital assets have been considered as a ‘distinct third category of personal property’,104 leading to the application of the connecting factor used in the area of international property law, namely the lex situs (law of the country where the property is located).105 However, this solution collides with the difficulties in localisation of the crypto asset in DLT systems, deriving from their decentralised and distributed nature.106 Similar issues emerge also in relation to other types of intangibles with no physical location, such as money debts, shares, rights of action, and intellectual property. In these cases, conflict of laws solutions have been developed ascribing them to an artificial or fictional legal situs where they can be pursued or enforced. Nonetheless, such a solution has not been developed yet for crypto assets.107 Finally, it has been argued that crypto assets could be assimilated into a form of intangible property, which consists of a ‘bundle of ‘entitlements’ arising by reason of participation’ in the blockchain.108 In this vein, entitlements established between the participants of the blockchain (assignors) and investors (transferees) for the assignment of crypto assets might fall under the conflict of laws rules on assignments. Unfortunately, the scope of application of the blockchain is much wider than that of assignment, as the transfer of intellectual property rights or transfer physical assets, whether movables or immovables, through tokenization.109 

As a result, the existing private international law legal framework does not fit for the purpose of ensuring legal certainty in the determination of applicable law related to crypto assets.110 

Such a conundrum also afflicts the EU private international law legal framework. Whilst the possibility to encompass a unitary approach through the adoption of a single law to the DLT system would have solved the problem at its roots,111 however, this option cannot arise from the application of the rules of the Rome I Regulation. The single law applicable to MTF systems according to art 4(1)(h) cannot generally operate in relation to the blockchain.112 Eventually, it applies to the operation of a trading platform for crypto-assets, as it is deemed equivalent to the operation of a multilateral trading facility.113 Therefore, under the Rome I Regulation, different conflict of laws norms apply on the basis of the type of transaction under analysis. 

Financial transactions which involve the transfer of tangible goods in exchange for units of a cryptocurrency might be classified as a contract for the sale of goods under 4(1)(a) Rome I. 114 As a result, the law of the country where the seller has his habitual residence applies. In this vein, the use of cryptocurrency as the medium of exchange does not present particular difficulties in terms of the identification of applicable law.115 

Greater concerns emerge in the remaining hypotheses. The criteria of the law of the habitual residence of the service providers, laid down by art 4(1)(b), leaves uncertainty, due to the multiple service providers, spread in different countries, participating in the blockchain. The same issues arise in relation to art 4(2), according to which, where the contract is not covered by art 4(1), the ‘law of the country where the party required to effect the characteristic performance of the contract has his habitual residence’ applies, and art 4(4), according to which ‘the law of the country with which it is most closely connected’ applies.116 

4.2. Non-contractual obligations

Rome II Regulation applies to cross-border disputes arising from non-contractual obligations, as in the case of alleged violations of prospectus rules.117 For instance, in crowdfunding platforms, this hypothesis might occur when the information provided in the key investment information sheet pursuant to art 23 of Regulation (EU) 2020/1503 is allegedly misleading, incorrect, or incomplete. The Regulation has also been applied in a situation involving the fraudulent transfer of millions of dollars worth of cryptocurrency performed by hackers against a cryptocurrency exchange.118

In the absence of a choice-of-law agreement,119 the general rule laying down the criteria to determine the law applicable to a non-contractual obligation arising out of a tort applies. However, Regulation Rome II does not provide special conflict of laws rules for financial torts, leaving many questions on the law applicable to this matter still unsolved.120

According to art 4(1), this is the law of the country in which the damage (namely, the financial loss) occurs, ‘irrespective of the country in which the event giving rise to the damage occurred and irrespective of the country or countries in which the indirect consequences of that event occur’. This provision shall be interpreted consistently with art 7(2) Brussels I-bis, referring to tortious jurisdiction,121 and the related CJEU case law.122 As mentioned before,123 the Court identified the country where the financial loss occurred on the basis of ‘a combined multifactor test with variable criteria’,124 depending on circumstances linked to each individual investor. Such an approach favours flexibility to the detriment of legal certainty, as makes potential liability unforeseeable for the tortfeasor.125

The application of art 4(2) causes another issue. It sets out that, if both parties have their habitual residence in the same country at the time when the damage occurs, the law of that country shall apply. This provision might give rise to a distortion that contrasts with the principle of equal investor treatment.126 Therefore, the application of this norm is not appropriate for a harmonized internal capital market.127

art 4(3) states that, if the tort is manifestly more closely connected with a country other than that determined through arts 4(1) or 4(2), the law of that other country shall apply. On first scrutiny, this provision seems to overcome fragmentation issues and legal uncertainty by applying the same law to all financial torts committed by the same issuer or on the same market. However, it is not the proper device for achieving such a goal. On the one hand, as an exception clause, this norm should not be used to regulate an entire category of torts, such as financial torts.128 On the other hand, the criterion of close connection gives rise to different interpretations, spanning from the law of the country where the issuer has its registered office to the law of the place where the relevant market is located, or, where relevant, the home country as defined under the rules for prospectus approval.129

It is disputed in legal doctrine whether prospectus liability might be qualified as culpa in contrahendo, regulated by art 12 Rome II. On the one hand, recital n 30 Rome II seems to support this position as qualifies ‘the violation of the duty of disclosure’ as pre-contractual liability. The advantage of such a characterization is that the conflict rules for contractual relationships would be applicable. On the other hand, the text of art 12 Rome II does not fit with prospectus liability cases, as refers to obligations arising out of ‘dealings prior to the conclusion of a contract’. Generally, the issuer and the investor have no contact before the acquisition of the security.130

5. Agreements on jurisdiction and applicable law

In the vast majority of cases, the general terms and conditions of banking and financial platforms include choice-of-court and choice-of-law clauses. Such clauses provide legal certainty and foreseeability on the service provided, with mutual benefits for the parties. Moreover, as national legal systems adopt significantly different regimes on banking and financial matters, these agreements might ensure that potential disputes are decided by the court and on the basis of the law which is better equipped to deal with that particular type of legal relations. 

5.1. Choice-of-court agreements

The parties, irrespective of their domicile, can determine the jurisdiction of ‘a court or the courts of a Member State’ by concluding a choice-of-court agreement. In this case, according to art 25 Brussels I-bis, the jurisdiction shall be exclusive unless the parties have agreed otherwise. An additional advantage of choice-of-court agreements is the derogation from the lis pendens mechanism so that the chosen court, according to art 31(2), will not have to stay the proceedings, even when it is not the court first seized.131 

To meet the formal requirements listed in art 25(1) Brussels I-bis, the contract signed by the parties shall contain an express reference to those general conditions and shall be checked by a party exercising reasonable care.132 This is possible also using ‘a communication by electronic means which provides a durable record of the agreement’. This is the case of jurisdiction clauses included in the general terms and conditions of a contract concluded by ‘click-wrapping’, as often happens in digital platforms. As clarified by the CJEU, this method fulfils the in-writing requirement of art 25(1)(a) Brussels I-bis when it makes it possible to print and save the text of those terms and conditions before the conclusion of the contract.133 Crowdfunding platforms deserve a different analysis, as jurisdiction agreements are generally included in the key investment information sheet that the crowdfunding service provider is obliged to publish, according to art 23 of Regulation 2020/1503. Whether considering the key investment information sheet analogous to the prospectus, the CJEU case law on jurisdiction clauses contained in the prospectus applies. In Profit Investment,134 the CJEU stated that where the choice-of-court clause is included in the prospectus concerning the issue of bonds, the in-writing requirement is met only if the contract signed by the parties on the primary market expressly mentions the acceptance of that clause or contains an express reference to that prospectus. In crowdfunding, this would require that the contract concluded between the investor and the project owner should contain an express reference to the jurisdiction clause in the key information sheet.135 In the absence of this condition, it is not excluded that the insertion of a jurisdiction clause into a prospectus (ie the key investment information sheet in crowdfunding platforms) concerning the issue of bonds may be regarded as a form which accords with a usage in international trade or commerce, for the purpose of art 25(1)(c) Brussels I-bis.136 Hence, two conditions are required. First, such conduct must be generally and regularly followed by project owners in the same sector. Second, the parties must have previously had financial relations between themselves or with other parties, or the conduct in question must be sufficiently well known to be considered an established practice. The latter hypothesis might apply to crowdfunding platforms as well.

Jurisdiction agreements choosing the court of a third State are outside the scope of Brussels I-bis Regulation. Whether a European user is involved, and the choice falls on a court of Iceland, Norway or Switzerland, the rules of the 2007 Lugano Convention apply. In the same vein, the jurisdiction agreement is governed by the provisions of the Hague Convention of 2005 when it identifies the courts of Mexico, Montenegro, Singapore or the United Kingdom. However, this convention does not apply to consumer contracts.137 In the remaining hypotheses, the private international law norms of the court in which the action is brought (lex fori) apply.

5.1.1. Restrictions to jurisdiction agreements

Party autonomy is not without limitation, as art 25(4) Brussels I-bis lays down restrictions to the legal force of jurisdiction agreements in specific cases. In particular, the provisions referring to exclusive jurisdiction and consumer contracts might be relevant for fintech digital platforms. 

On the one hand, choice-of-court clauses have no legal force if the courts whose jurisdiction they purport to exclude have exclusive jurisdiction by virtue of art 24. Such a hypothesis may occur in equity-based crowdfunding and ETOs (equity token offerings) platforms, which both concern the offering of venture capital. 

On the other hand, a special procedural regime applies to consumer contracts. Art 19 Brussels I-bis limits party autonomy to avoid the choice-of-court clause derogating the rules of jurisdiction more favourable to the interests of consumers, who are considered weaker parties in the dispute. Jurisdiction agreements are admitted in three hypotheses, which drastically restrict the scope of application of such norms to Fintech digital platforms. First, according to art 19(1)(a), the jurisdiction agreement shall be entered into after the dispute has arisen. As this means the consumer gives up the more favourable jurisdiction of the court of the Member State where he is domiciled, this case has limited practical application. Second, according to art 19(1)(b), the agreement allows the consumer to bring proceedings in courts other than those indicated in the Regulation. However, this would be in clear contrast with the interest of the professional (the service provider), who might aim at concentrating all litigations in a single forum.138 Third, according to art 19(1)(c), the agreement chooses the law of the Member State where both the parties are, at the time of conclusion of the contract, domiciled or habitually resident.

The restrictions related to jurisdiction agreements in consumer contracts might also derive from consumer protection law, namely Directive 93/13/EEC (Unfair Contract Terms Directive or UCTD).139 Art 3(1) UCTD establishes that ‘a contractual term which has not been individually negotiated shall be regarded as unfair if, contrary to the requirement of good faith, it causes a significant imbalance in the parties’ rights and obligations arising under the contract, to the detriment of the consumer’. This also includes clauses restricting the consumer’s right to take legal action, such as a choice-of-court agreement which establishes the exclusive jurisdiction of the service provider’s domicile. Hence, such an agreement obliges the consumer to submit to the exclusive jurisdiction of a court which may be a long way from his domicile, making it difficult for him to enter an appearance.140 The national court in which the action is brought is required to examine, of its own motion, the unfairness of a contractual term with an assessment on a case-by-case basis.141 Consequently, it has been contended that, if the unfairness of the jurisdiction clause is established, the choice-of-court clause is invalid while the default rule of art 18(1) Brussels I-bis applies.142 Such a position seems to be in line with the Court of Justice ruling DelayFix, according to which the substantial validity of a jurisdiction clause is to be assessed in the light of the national law of the court designated in the jurisdiction clause interpreted in accordance with the Unfair Contract Terms Directive.143

However, such a position has been criticized, as it has been argued that the DelayFix case does not define the relationship between the regime of consumer jurisdiction in the Brussels I-bis Regulation and consumer protection resulting from the Unfair Contract Terms Directive. Hence, the circumstances of the case, which refers to a contract of carriage, are outside the scope of application of the art 17 Brussels I-bis. In this vein, the Court did not intend to justify that the jurisdiction clause in a consumer contract will always be subject to double limitations, both under procedural law (Brussels I-bis Regulation) and substantive law (Unfair Contract Terms Directive). On the contrary, it was the impossibility to apply the guarantees provided by the Brussels I-bis Regulation for consumer contracts in that specific case, ie a contract of carriage, that justified examination of the substantive validity of the jurisdiction clause contained in a consumer contract in the light of the Unfair Contract Terms Directive, as a sort of last safeguard.144 

5.2. Choice-of-law agreements

According to art 3 and art 14 Rome II Regulation, choice-of-law agreements might refer also to the law of a third State, due to the universal application of both Regulations. Hence, any law chosen shall be applied whether or not it is the law of a Member State. The agreement can be expressed or tacit. According to art 3(1) Rome I Regulation, a tacit agreement exists for contractual matters if clearly demonstrated by the terms of the contract or the circumstances of the case, and, according to art 14(1) for non-contractual matters if demonstrated with reasonable certainty by the circumstances of the case. While the chosen law usually applies in contractual matters, however, this rarely happens in non-contractual matters, as the event giving rise to the damage is usually unpredictable and fortuitous.

Rome I Regulation expressly promotes party autonomy and freedom of choice, whether art 3(1) provides that ‘a contract shall be governed by the law chosen by the parties’. That choice can either refers to ‘the whole or to part only of the contract’. 

Rome II Regulation allows the parties to submit non-contractual obligations to a chosen law in two different hypotheses, which drastically restrict the scope of application of this norm to fintech digital platforms. On the one hand, according to art 14(1)(a), the agreement shall be concluded after the event giving rise to the damage occurred. Although it is not excluded that a subsequent agreement might intervene between the parties, such a hypothesis is destined to have limited practical application. On the other hand, according to art 14(1)(b), the agreement shall be concluded also before the event giving rise to the damage occurred, but at the double condition that all the parties are pursuing a commercial activity and the agreement has been freely negotiated. Such conditions rarely apply to fintech platforms. First, this hypothesis does not apply to consumer contracts, as both actors must pursue a commercial activity. Second, digital platforms generally include choice-of-law clauses in general terms and conditions’ standard documents. This does not automatically exclude that the clause has been freely negotiated by the parties; however, it must have been the specific object of negotiations among the parties.145 A similar hypothesis is very unlikely in fintech platforms, where disintermediation prevails.146 

5.2.1. Restrictions to applicable law agreements

Limitations to party autonomy touch upon both contractual and non-contractual matters. General restrictions refer to the applicability of the mandatory provisions of the law of the country with which it is most closely connected with the obligation, or the traditional private international law limitations to protect the public interest, namely overriding mandatory rules and public policy. 

On the one hand, the choice of the parties does not prejudice the application of the mandatory provisions of the law of the country with which the situation is most closely connected with the obligation.147 As a result, a choice-of-law clause cannot deprive the investor of the protections afforded by the mandatory provisions of the State of his habitual residence. The same principle applies when all the elements relevant to the situation are located in the EU, but the parties have chosen the law of a third country. In such cases, the choice of the parties does not prejudice the application of the mandatory provisions of EU law.148 In crowdfunding platforms, this might be the case of the right of the non-sophisticated investor to revoke his offer to invest during a pre-contractual reflection period established by art 22 of Regulation 2020/1503, which purports to strengthen the protection for non-sophisticated investors.149

On the other hand, overriding mandatory norms and public policy of the forum justifies the disapplication of the law identified by the provisions of Rome I and Rome II Regulations, including the law chosen by the parties. More precisely, overriding mandatory provisions are norms of the law of the forum which are applicable to any situation falling within their scope, irrespective of the law otherwise applicable to the contract.150 Their conceptualisation should be construed more restrictively than that of mandatory provisions, as their respect is ‘regarded as crucial by a country for safeguarding its public interests, such as its political, social or economic organisation’.151 It is for the national court hearing the case ‘to take account not only of the exact terms of that law, but also of its general structure and of all the circumstances in which that law was adopted in order to determine whether it is mandatory in nature in so far as it appears that the legislature adopted it in order to protect an interest judged to be essential by the Member State concerned’.152 Examples of overriding mandatory provisions in the area of finance are rules prohibiting money laundering, terrorism financing or tax evasion.153 The overriding mandatory provisions of the forum State are applicable in both contractual and non-contractual matters, according to arts 9(2) Rome I Regulation and 16 Rome II Regulation. To contrast, such rules of the law of the country of the place of performance are applicable only in contractual matters, according to art 9(3) Rome I. Moreover, the public policy mechanism allows the national court to refuse the application of a provision of the law of any country specified by the Regulations. Arts 21 Rome I Regulation and 26 Rome II Regulation condition this refusal to the manifest incompatibility with the public policy of the forum, meaning that the provision infringes a fundamental principle of the law of the forum. 

Finally, special restrictions apply to consumer contracts. As analysed above, art 6(2) Rome I Regulation establishes that the choice of the parties may not deprive the consumer of the protection afforded to him by the mandatory provisions of the law of the country where the consumer has his habitual residence. In addition, in VKI v. Amazon,154 the CJEU clarified that a choice-of-law clause inserted in the general terms and conditions, which has not been individually negotiated by the parties, shall inform the consumer that under art 6(2) he also enjoys the protection of the mandatory provisions of the law of his habitual residence. Otherwise, it is considered unfair under the Unfair Contract Terms Directive in so far as it leads the consumer into error by giving him the impression that only the law of that Member State applies to the contract. De facto, the CJEU, in a criticised expression of so-called judicial activism,155 introduced a duty to inform the consumer about the more favourable law principle enshrined in art 6(2), which has limited practical relevance. Hence, the consumer would rarely rely on the unfairness (and consequent invalidity) of the choice-of-law clause, which deprives the consumer of any possibility of relying on a chosen law that is more favourable to him than the law of his habitual residence.156 

6. Conclusion

Analysing the cross-border provision of banking and financial services through digital platforms means dealing with the peculiarities of the application of conflict of laws rules in two different areas of law, respectively, the digital arena and finance. As a result, the application of the existing EU private international law legal framework presents multiple layers of difficulties. 

First, it is necessary to contemporary consider the specificities of the EU conflict of laws rules in both the digital realm and the financial market. A paradigmatic example is the application of the consumer regime to fintech platforms’ users, in particular, the issue of qualification of the investor as a consumer. On the one hand, the EU private international law legal framework has not been adapted to the digital environment but has remained technologically neutral. As a result, the task to adjust the traditional EU conflict of laws rules to the specific problems of online platforms fell upon the CJEU.157 On the other hand, in relation to financial contracts, the fungibility of financial instruments as a necessary condition for trading and the principle of investor equality requires the application of a single law to all the transactions entered into on an exchange. The same principles also exclude the operability of the consumer regime to financial instruments, as this would lead to a fragmentation of applicable law depending on the investor’s habitual residence. Hence, the latest developments of the relevant CJEU case law on consumers in the digital market and the special rules of Brussels I-bis Regulation related to the financial market likewise apply to fintech platforms. 

Second, in both areas, some critical issues are still unsolved, leaving space for legal uncertainty for European users. Therefore, even though the CJEU case law offers some guidance, some grey zones remain. This is the case, for instance, of the identification of applicable law to financial services related to crypto assets. 

Third, the intersection of these two areas, ie the digitalisation of the financial market, adds new complexity to pre-existing conflict of laws issues. This applies to the localisation of purely financial loss in torts, where the dematerialisation of the place of damage poses new challenges in the application of (per se still problematic) traditional private international law rules. Hence, the Rome II Regulation’s regime, which favours the application of the law of the place of the damage and of the common domicile of the tortfeasor and victim, is now considered ill-fitted for the securities context. Therefore, the absence of a special conflicts rule for financial torts, able to tie private liability to the market affected, raises major concerns.

In conclusion, the current EU private international law legal framework is gradually adapting to the new challenges of technological progress in digital finance, in the attempt to guarantee the reasonable foreseeability of forum and applicable law issues emerging from the widespread diffusion of fintech platforms among European users. Major issues refer to still existing legislative gaps referring to the absence of special conflicts rule for financial torts, as well as to legal uncertainties referring to crypto assets. Nonetheless, greater caution is needed with reference to the adoption of specific legislative reforms dedicated to private international law norms in digital finance. As technology progresses much faster than law, in this sector legal interventions risk becoming obsolete before their own entry into force, thus undermining legal certainty instead of ensuring it.
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Abstract

Among the most important working life innovations brought about by the technological developments are the new working relations. They differ significantly in their structure, compared to the classical contract types. Crowdwork, a sub-title of platform work, is among them. It is a way of working through the platform where customers and service providers meet over the internet. There is a trilateral relationship in crowdworking: the user (principal), the web-platform and the user (worker). In some crowdwork relationships, the work activity is performed completely on the computer and on the Internet, while in others the work activity is performed in the physical world.   Crowdwork raises conflicting issues in terms of private international law. With crowdwork the company or person who is ordering work could be located in one state, the platform itself could be located in another state, and the workers could be located in many other states. In addition, crowdwork companies are often multinational companies. This new business relationship with an international element clearly falls within the scope of private international law. Crowdworking is characterized differently in different jurisdictions. Currently, cases are being heard around the world on the question of whether crowdworkers are “employees” or “independent contractors”. It is mainly the aspects of substantive law that interest legal doctrine. However, questions of private international law are central. My study seeks to answer the question of whether current conflict of laws rules can respond to technological developments. Large multinational companies (e.g. Uber, Deliveroo.) are fighting against a recharacterization of their activities as employment relationships, on the grounds that their business model would not be profitable in this case. “Workers” are bound by standard contracts containing choice of court and choice of law clauses which they can not negotiate and which de facto prevent them from bringing legal proceedings. These issues are worth examining in depth from a comparative law perspective. In addition, other types of “employment relationships” are formed solely on the internet, through internet platforms, which makes it difficult to attach these activities to a particular state. For this type of fundamentally international legal relationship, it is necessary to rethink the criteria of international jurisdiction of the courts and the applicable law regarding crowdworking.
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1. Introduction

As a result of the developments in information and communication technologies (ICT) in the 21st century, digital economy has gained more importance. The digital economy is transforming societies and changing socio-economic relations.1 In other words, the work organization and the relationship between employer and employee are altering dimensions. Especially with the COVID-19 pandemic, people started working from home instead of going to their offices and as a result, remote working became widespread.2 

Digital work platforms offer new forms of informal employment whose attractiveness is mainly based on the possibility of obtaining freely performed paid work. More specifically, these platforms offer online intermediation services, which essentially consist of connecting clients and service providers. One category of platform work consists of tasks that take place in the real world and are powered by a website or app, such as Uber3 (ridesharing) and Glovo4 (food delivery)5. The other category, represented by Upwork6 or by Amazon’s Mechanical Turk7 (MTurk), involve completion of computer tasks online.8 In other words, the services offered via these platforms are performed entirely online like translate, graphic design, computer programming and data-entry tasks.

Digital work platforms are part of a new form of sharing economy or on-demand economy or gig economy bringing together all the digital platforms that make it possible to connect suppliers and demandants for goods or services via the internet.9 Service providers offering their services through the platforms are attracted by the possibility of working remotely as well as by the flexibility in time, space and organisation of this form of work. However, these advantages are opposed by the disadvantages which are essentially linked to the lack of stability, low remuneration and reduced access to social protection. The extent of these risks, however, depends on the intensity of the use of platform intermediation services to obtain paid work.10 While it is true that some people focus their professional activity on digital work platforms, most providers only use their services on an ad hoc basis to supplement another source of income. 

In this tripartite relationship brought about by digital economy, qualification is important in terms of determining the rights and obligations of the parties. Especially in disputes with an international element, qualification is essential for determining the applicable law and the international jurisdiction of the courts. The issue of whether the relationship between the platform and the service provider is an employment relationship has not yet been established on a legal basis. Most digital work platforms do not view themselves as an employer but as an entity or rather a system, whose role is limited to establishing the connection between the client and the service provider. The general conditions of the platforms specify, most of the time, that the service-provider is self-employed. Platform workers gain guaranteed rest time and paid holidays, at least the national or sectoral minimum wage (where applicable), safety and health protection, unemployment, sickness and health care benefits, maternity, paternity and parental leave, pension rights, benefits relating to accidents at work and occupational diseases from being classified as employees.11 Therefore, the nature of the relationship between the service providers and the platform has been the subject of debate in many cases.

2. International element

The relation between platforms and their service providers is, most of the time, international or potentionally international.12The platforms offering services in the real world have a more localized field of activity contrary to the platforms offering services completely online. For example, an Uber driver physically performs their service by picking up a passenger from a specific geographical location and dropping them off in a specific geographical area. The relationship between the platform and the service provider is an international one, in any case, when the domicile of the persons or of the company managing and maintaining the platform is in a State other than that of the domicile of the service provider, or when the latter must execute their performance in a State other than that of their domicile. 

With regard to platforms offering services entirely online, they are generally aimed at service providers located anywhere. On the internet, which is independent of the real world,13 it is difficult to identify the international element.14 Transactions on the internet has an international element as they have the potential to have an impact in more than one country or around the globe, or are more likely to have an international element.15 In other words, the internet, which is referred to as the network of networks, inherently contains an international element.16 However, automatically recognizing every transaction that takes place on the internet as having an international element may not always lead to the right results. For example, an agreement for an online service between citizens of the country on which the platform is based cannot be considered international just because it takes place online. Each employment relationship performed on the internet must be evaluated case by case as a result of this evaluation, whereby the existence of the international element must be concluded.

3. Characterisation

Characterisation is a crucial step to accommodate the facts within legal categories.17 The characterisation of the relationship between the platform and its service providers is not only useful to establish whether the protective standards of labour law can be invoked, but also to determine which rules of private international law apply.18 Therefore, the nature of the relationship between the service provider and the platform should be clarified in order to determine international jurisdiction of courts and the applicable law. 

It is necessary to determine whether the relationship between the service provider and the platform is an employment relationship, both for the protective standarts arising from labour law and to determine the applicable law in private international law.19 The issue of whether platform workers are employees or independent contractors has been debated in many jurisdictions.20 The platforms have been accused of misclassifying their service providers as independent contractors to avoid labour law obligations.21 The lack of homogeneity between the platforms makes it difficult to unify decisions about characterisation.22 

Some platform workers, like employees, often have limited control over their work (eg in some cases they cannot set prices, must wear uniforms, cannot choose the order of their tasks) and/or are dependent on their clients/employers in other ways (eg financially).23 This control can be implemented through technology-assisted monitoring with the algorithm replacing a traditional manager.24 For example, Uber has been reported to monitor the smartphones of its drivers to map how they were using the pedals and identify good and bad acceleration and braking practices.25 Platforms have different technical structures and subordination between the platform and its workers also varies from platform to platform. Therefore, the characterisation must be made on a case-by-case basis,26 depending on the characteristics of the platform in question.27 

3.1. Characterisation in the United States

Cases concerning platform work have been the subject of intense debate in the US, where common law is dominant, and a number of criteria have been developed.28 In this context, the right to control test and the ABC test should be mentioned. 

In American Law, the Fair Labor Standards Act regulating minimum wage and overtime pay defines ‘employee’ as an individual employed by an employer and defines ‘employ’ as to offer or permit to work.29 According to this test, in order to determine whether a person is an employee or not, the degree of control exercised by the presumed employer over the performance of the work is taken into account.30 This test analyses the following factors:

1. Whether the person performing services is engaged in an occupation or business distinct from that of the principal;

2. Whether or not the work is a part of the regular business of the principal or alleged employer; 

3. Whether the principal or the worker supplies the instrumentalities, tools, and the place for the person doing the work;

4. The alleged employee’s investment in the equipment or materials required by their task or their employment of helpers; 

5. Whether the service rendered requires a special skill;

6. The kind of occupation, with reference to whether, in the locality, the work is usually done under the direction of the principal or by a specialist without supervision; 

7. The alleged employee’s opportunity for profit or loss depending on his or her managerial skill;

8. The length of time for which the services are to be performed; 

9. The degree of permanence of the working relationship; 

10. The method of payment, whether by time or by the job; and 

11. Whether or not the parties believe they are creating an employer-employee relationship;

12. Last but not least, whether the person to whom service is rendered (the employer or principal) has control or the right to control the worker both as to the work done and the manner and means in which it is performed. 31

The California Supreme Court’s decision on Dynamex Operations West, Inc. v. Superior Court32 was based on the ABC test which states that a business wishing to classify workers as independent contractors must satisfy three elements:33 

A) that the worker is free from the control and direction of the hirer in connection with the performance of work, both under the contract for the performance of such work and in fact; 

B) that the worker performs work that is outside the usual course of the hiring entity’s business; and 

C) that the worker is customarily engaged in an independently established trade, occupation, or business of the same nature as the work performed for the hiring entity.34

With the Dynamex case, the employer has the burden of proving that a person that works for them is not an employee. 

3.2. Characterisation in Europe

In EU the essential feature of an employment relationship is that a person, for a certain period of time, performs services for and under the direction of another, in return for which remuneration is paid.35 The EU law does not set additional conditions like the existence of a formal contract between the employee and the employer.36

In Aslam v Uber,37 the London Employment Tribunal held that the Uber drivers who brought the case were ‘workers’, an intermediate status between employee and independent contractor.38 The Tribunal stated that Uber had imposed a great number of conditions on the drivers, managed and instructed the drivers through the cellphone app, and overall, controlled the drivers’ working conditions39. 

In Belgium, the Administrative Commission for the Governance of the Employment Relationship decided that Deliveroo food-delivery bicycle riders were employees under Belgian law.40 The Commission stated that Deliveroo riders do not control their working time, since they must reserve their work slots more than one week in advance.41 

The German Federal Labor Court (Bundesarbeitsgericht) ruled, on 1 December 2020, that a person working on a location-based platform is an employee.42 In the case in dispute, the claimant controls how retail products belonging to users are presented to customers.43 The claimant goes to the store where the product is offered, takes photographs of the product and answers questions about it. Employees according to the platform’s operating model, have the option to accept or reject the work assigned to them, and the accepted work must be completed in two hours. Employees receive both wages and experience points for the tasks they complete on the platform and as experience points accumulate, employees’ status on the platform becomes stronger. This allows employees to be assigned to more tasks which in turn incentivizes employees to accept more work. The claimant worked an average of 20 hours per week for a period of 11 months, earning a monthly income of approximately 1750 euros. The fact that the employee is obliged to complete the work within two hours and that the manner in which the work is to be performed is determined in detail and communicated to the employee proves the subordination. In this decision, platforms’ incentive systems that influence the will of employees are accepted as an indicator of subordination. 

Since there is no uniformity regarding the status of platform employees, even the courts of the same country can render different judgments on this issue. Hence, our statements hereinafter will be based on the assumption that platform workers are employees.

4. International jurisdiction

If we consider these service providers as employees, how will we appoint the competent court? One of the most important problems in cross-border proceedings is the determination of the competent court. The European rules on international jurisdiction are unified by Brussels I-bis Regulation.44 Its system and many of its provisions date back to its predecessor, the Brussels Convention.45 This regulation contains various protective provisions in favor of the party that does not have equal bargaining power in employment, consumer and insurance contracts.46 

Brussels I-bis Regulation has a special section (n. 5) about jurisdiction over individual employment contract. The provisions aimed at protecting the position of a weaker party in litigation under the Brussels I-bis regime can be summarised as follows:

a) A weaker party (an employee) has a choice to bring proceedings against the other party to a contract either in the court of the Member State in which that other party is domiciled or in which it is more convenient to a weaker party (most likely in the country of its own domicile) or which is otherwise closely related to the dispute.

b) Conversely, proceedings may be brought against a weaker party to the contract only in the courts of the Member State in which the ‘weaker’ party is domiciled.

c) Forum choice clauses in these disputes have limited binding effect against a ‘weaker’ party. They may be successfully invoked against a weaker party only if the conditions provided in the relevant provisions of the Regulation are met.47

4.1. Jurisdiction agreements

Allowing the parties to choose the jurisdiction creates legal certainty and predictability and party autonomy is therefore of paramount importance in private international law.48 Brussels I-bis Regulation also permits, in principle, jurisdictional agreements to achieve these objectives.49 Within this scope art 25 of Brussel I-bis Regulation gives the parties the possibility of agreeing on jurisdiction of the courts of Member States. Pursuant to art 23 of Brussels I-bis Regulation, a jurisdiction agreement will be given effect in an employment dispute only if it is entered into after the dispute has arisen or if it allows the employee to bring proceedings in courts other than those indicated by the default rules.50 

Platforms frequently include jurisdiction and arbitration51 agreements in their general terms and conditions. The general conditions of the platforms are presented on the basis of ‘take it or leave it’.52 In other words, platform users do not have the right to negotiate these terms. These general terms and conditions are very long and dense and contain a lot of legalese.53 Since platform work often involves an international element, especially when the work is performed online, employees are forced to accept these general terms and conditions without bargaining, which are not mostly in the language that they can speak. The Brussels I-bis Regulation specifically regulates jurisdiction agreements in employment contracts in order to protect the weaker party and only allows jurisdiction agreements in limited circumstances. 

4.2. Rules on Jurisdiction of Brussel I-bis Regulation 

Brussels I-bis Regulation gives employees access to more forums than employers.54 When the employer is the claimant, an employee domiciled in a Member State may be sued only in the courts of the employee’s domicile but when the employee is the claimant, an employer domiciled in a Member State may be sued: in the courts of the employer’s domicile; in the courts of the place where or from where the employee habitually carries out his/her work (or in the courts for the last place where he did so); if there is no habitual place of work, in the courts of the engaging place of business. 

For example an employer who is domiciled in Belgium hires an employee who is domiciled in Croatia and habitually carries out their work in Croatia, can sue the employee only in Croatia while the employee may bring proceedings in either Belgium and Croatia. The rules in the Brussels I-bis Regulation are clear, but it is necessary to clarify what we should understand by habitual place of work. Where work is carried out at a single location, the habitual place of work can be easily identified.55 In the case of peripatetic work, work carried out in more than one jurisdiction, it will be difficult to determine the habitual place of work.56 The Court of Justice of the European Union (CJEU) has issued several decisions57 to determine the habitual place of work for this type of work. The long and the short of the matter, the term ‘habitual place of work’ is effectively equivalued with ‘principal place of employment’.58 In these decisions, the CJEU has taken into account the duration of the employee’s employment and whether the employee has an office in a country. However the term is interpreted widely in that the determination of the habitual place of work is essentially a search for the place that is most closely connected with the employment dispute.59 

5. Applicable law 

Rome I Regulation60 determines the law applicable to individual employment contracts. As in the Brussels I-bis Regulation, the Rome I Regulation also includes provisions protecting the weaker party.61 Recital 23 of the preamble of Rome I Regulation reads as follows, ‘[a]s regards contracts concluded with parties regarded as being weaker, those parties should be protected by conflict of law rules that are more favourable to their interests than the general rules’. 

5.1. Choice of the Law Applicable to the Individual Employment Contract 

Since the technique of geographical localisation encounters limits in the environment of digital work platforms, it is necessary to check whether a subjective criterion, based on the autonomy of the parties, is likely to improve legal security. In some legal systems, party autonomy is completely prohibited or limited, while in others it is accepted provided that it is in compliance with mandatory rules or public policy.62 In EU private international law employees are recognized to have less bargaining power, and the concern is that choice of law provisions might not work to their advantage.63 Rome I Regulation seeks to set a ‘minimum standard of employment protection that cannot be undermined by the chosen law’.64 

According to art 3 of the Rome I Regulation, 

 

A contract shall be governed by the law chosen by the parties. The choice shall be made expressly or clearly demonstrated by the terms of the contract or the circumstances of the case. By their choice the parties can select the law applicable to the whole or to part only of the contract.

 

However, art 8 of Rome I Regulation on individual employment contracts sets minimum standards for the validity of this choice.

According to art 8(1) of Rome I Regulation, 

 

An individual employment contract shall be governed by the law chosen by the parties in accordance with Article 3. Such a choice of law may not, however, have the result of depriving the employee of the protection afforded to him by provisions that cannot be derogated from by agreement under the law that, in the absence of choice, would have been applicable pursuant to paragraphs 2, 3 and 4 of this Article.

 

Therefore a limited choice of law is allowed in individual employment contracts.65 In other words, when parties have chosen the law applicable to their employment contract, the judge must firstly determine which law would be objectively applicable according to the following paragraphs of article 8 of Rome I Regulation and afterwards compare that law to the chosen law to conclude whether the chosen law offers the same or a better protection to the employee than the mandatory provisions of the objectively applicable law.66

The general terms and conditions of the platforms provide, almost systematically, for choice of law clauses designating the applicable law in the State where the registered office of the company that manages and maintains the platform. However these general terms of service are drafted by the legal advisors of the platforms, and they primarily take into account the interests of the platforms. The service provider will often have to accept these non-negotiable terms and conditions in order to become a part of the platform. Thus, it is necessary to determine the relevant mandatory provisions for pending action and then compare which ones offer a better protection to the employee. 

5.2. Objective Connecting Factors: The Law Applicable in the Absence of Choice 

When the parties have not chosen the law applicable to their contract, the law applicable to the individual employment contract will be designated by the conflict rules contained in paragraphs 2, 3 and 4 of art 8 Rome I Regulation. According to these paragraphs, 

 

(2) To the extent that the law applicable to the individual employment contract has not been chosen by the parties, the contract shall be governed by the law of the country in which or, failing that, from which the employee habitually carries out his work in performance of the contract. The country where the work is habitually carried out shall not be deemed to have changed if he is temporarily employed in another country.

 

(3) Where the law applicable cannot be determined pursuant to paragraph 2, the contract shall be governed by the law of the country where the place of business through which the employee was engaged is situated.

 

(4) Where it appears from the circumstances as a whole that the contract is more closely connected with a country other than that indicated in paragraphs 2 or 3, the law of that other country shall apply.

 

As it is understood from the provision, geographical connections such as the habitual place of work and the engaging place of business determine the applicable law.

6. Localisation using traditional rules 

The classic connecting method of private international law aims to determine the seat (le siège) of the legal relationship in question.67 The objective is, therefore, to localize the legal relationship in a space, within the borders of a State. We have mentioned local connections such as habitual place of work in the explanations on both international jurisdiction and applicable law. However, it will be extremely difficult to locate a transaction carried out in the digital space of the internet in a physical space. 

In this context, we need to create a dichotomy. It will undoubtedly not be the same case in platform work models where the work takes place entirely online and where the work takes place in a physical environment. Indeed it is easier to localize work that takes place in a physical environment according to these rules than work that takes place entirely on the internet. The service is generally performed in the presence of the service provider and the client. For example, the driver picks up the customer and takes them from one place to another. In this context, the use of the internet only faciliates the linking of the various parties and has no significant impact on the application of the rules of private international law.68 

On the other hand, there are platforms like Upwork, where localization is a big problem, where the service takes place entirely on the internet. When the work is performed online, the habitual place of work means the location of worker with their computer connected to the internet69. However, online work is not necessarily carried out on the territory of a single State. Crowdworkers may work from any location. For digital nomads the service can be carried out in several different countries during a trip, which makes any localisation to the habitual link impossible. Besides, the service provider generally performs several successive performances for the platform. If it must be concluded from all of these services that it is not possible to determine the center of gravity of the worker’s activity, the other connecting criteria such as the place of domicile or habitual residence of worker, the place where the establishment, domicile or habitual residence of the employer is located must apply.70 The location of the employee’s domicile or habitual residence will not always be easy in practice (in the example of digital nomads). It is doubtful that protective function of rules on international jurisdiction and applicable law is fulfilled when the employee has an itinerant lifestyle. 

To sum up, the traditional connecting factors are therefore very difficult to apply when the service is provided entirely online. Even the possibility that the employee fictively determines the place of the performance takes place in the contract will not solve the problem. It would be preferable to recognize that this type of legal relationship takes place in a digital environment that is disconnected from any territorial link, while seeking another means of determining the forum and the applicable law.71 

7. As a conclusion: some solutions

Crowdwork, which is the product of the technological age, has raised various problems in both substantive law and private international law. Especially transactions on platforms where the entire service takes place on the internet, often have an international element and therefore fall within the scope of private international law. In the crowdwork, where there is a tripartite relationship, it is important to characterize the relationship between the service provider and the platform. If the service provider is characterized as an employee in this relationship, the protective measures arising from labour law will also apply to the service provider. Moreover, the platforms have been accused of misclassifying their service providers as independent contractors to avoid labour law obligations. Characterization is therefore very important, but it is difficult to draw general conclusions as the technical characteristics of the platforms differ from one another. However, there is no uniformity regarding the status of platform employees, even the courts of same country can render different judgments on this issue.

The status of platform workers is a grey area in private international law. Assuming that these service providers are employees, they will be subject to the Brussels I-bis and Rome I Regulations. These regulations, which are related to international jurisdiction and applicable law respectively, contain provisions protecting the employee, who is considered to be the weaker party. These Regulations also include geographical connecting factors such as the employee’s habitual place of work but on platforms like Upwork, where the work takes place only on the internet, using these geographical connecting factors undermines predictability. Especially in the case of digital nomads, these geographical connecting factors may point to incidental locations and may not fulfill the objective of protecting the weaker party. Therefore, it is difficult to apply the classical conflict of laws rules to these employees. Even the characterization has not been established on a clear basis yet.

According to a solution argued in the doctrine, these employees should be protected sectorally such as seafarers which have fallen outside and apart from the territorial jurisdiction of national regulation.72 As a matter of fact, these platforms do not harm the labour market, and these platforms increase job opportunities. Ensuring predictability and legal security to platforms and granting legal status to employees will be in favor of the labour market.73 According to another proposal, online dispute resolution (ODR) methods should be provided for these disputes.74 The objective of this online dispute resolution platform is to provide a simple, effective, fast and inexpensive out-of-court solution to disputes arising from online transactions. An online dispute resolution system would also be attractive for digital employees who are often discouraged from submitting their low-value claims to judges or arbitrators. 
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Abstract

Collaborative economy platforms (such as Uber or Airbnb) have been in the past under scrutiny by the Court of Justice of the EU under the framework of the Services Directive. With the conclusion of the rulings in Uber and Airbnb cases that their activities remain outside of the scope of this legislation. Simultaneously, the former E-Commerce Directive might not provide solutions adapted to the innovative models of peer-to-peer platforms and services. Hence, a legal vacuum might materialize in which the activity of the operators of the collaborative economy platforms on the Internal Market would remain outside the scope of the EU law. Digital Markets Act and Digital Services Act entered into force in November 2022. The new EU legislation was intended to introduce responsibility requirements for platform operators, regulate the activity of ‘gatekeepers’ and will provide the legal framework for the operation of the biggest digital platforms in the Internal Market. The question emerges – to what extent this regulation would provide a meaningful legal framework for the activity of collaborative economy platforms in the Internal Market?  The ambition of the submitted contribution would be to respond to this question based on the analysis of the adopted provisions of the DSA and DMA. For this purpose, the systemic review of the existing literature on the regulating of collaborative economy platforms will be conducted. The analysis will also refer to the jurisprudence of the Court of Justice on the scope of application of the Services Directive and E-Commerce Directive in the context of the activity of Uber and Airbnb. Thirdly, the author will also assess the approach of the EU institutions to the collaborative economy platforms (exemplified by the abovementioned rulings and legislation, as well as the European Commission’s policy documents) in the context of regulating the activity of transnational entities. The main argument of the paper will be based on the assumption that the lack of a meaningful legal framework for the economic activity of the collaborative economy platforms might lead to the deterioration of the protection of the economic interests of the users of these platforms. The second argument of the paper, building on the main one, suggests that such an outcome would be evidence of a non-interventionist policy of the EU and a lenient approach of the EU towards collaborative economy platforms. These arguments will be critically assessed and verified with the results of the analysis of the potential of the DSA and DMA to regulate their activities in line with the other types of digital platforms and ‘gatekeepers’.
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1. Introduction

Legal challenges related to the activities of collaborative economy platforms have been the subject of many studies in the literature in the past1 and more recently2. It has also been a subject of increased activity of the European Commission back in 2016-2018 which resulted in the publishing of several economic studies on the collaborative economy3 and led to the adoption of the soft-law policy document – the communication ‘A European agenda for the collaborative economy’ (the ‘Collaborative Economy Communication’)4. One of the main challenges related to the presence of new, innovative, and disruptive business models pursued by the collaborative economy platforms was the identification of a suitable and meaningful legal framework for their operations5. The main two fields of research have been competition law6 and freedom to provide services7. The Commission described it in the Collaborative Economy Communication in the following manner:

 

The collaborative economy often raises issues with regard to the application of existing legal frameworks, blurring established lines between consumer and provider, employee and self-employed, or the professional and non-professional provision of services. This can result in uncertainty over applicable rules, especially when combined with regulatory fragmentation stemming from divergent regulatory approaches at national or local level. This hampers the development of the collaborative economy in Europe and prevents its benefits to materialise fully. At the same time, there is a risk that regulatory grey zones are exploited to circumvent rules designed to preserve the public interest.

 

Hence, the ambition of this contribution is to analyse whether the challenges identified by the Commission have been resolved since the adoption of Collaborative Economy Communication. For this purpose, the contribution was divided into 4 main sections. The first issue that is discussed in Section 2 was related to the struggles with the legal classification of the activities of collaborative economy platforms and the attempt to identify suitable definitions in existing and recently adopted EU legislation. The scope was limited to the eCommerce Directive, Services Directive, Digital Services Act (DSA), and Digital Markets Act (DMA).8 The legal definition allows us to determine the scope of requirements and obligations stemming from the EU law, as well as draw the line between the competencies field of the EU and Member States. For better clarity, these topics were presented in Section 3 and Section 4. Section 3 focused on the established framework and interpretation provided by the Court of Justice of the European Union in its jurisprudence. Section 4 assesses the potential obligations of DSA and DMA in the context of the scope of application of these new legal acts. Section 5 discusses the outcomes of these analyses against the background of the EU digital policy and the approach towards transnational private platforms. The impacts of the policy of the EU towards collaborative economy platforms (embodied by the applicable legislation, suitable legal framework, policy documents of the Commission, and jurisprudence of the Court) are discussed in the context of the competitiveness of the EU and the protection of the users. A summary of the main conclusion is presented in Section 6.

2. Definition of collaborative economy platforms

To assess the compatibility of existing legal frameworks to the activities of collaborative economy platforms in the Internal Market it is necessary to determine the definition for these kinds of entities. The definition will allow them to classify their activities and potentially apply the provisions of the EU law to many different factual situations related to their activities in different sectors of the economy. The lack of an EU-wide uniform definition applicable across different sectors and jurisdictions might lead to the fragmentation of the Internal Market9. Thus, to determine the existence of a union-level definition, the main policy documents published by the European Commission were analysed, as well as the 4 legal acts analysed in this contribution.

European Commission in the Collaborative Economy Communication defined the core elements of the ‘collaborative economy’ business model:

 

[collaborative economy] refers to business models where activities are facilitated by collaborative platforms that create an open marketplace for the temporary usage of goods or services often provided by private individuals. The collaborative economy involves three categories of actors: (i) service providers who share assets, resources, time, and/or skills — these can be private individuals offering services on an occasional basis (‘peers’) or service providers acting in their professional capacity (‘professional services providers’); (ii) users of these; and (iii) intermediaries that connect—via an online platform—providers with users and that facilitate transactions between them (‘collaborative platforms’). Collaborative economy transactions generally do not involve a change of ownership and can be carried out for profit or not-for-profit.

 

Hence, the main elements of the definition used by the European Commission include a) intermediation of digital platforms, b) focus on accessibility rather than ownership, c) peer-to-peer services, and d) flexibility towards profit-orientation10. This broad definition might be useful for analytically distinguishing collaborative from non-collaborative platforms and business models, but it does not bear legal meaning. Therefore it is necessary to refer to the body of the EU secondary law to assess whether the provisions of the relevant directives and regulations formulate legal criteria for the classification of a platform as a ‘collaborative economy platform’.

Within the scope of this contribution, two more established acts of the law of the EU are scrutinized. eCommerce Directive - Directive 2000/31/EC on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market (‘Directive on electronic commerce’) – is the first in chronological order.11 The legal act entered into force before the business models based on the concept of the collaborative economy were widely established in the Internal Market, however, the Court of Justice of the European Union used this legal act as a point of reference for the judgements in cases related to the activities of the two most established companies – Airbnb and Uber. In the judgement of 20 December 2017 in the case, C–434/15 Asociación Profesional Elite Taxi12 the Court referred to the art 2(a) and the definition of the ‘information society services’ (with the negative outcome for the business activity of Uber constituting ‘services in the field of transport’)13. The same provision was revoked in the judgement of 19 December 2019 in case C–390/18 Airbnb Ireland,14 however with a different outcome15 – the activity of Airbnb was found to meet the cumulative criteria for ‘information society services’16. Therefore the definition of ‘information society services’ could not provide a consistent framework for various models pursued by collaborative economy platforms (in the sense of the non-legal definition of the European Commission cited above). Hence the definition of the ‘information society services’ might or might not, depending on the range of circumstances (economic sector, extent of control between the platform and the conditions offered by users, existence of sectoral legislation), rather than the core business model, cover the activities of the platform17. Hence, it does not increase the level of legal certainty of the platform users and does not bring definitional clarity to the question of whether the eCommerce Directive could provide a meaningful legal framework for the activities of the ‘collaborative economy platforms’ in the Internal Market18.

Hence, it is worth analyzing the potential of the Services Directive – Directive 2006/123/EC  on services in the internal market – in this respect.19 Once regarded as the horizontal and cross-sectoral legislation encompassing the freedom of movement of services in the Internal Market it was also used as a point of reference by the Court in the two fundamental cases cited above. However, in this context the consistency was also not represented by the Court – in Elite Taxi the Court classified the activity of Uber as ‘services in the field of transport’ within the meaning of the art 2(2)(d) of the Services Directive. In Airbnb Ireland, the Court assessed that the ‘activity of intermediation at issue in the main proceedings [provided by Airbnb] comes under the notion of ‘service’ within the meaning of […] the Services Directive’. However, the definition of ‘service’ is arguably too wide and does not provide the required specification of the business models of collaborative economy platforms. At the same time, this definition is not always met in case of the activities pursued not for profit (between the users) and for the activities of the platforms themselves the more specific definition of ‘information society services’ will be simultaneously met (as in the case Airbnb Ireland). Hence the Services Directive also does not provide definitional clarity, nor increases level of the legal certainty regarding the activities of collaborative economy platforms in the Internal Market.

In this context, two major legal acts adopted in recent years in the domain of the EU digital law – Digital Services Act (DSA)20 and Digital Markets Act (DMA)21 adopted and entered into force in 2022 – could provide remedies to the definitional deficiencies of the EU law towards collaborative economy platforms presented above. However, neither DSA nor DMA contains an explicit definition of a ‘collaborative economy platform’. Nevertheless, in the art 1(1) of the DSA the aim of the regulation is stipulated in the following manner:

 

The aim of this Regulation is to contribute to the proper functioning of the internal market for intermediary services by setting out harmonised rules for a safe, predictable, and trusted online environment that facilitates innovation and in which fundamental rights enshrined in the Charter, including the principle of consumer protection, are effectively protected.

 

The term ‘intermediary services’ is not however defined in the art 3 named ‘Definitions’, therefore according to recital n 1 it should be interpreted as one of the ‘information society services’ used in the eCommerce Directive. 

DMA in the art 2(5) defines ‘online intermediation services’ through reference to the so-called ‘P2B Regulation’22. The P2B Regulation defines 3 cumulative criteria for the definition of ‘online intermediation services’ – 1) they have to constitute ‘information society services’ in the meaning of the eCommerce Directive, 2) they facilitate the offering of goods and services by businesses to the end consumers irrespective of where those transactions are ultimately concluded, 3) the services are provided based on contractual relationships between business users and providers of services. Intriguingly recital n 11 of the P2B Regulation indicates examples of the ‘online intermediation services’ that could ‘include online e-commerce market places, including collaborative ones on which business users are active, online software applications services, such as application stores, and online social media services, irrespective of the technology used to provide such services’. 

Thus it seems that the collaborative economy platforms could be covered by both P2B Regulation and DMA as the platform providing ‘online intermediation services’23. A similar conclusion could be drawn to the ‘intermediary services’ covered by DSA. However, none of these legal acts (neither DSA nor DMA) differentiates between the collaborative economy platform and other online platforms. Hence, no specific definition for the collaborative economy platforms in the analysed EU legislation could be determined. It has its impacts on the possibility to determine applicable legal framework to their activities and requirements that are imposed on them by the provisions of the EU law. These matters are presented in the following section of this paper.

3. Failed attempts to find a suitable legal framework in the EU law – eCommerce Directive and Services Directive

Firstly, it needs to be assessed to what extent the eCommerce Directive and Services Directive has established suitable legal frameworks for the operations of the collaborative economy platforms in the EU. In this context, these legal acts have shown some shortcomings in capturing the specificities of the collaborative economy platforms. The issue of the applicability of the EU legal regime deserved some attention from scholars in the context of the scope of application of the Services Directive. The possibility to use its framework for specific and new emerging business models was discussed before, however, the conclusions from these analyses are inconsistent24. This is also reflected in the fragmentation of national approaches towards various business models associated with collaborative economy platforms25. As the practice shows, correct classification of the activity and applicable EU law is of fundamental importance for the conformity of new legal regimes introduced by the Member States for collaborative business models with EU law.

Two possibilities to classify the activity of most practice-relevant platforms were presented in the literature and were also present in the Court examination in cases related to the activity of collaborative economy platforms in the Internal Market. The first approach was based on the premise that collaborative economy platforms provide only the services of digital intermediation between the provider and recipient of the final service. The second approach assumes that the collaborative economy platforms provide final services through the offering of digital means and take responsibility for the provider of the downstream service to the end user. In this context, it is worth noting that the Court had to balance the free flow of services in this very particular field (with all the reasoning related to the innovativeness of the digital economy and benefits for the consumers) with other reasons of public interest26. As the analysis shows, the Court paid also due attention to maintaining flexibility and equilibrium between the need to establish a coherent framework for providers of services (enabling roll-out and scale-up of collaborative economy platforms on the Internal Market) with the Member States competence to define the desired level of regulation in the fields of shared competencies. 

The Court scrutinized business models of collaborative economy platforms in two sectors: transport and accommodation. The fundamental ruling for the first group was issued in 2017 in the case Asociación Profesional Élite Taxi. In this judgement, the Court remarkably declared services provided by the Uber company as having the nature of services in the field of transport and not ‘information society service’27. The Court laid out the precise conditions under which it is possible to determine whether a collaborative economy platform ‘exercises decisive influence over the conditions under which the service is provided’ – i.a. setting prices, and automated choice of the available drivers and routes28. The result of this examination led the Court to the conclusion that such a situation is confirmed in the case of the services provided by Uber users and thus the activity of Uber is inherently linked to these services. Hence, the collaborative economy platform provides services in the field of transport which are excluded from the scope of application of the Services Directive29. These remarks were repeated and further confirmed by the Court in the Uber France case30. This approach was also applied by the Court in the more recent case Star Taxi App where the Court assessed whether the activity of the platform provider includes exerting a decisive influence on the conditions of the service. The result of this analysis was negative in this case (as suggested by the national court presenting the preliminary question) because the platform limited its activity to pure intermediary services, without directly interfering with the conditions of the downstream service (pricing, choosing providers, or processing payments)31. Thus, the applicable regime had to be decided between the regime of the Services Directive and the eCommerce Directive.

This analysis, also presented by the Court in the case Airbnb Ireland, enabled insight into the Court’s argumentation on delimitation between the legal regimes of the Services Directive and the eCommerce Directive. In both cases, Airbnb Ireland and Star Taxi App the Court indicated the general derogation of the art 3 of the Services Directive as a general collision clause32. Further, the Court declared the intermediary activity between hosts and accommodation seekers as constituting an ‘information society service’ because the platform of Airbnb did not exercise ‘decisive influence over the conditions under which the service is provided’ and provided services ‘distinct from the subsequent service to which it relates’33 – hence in the case of services offered by Uber the user is provided with one unitary service of transport and in the case of services offered by Airbnb these are two separate services – intermediation in finding short-term accommodation provided by Airbnb and final service of accommodation provided by another user of the platform. The Court confirmed that services of renting accommodation were clearly within the scope of the application of the Services Directive, but since the conditions laid out in the directive on ‘information society services’ have been cumulatively fulfilled, the activity of Airbnb has been expelled from the scope of the Services Directive and analyzed in the light of (more liberal) provisions of the eCommerce Directive.

The analysis of the Court presented in the Airbnb Ireland ruling was very detailed and delivered mainly in the context of the arguments of the parties on the similarities of services of Airbnb and Uber and therefore focused on the conditions from the Asociación Profesional Élite Taxi and ‘the exercise of decisive influence’ to determine whether the ‘intermediation service [can] be separated from the property transaction itself’ and forms ‘an integral part of an overall service whose main component is a service coming under another legal classification’34. These remarks were invoked in the Star Taxi App and referred to as ‘established case law’35 – as such it might be regarded as the general approach to identifying a suitable legal framework for the services of the collaborative economy platforms. The character of the ‘information society service’ has been also attributed to the activity of the Star Taxi App36, however, the Court did not automatically exclude it from the scope of the Services Directive. It concluded that for the exclusion provided by art 3(1), it has to be determined whether the collision between the Services Directive and other legal acts regulating providing of services in different economic sectors truly occurs37. In this context the Court observed that it is the case only when the restrictions (preliminary authorization) imposed by the Member States are aimed specifically at the ‘information society services’ and if they have more general character (ie refer to all methods of intermediating between providers and consumers including radio), they should be interpreted solely in the context of conformity with the provisions of the Services Directive38.

This approach towards platforms itself was contrasted with the ruling of the Court in Cali Apartments, where not the activities of the platforms but of the providers using them to offer their services (accommodation) were scrutinized. The Court in the straightforward interpretation of the definition of ‘service’ provided by the art 4(1) of the Services Directive applied its provisions to the ‘repeated short-term letting, for remuneration, whether on a professional or non-professional basis, of furnished accommodation to a transient clientele which does not take up [permanent] residence’39. The Court found that the restrictions provided for such activity by national legislation fall within the scope of the Services Directive when they are intended to regulate access to, and the exercise of, these services provided by private individuals40 which might impact the activities of the collaborative economy platforms. Many of such restrictions adopted by the national and local authorities resulted from the rise in popularity of the business models of the collaborative economy platforms and enabled new avenues for offering the services to their users41. The Court denied by this occasion arguments brought by intervening Member States on the ’hidden’ purpose of the legislation limiting such possibility to specified periods potentially excluding it from the scope of application of the Services Directive42. The Court reiterated that even if the national legislation is aimed at regulating some activities falling outside the scope of application of the Services Directive, this ‘mere fact’ is not enough to exclude this legislation altogether from the scope of application of the Services Directive when it covers also services not explicitly excluded from the Services Directive. Therefore the prevailing character has to be given to the effectiveness of the Services Directive without calling into question the objective thereof - ‘establishing an area without internal frontiers in which the free movement of a wide variety of services is ensured’43.

However, the Court showed some degree of awareness of the impacts that the preference for the Services Directive over the national legislation might result in. While applying the provisions of the Services Directive the Court tried to carefully assess all the circumstances to determine the applicable legal regime, allow for reaching the main objectives of the Services Directive but also balance it against other legitimate interests pursued by the legislation of Member States. The application of the Services Directive to the activity of collaborative economy platforms (and its users) serves as the best example of how unintuitive this task is when these contrasting interests are on display. The Court formulated specific guidelines for the analysis of whether the activity of the platform falls within the scope of the Services Directive or gets excluded – which are followed by the national courts with good measure44. Hence, it can be observed that the Court tried to apply the existent EU law provisions to the innovative business models of the collaborative economy platforms. It did so by presenting clear criteria whether the platform ‘exercise decisive influence on the conditions of the service’, whether providing ‘intermediation service [can] be separated from the [service] itself’, and whether the activity of collaborative economy platform forms ‘an integral part of an overall service’ which are crucial to determine whether the platform provides entire (upstream and downstream) service to the consumer (which could be excluded or not excluded from the scope of the Services Directive depending on the economic sector). Or whether the platform provides an intermediary ‘information society service’ covered by the regime of the eCommerce Directive. The Court went also into detail to analyze whether the real collision between the regimes of the Services Directive and the eCommerce Directive occurs to preserve preferential treatment of digital platforms to other, more conventional, forms of intermediating and thus avoided the ‘digital first’ approach. It follows, from the analysis that the Court was capable of flexibly adapting the argumentation and choosing applicable legal regimes to ensure the maximum level of liberalisation without undermining the minimum level of protection of other competing reasons of general interest. The Court had to be creative to some degree to fill the legislation void and legal vacuum and lack of a dedicated legal regime in the EU law which could provide a regulatory response to the dilemmas above. Therefore it is worth presenting whether the adoption of the landmark legislation for the EU digital policy – DSA and DMA – provided remedies to the situation cured previously by the Court with the creative criteria for applying Services Directive and eCommerce Directive.

4. DSA & DMA and regulating the activities of the collaborative economy platforms

In Section 2 it was determined that neither DMA nor DSA define collaborative economy platforms. Hence, they don’t directly refer to the business models of collaborative economy platforms. However, DSA includes reference to ‘intermediary services’, and DMA to ‘intermediation services’, therefore these kinds of activities remain within the scope of either of this legislation. Knowing that the application of the right regime of the EU law to the collaborative economy platform depends on the degree of strictness (‘exercising decisive influence’) in ‘intermediating’ between service providers and recipients it could be possible to determine whether DSA and DMA could establish a suitable legal framework for ‘intermediary services’ and ‘intermediation services’ provided by the collaborative economy platforms. 

Art 1 of DSA determines in this context the aim of the regulation to ‘contribute to the proper functioning of the internal market for intermediary services’ through the adoption of harmonised rules for safety, predictability, and trust in the online environment, facilitation of innovation and effective protection of the EU fundamental rights enshrined in the Charter. Specifically, the harmonisation of DSA should consist of the establishment of a) framework for the liability of providers of intermediary services, b) specific due diligence obligations for specific categories of providers, and c) implementation and enforcement rules. Prima facie these obligations and frameworks do not address the specificity of business models of the collaborative economy platforms. The obligations provided by DSA refer to the transmission of information (‘mere conduit’), storage (‘caching’ and ‘hosting’), monitoring, combating illegal content, and reporting on moderating of the information. Certain specific obligations for  ‘providers of online platforms allowing consumers to conclude distance contracts with traders’ and ‘providers of very large online platforms and of very large online search engines’ are also determined, however, they do not tackle activities of collaborative economy platforms defined in the Commission communication (intermediation between peer-to-peer service providers and recipients). It is also evidenced by the lack of collaborative economy platforms in the list of very large online platforms and very large online search engines published in April 2023 by the European Commission45. This is not to say that the collaborative economy platforms are excluded from the scope of application of DSA, however, their business model is not the subject of obligations and/or reporting requirements – for example, they might be faced with the consequences for not addressing abusive or discriminatory content in the information transmitted by the users through the platform46. Nevertheless, the users of the collaborative economy platforms will not be able to determine the provisions directly addressing the substance of the business models pursued by them.

The objective of DMA is in turn described as a contribution to the proper functioning of the internal market by ensuring ‘for all businesses’ contestability and fairness in the markets in the digital sector across the Union, especially in the markets with the presence of gatekeepers – ‘to the benefit of business users and end users’. The scope of application is determined on the premise of ‘core platform services provided or offered by gatekeepers’ to businesses and consumers located in the EU. To this end, ‘online intermediation services’ were defined as one of the core platform services, and through the reference to the definition of ‘online intermediation services’ included in the P2B Regulation, it could extend to the collaborative economy business models. Consequently, the activity of collaborative economy platforms might be directly covered by DMA provisions if they are designated as gatekeepers (ie meet the criteria set out in the art 3 of DMA – turnover, number of users, and permanent presence in the Internal Market47). This designation is not without practical problems, but given the high threshold set in the final wording of the DMA, it can be expected that only the biggest platforms, such as Uber or Airbnb could be considered as gatekeepers48. However, bearing in mind that Uber was previously classified as a provider of services in the field of transport due to its ‘decisive influence’ on the conditions of the service provided, it might further limit the list. What kind of obligations might then be imposed on the collaborative economy platforms by DMA?

DMA stipulates obligations for data access and usage, distribution, bundling, and interoperability of digital services, non-discriminatory treatment and preventing self-preferencing, granting access to search engine data and effective access to key core platform services, enabling interoperability of messaging services, as well as compliance and reporting obligations. DMA to a large extent codifies existing case law of the Court and the Commission in the field of competition law application toward digital companies49 and it is evident that the main objective is to ensure wide access to markets created or maintained by the platform operators and fair competing conditions thereon50 – this is very relevant objective to the activity of collaborative economy platforms who intermediate between service providers and recipients and thus create markets for the exchange of these services. Therefore DMA could become a relevant framework for the activities of the biggest collaborative economy platforms51, but the conditions set out for gatekeepers leave the majority of these entities outside of its scope. 

Therefore, to assess whether DSA and DMA would constitute a suitable legal framework for the activity of collaborative economy platforms it is necessary to refer to the wider objectives of the digital policy of the EU towards collaborative economy platforms. In this context, it is worth interpreting the obligations on collaborative economy platforms by DSA and DMA in light of the objectives laid out in the Collaborative Economy Communication of the Commission from 2016. The Commission back then determined several issues that should be resolved to reach two main policy objectives – supporting consumers, businesses, and public authorities to engage confidently in the collaborative economy and enabling consistent application of the EU law across the Internal Market. These issues were most notably market access, liability regimes, protection of users, taxation, and status of self-employed and workers in the collaborative economy.

Against this background, it should be noted that the framework provided by DMA and DSA is partially relevant. DSA and DMA are both regulations, hence are effective directly and impose uniform EU-wide standards. Thereby they create common requirements for market access for (foreign) collaborative economy platforms. However, uncertainty remains whether this approach will not be differentiated by criteria of the economic sector (different regime of the services in the field of transport vs. intermediating in finding short-term accommodation), possibility to adopt national regulations under different EU legislation regimes (Services Directive, DSA, DMA, eCommerce Directive) and/or fragmentation of the framework for activities of the largest ‘gatekeepers’ (Uber, Airbnb) and platforms of smaller size (Bolt, Slowhop or other regional providers). It will have also an impact on the liability regimes that could be adopted at the EU level or national depending on various circumstances, including the ‘exercise of influence over the conditions of the services’ that the platforms adopt for their business models. However, this is the area in which DSA could provide the most significant response to the issues described by the Commission in the Collaborative Economy Communication. DSA constitutes also a positive development in the sphere of the protection of users (as well as P2B Regulation that remains outside of the scope of this contribution), however not necessarily in the context that was meant in the Collaborative Economy Communication (consumer law protection, marketing rules, online rating, and review systems, quality of services, transparency requirements and data protection)52. The status of workers and self-employed53, as well as taxation, remain outside the scope of DSA and DMA and thus will not be elaborated further in this contribution.

For all the above presented reasons it seems that the policy objectives of ensuring confidence and increased legal certainty, as well as avoidance of fragmentation, were not fully met with the adoption of DSA and DMA. Several important questions related to the applicable legal regime and relevant EU legal framework for the operations of collaborative economy platforms remain unresolved. Among them, the most important is the question about responsibility for the quality of the service provided. It remains a case-by-case issue that is differently approached among various national legal orders (for example the obligation for the licensing of Uber drivers) and hence leads to the fragmentation of the Internal Market and level of protection of users in different Member States. At the same time, the application of the obligations from DMA, the initiative that might be of the biggest practical relevance, will be limited to two-three major collaborative economy platforms, but will not result in the trickling-down of regulatory standards and the emergence of spill-over effects is not a given. Hence, the potential of DSA and DMA to fill the legal vacuum identified before concerning the suitable framework for activities of the collaborative economy platforms in the Internal Market will not be fulfilled entirely54. The question remains with what impacts it could result on the users of these platforms and the implementation of the digital policy of the EU.

5. Transnational collaborative economy platforms and the EU digital policy

The collaborative economy constitutes an interesting example of an unfulfilled promise. Back in 2016, it was described by the Commission in the language of hope and anticipation of wider use of business models pursued by platforms in the EU:

 

The collaborative economy creates new opportunities for consumers and entrepreneurs. The Commission considers that it can therefore make an important contribution to jobs and growth in the European Union if encouraged and developed in a responsible manner. Driven by innovation, new business models have a significant potential to contribute to competitiveness and growth. The success of collaborative platforms are at times challenging for existing market operators and practices, but by enabling individual citizens to offer services, they also promote new employment opportunities, flexible working arrangements and new sources of income. For consumers, the collaborative economy can provide benefits through new services, an extended supply, and lower prices. It can also encourage more asset-sharing and more efficient use of resources, which can contribute to the EU’s sustainability agenda and to the transition to the circular economy.

 

However, after 7 years it could be difficult to argue that this hope materialised. In the literature it was observed that the collaborative economy ‘leads to a paradox, since for some researchers it is regarded as a response to the capitalist economy, viewed as an alternative to that, and on the other hand, other researchers regard it as part of the same system’55. This context of the role that collaborative economy and collaborative economy platforms could exercise in the Internal Market has been present to a limited extent in Collaborative Economy Communication56. However, the disruptive potential of innovation brought by the business models based on sharing and using rather than owning has been indeed regarded as one of the most promising aspects of the activity of collaborative economy platforms57. Unfortunately, the uncontrolled rise in popularity, dumping of quality and safety of services, negative impacts on the environment, and the need to protect justified public interest against the risk of exploitation increased the regulatory activity at the Member States and local level58. Therefore platforms have been very active and using various lobbying and ‘stalling’ strategies to prevent or influence the adoption of such regulations59.

To a large extent successfully – as the recent scandal showed, the collaborative economy platforms have been very efficient in lobbying among top policymakers and could favorably influence decision-making processes60. This might partially explain the lack of consistency in regulating the activity of collaborative economy platforms at the national level among Member States. To better understand this effect it might be also useful to refer to the concept of ‘transnational organisations’ – organisations that are of private origin, have an international scope of activities and economic power allowing them to engage at the political level on equal (or even sometimes prevailing) terms with the national states61. The EU in this context is envisaged as a public organisation of sufficient size and market power to provide effective remedies to the imbalance of powers between private and public and ensure a legal framework for the operations of such ‘transnational’ companies in the Internal Market62. The EU might in this respect use the leverage of market access to impose certain obligations and requirements and thus grant a higher level of protection for the rights of individuals than national states – this process leads also to closer integration within the EU itself63. The EU is also well positioned to increase accountability and transparency of operations of transnational private entities by imposing commitments to the EU standards, mandatory requirements, and legislation. It is a matter of policy and political choices regarding how vigilant the EU will be in exercising these capabilities and what would be the resulting political economy outcome.

This counter-balancing power of the EU, combined with its market and regulatory power called the ‘Brussels Effect’64, is, in particular, relevant for the digital policy65, in which the EU has established international standards for the protection of private data, Artificial Intelligence and recently intervened with the adoption of DSA and DMA to increase accountability of the operators of large online platforms66. Therefore the lack of an analogous proactive regulatory approach of the EU in the context of the collaborative economy platforms is meaningful and translates into a reduced level of protection of individuals concerning the collaborative economy platforms. It is simultaneously observed, that the EU adopted a more interventionist model towards digital policy in recent years67 which has also repercussions for the geopolitical ambitions of the EU and the context of EU-US strategic partnership and ‘coopetition’68. Therefore, the observed, fragmented, approach towards regulating the collaborative economy platforms is rather an exception than the rule in the context of the digital policy of the EU69. 

This exception causes several issues of policy and political economy nature. Firstly, as observed above, the lack of a suitable legal framework for the collaborative economy platforms at the EU level leads to the fragmentation of the level of protection and effective transfer of the regulation competencies at the national level. It follows mostly from the judgements of the Court in the cases of Association Elite Taxi and Airbnb Ireland. In the case of Uber activity and the ‘services in the field of transport,’ Member States maintain competencies to regulate access to the market, licensing, and other issues related to the business models of personal transport providers. In the case of accommodation services and the business model of Airbnb, the intermediation services of the platform have been classified as ‘information society service’ and thus subject to EU harmonisation by the eCommerce Directive. However, in Cali Apartments the Court indicated that the Member States can introduce certain limitations and obligations concerning the downstream services (accommodating), albeit in conformity with the Services Directive. Hence, the Member States (and local authorities) could introduce regulations70 affecting the business conditions for the collaborative economy platform (availability of assets, rotation of providers of services, authorisation requirements)71. Other collaborative economy platforms remained under the radar of the EU law. Arguably because of the more national or local scale of functioning of these platforms72.

This scaling-up potential of local, EU-based providers, is in particular interesting from the perspective of the EU policy. As laid out in the Collaborative Economy Communication, the economic benefits related to the development of these innovative business models should contribute to the competitiveness and growth of the EU. Hence, the fragmentation of the EU legislative frameworks might have dual implications for the potential of increasing the competitiveness of EU companies in the digital economy (and of double adversity). Firstly, it allows the market leaders of transnational scale and US origin – most notably Airbnb and Uber – to negotiate favorable conditions for their operations in the Member States of the EU and reap the benefits of the presence in the national markets and exploit any regulatory grey zones and lack of pre-existing framework for their disruptive innovations. On the other hand, local emerging platforms from the EU have more difficulties to scale-up their activities due to 27 different regulatory regimes that apply to their operations and making it more difficult to build a presence in the whole Internal Market and develop a strong consumer base allowing to compete with the US- and China-based providers of digital solutions. Different levels of protection of consumers, diverging quality standards, and different approaches to the employment status of collaborative services providers add to the negative consequences of maintaining uniform EU standards. Legal certainty is also negatively affected in these circumstances73. Hence, the rationale for legislation intervention at the EU level pertains74, to the effectiveness of the Internal Market for the services provided by the collaborative economy platforms is currently not ensured. This is therefore surprising to observe that the EU missed the opportunity while adopting DSA and DMA to improve this situation and remained reluctant to impose more tangible and tailored obligations towards collaborative economy platforms that would enable the EU to fulfill its policy objectives. General obligations resulting from DSA and DMA for the collaborative economy platforms might be not enough to make a substantial difference in respect of the achievement of these objectives and implementing suitable legal framework, fitted for uniform regulation of their activities in the Internal Market. Therefore, the regulation model of the EU towards collaborative economy platforms might be described as ‘non-interventionist’. And thus even might strengthen the deterioration of the distribution of economic power between the users and the biggest platforms that is described as ‘neoliberalism on steroids’75.

6. Conclusions

As presented in the introduction to this contribution, the Commission accurately diagnosed back in 2016 in the Collaborative Economy Communication the challenges related to the ambiguity and uncertainty related to the identification of applicable legal framework to the activities of the collaborative economy platforms. By doing so it awakened the hope to tackle these challenges with adequate policy and legal responses. However, as presented in Section 2, the challenges have been as basic, as identifying suitable legal definitions for the innovative and disruptive business models pursued in the Internal Market by collaborative economy platforms. In this context, DSA and DMA, two of the most recent legislation interventions in the sphere of digital policy did not provide sufficient clarity and direct criteria for the classification of activity of collaborative economy platforms as ‘intermediary services’ or ‘online intermediation services’. Nevertheless, as outlined in Section 3, the Court while applying EU law provisions (definitions from the Services Directive and eCommerce Directive) to the activities of the two most recognized collaborative economy platforms – Uber and Airbnb – adopted a proactive approach to mitigate the negative effects resulting from the lack of clarity in this respect. A legal framework could be established recently by including relevant obligations for collaborative economy platforms in DSA and DMA, however, they were neither singled out as the specific category for obligations, nor the essence of their business model has been the subject of new requirements or obligations resulting from these legal acts. Hence, the adverse impacts on the fragmentation of the Internal Market and insufficient level of safeguards for users interacting with transnational private organisations are provided. It might have negative consequences for the level of protection of users and differentiation between sectors, national borders, or the size of the platform. At the same time, it might impede the emergence of scaling-up opportunities for platforms developing in the EU. Hence, the rationale for legislation intervention has been reinforced and the result of the analysis conducted in this contribution indicates that the approach of the EU remains non-interventionist. The end result also shows that the original challenges and main issues mentioned in the Collaborative Economy Communication have not been effectively addressed by the EU legislation and therefore the policy objectives of the EU – strengthening the confidence of users, enabling a higher level of legal certainty and avoiding fragmentation in the Internal Market – remain unfulfilled.
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Abstract

The Directive (EU) 2019/770 expressly regulated, for the first time, contracts where the trader supplies digital content or a digital service and the consumer does not pay a price but provides personal data. It was implemented in Italy with the Legislative Decree No. 173/2021, which amended the Consumer Code, by introducing the Chapter I-bis. However, although the Directive and, consequently, the Italian Consumer Code recognize the possibility – and therefore the lawfulness – for personal data to be exchanged for a service, they expressly exclude that personal data can be considered a commodity, comparable to a price, creating serious doubts as to their nature and the qualification of their provision. In addition, the Directive extends its scope of application to contracts for the exchange of digital services and personal data, thus generally extending the scope of consumer protection law to this relationship, but without making any coordination between the different rules, and this is particularly evident and problematic in relation to pre-contractual information and unfair commercial practices. The same can be said for Union law on the protection of personal data, expressly referred to in the Directive, which, however, leaves out the regulation of relevant issues, such as the conditions of lawfulness of processing, whether consent coincides with contractual consent and is compatible with data protection law, and what happens if it is withdrawn. By examining Directive (EU) 2019/770, the Italian Consumer Code, European consumer and data protection law, as well as the opinions of the European Data Protection Supervisor and the Italian Competition Authority, legal scholars and case law, the paper aims to address whether personal data can be considered as the payment for a service and under what conditions their processing can be considered lawful.
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1. The adoption in Italy of Directive (EU) 2019/770, the first European regulation on contracts having as consideration the providing of personal data

As part of the Digital Single Market Strategy for Europe,1 following a complicated legislative process,2 Directive (EU) 2019/770 on certain aspects concerning contracts for the supply of digital content and digital services (hereinafter, DCD, Digital Content Directive) was published on 22 May 2019.3 Member States should have transposed its content by 1 July 2021.4 In Italy, however, the law delegating authority to the Government to transpose the DCD was approved on 22 April 20215 and finally implemented in November of the same year.6 The implementation of the DCD in Italy resulted in the introduction of Chapter I-bis, entitled ‘Of contracts for the supply of digital content and digital services’, into the Italian Consumer Code (hereinafter, CC, Consumer Code),7 consisting of arts 135-octies to 135-viciester, which took effect on 1 January 2022 and applies to supplies of digital content or digital services occurring on or after that date.8

Among the most relevant innovations of the DCD is certainly the first explicit recognition in a European law of contracts in which, in exchange for the supply of a digital content or service, the consumer provides personal data. This contractual model, indeed, is now used in various forms and with increasing intensity on the market: to mention the best known, contracts for the use of search engines or social networks fall within this model, where the service provided is apparently free of charge or, at least, is presented as such.9 

The personal data collected in this way are then used for various purposes, including profiling users in order to produce targeted advertisements or to offer goods and services in line with individual tastes. In particular, these data enable companies to obtain highly detailed knowledge of the needs and preferences of individual consumers that can be used to achieve a high degree of customisation of the products and services offered, which is particularly relevant for online advertising and e-commerce.10 Hence the enormous relevance of Big Data,11 defined in the scientific literature through the ‘4 Vs’: the volume of data collected, the variety of sources, the velocity with which data analysis can take place and the veracity of the data that could (presumably) be achieved through the analytical process12 or, alternatively, the value that the data assume when analysed.13 But at the same time, new risks arise in terms of competition, protection of personal data and information pluralism.

Therefore, in the light of the increasing popularity of contracts in which the counter-performance consists of personal data – and the resulting risks – one cannot but look favourably on the first attempt to regulate this contractual scheme.

More specifically, the DCD applies to two contractual models of supply,14 namely, any contract where the trader supplies a digital content or a digital service and the consumer pays a price and where the trader supplies a digital content or a digital service and the consumer provides personal data, except where the personal data provided are processed exclusively for the purpose of supplying the digital content or the digital service or for allowing the trader to comply with legal requirements to which the trader is subject.15 

For the second type of contract, it is stipulated that European data protection law applies and that, notably, in the event of a conflict between DCD and data protection laws, the latter will prevail.16

As a general rule, the Directive regulates only certain aspects of contracts for the supply of digital content or digital services concluded between a consumer and a trader, including the conformity of the digital content or digital service with the contract, remedies in the event of a lack of such conformity or a failure to supply and the modalities for the exercise of those remedies, as well as on the modification of digital content or a digital service.17 It does not, therefore, affect the law of the Member States concerning matters not expressly regulated: in Italy, pursuant to art 135-viciester CC, the contracts in question are subject to the provisions of the Italian Civil Code on the formation, validity and effectiveness of contracts, including the consequences of the termination of the contract and the right to compensation for damages.

In order to conform with the contract, the digital content or digital service must meet certain subjective18 and objective19 requirements, and the trader is obliged to keep the consumer informed of available updates necessary to maintain the conformity of the digital content or digital service.20

The trader is liable for failure to supply the content or service, as well as for any lack of conformity that becomes apparent within two years from the time of supply.21 In both cases, the burden of proof is, as a rule, on the trader.22 In the event of failure to supply, the consumer, after having invited the trader to supply the digital content or digital service, if the latter again fails to supply it, has the right to terminate the contract.23 In the event of a lack of conformity, the consumer is entitled, first, to have the digital content or the digital service brought into conformity; second, he is entitled to a reduction in the price, proportional to the reduction in value, or to termination of the contract if: a) the remedy to bring the digital content or digital service into conformity is impossible or disproportionate; b) the trader has not restored the conformity within a reasonable time; c) a lack of conformity becomes apparent despite the trader’s attempt to bring the digital content or digital service into conformity; d) the lack of conformity is so serious as to justify an immediate  price reduction or termination of the contract; e) it appears that the trader will not bring the digital content or digital service into conformity within a reasonable time or without significant inconvenience to the consumer. With the clarification that the right to a price reduction only applies if the digital content or service is provided in exchange for the payment of a price – thus, not in exchange for personal data – and that, in this case, the consumer has no right to terminate the contract if the lack of conformity is minor.24

In the event of termination of the contract, the trader is obliged to reimburse the consumer for all sums paid in performance of the contract and to comply with the obligations arising from Regulation (EU) 2016/67925 (hereinafter, GDPR, General Data Protection Regulation).26 Reimbursements due to price reduction or termination of the contract shall be carried out within fourteen days, using the same means of payment used by the consumer to pay, unless the consumer expressly consents to the use of another means.27

Lastly, it should be noted that the Italian legislator, in implementing the DCD, has reproduced its provisions almost literally.

2. Critical aspects of the DCD in relation to contracts of exchange between digital content or services and personal data

A brief exposition of the elements of the new discipline that are relevant to the ‘digital content/services versus personal data’ negotiation scheme highlights some of its many critical aspects.

Starting with the nature of personal data and the qualification of their provision. Indeed, the DCD (and, consequently, the Consumer Code) distinguishes between contracts where the trader supplies or undertakes to supply, a digital content or a digital service to the consumer and the consumer pays, or undertakes to pay, a price, and where the trader supplies, or undertakes to supply, digital content or a digital service to the consumer and the consumer provides, or undertakes to provide, personal data to the trader,28 expressly excluding that personal data can be considered a commodity, comparable to a price.29 Thus, the legislator poses the problem of the qualification of the act of provision of personal data – and, even before that, that of their nature – but does not solve it.30

In addition, the DCD extends its scope of application to contracts for the exchange of digital content/services and personal data, thus generally extending the scope of consumer protection law to those involved in the relationships under consideration, defining, in fact, ‘consumer’ as ‘any natural person who, in relation to contracts covered by this Directive, is acting for purposes which are outside that person’s trade, business, craft, or profession’.31 But having defined data subjects as consumers and having expressly referred to certain consumer protection regulations does not solve the problems of coordination between them and contracts in which, in exchange for the supply of a digital content or service, the consumer provides personal data.

Similarly, the DCD expressly provides the applicability – actually, the prevalence – of the Union law on the protection of personal data and, in particular, of the GDPR to any personal data processed in connection with contracts falling within its scope,32 without making any coordination between the various rules. Yet, certain provisions of the GDPR do not seem to fit well with the contracts under consideration, as well as with the DCD and the consumer protection laws.

3. Nature of personal data in the light of the opinions of the European Data Protection Supervisor and the Italian Competition Authority, legal scholars and case law

First of all, it is necessary to address the question of the nature of personal data, which logically precedes all other issues.

The Italian academic debate sees two opposing approaches: one is protective, aimed at limiting the data market, in order to protect the individual and his identity; the other is liberalist, aimed at liberalising the circulation of data, considered ‘goods’ with exchange value.33 The first approach, traditionally accepted by scholars in this field,34 emphasises the non-pecuniary and non-transferable nature of personality rights, excluding the possibility of transferring personal data.35 In fact, personality rights have historically been characterised as inalienable, non-transferable, irretrievable and imprescriptible.36 The second approach, which has spread in more recent times and prevails today,37 assimilates personal data to assets in the legal sense, susceptible to being the subject of contractual provisions.38

The DCD, as mentioned above, has not solved the problem. On the contrary, it has complicated it, having legalised the contractual scheme under consideration, but having, at the same time, excluded the reciprocal nexus between personal data and digital content/service.

It should be noted, however, that the text of the directive initially proposed by the Commission treated these contracts differently.39 Indeed, recital n 13 stated that ‘In the digital economy, information about individuals is often and increasingly seen by market participants as having a value comparable to money. Digital content is often supplied not in exchange for a price but against counter-performance other than money ie by giving access to personal data or other data. Those specific business models apply in different forms in a considerable part of the market. Introducing a differentiation depending on the nature of the counter-performance would discriminate between different business models; it would provide an unjustified incentive for businesses to move towards offering digital content against data. A level playing field should be ensured’. Consequently, art 3 identified the scope of application of the DCD in ‘any contract where the supplier supplies digital content to the consumer or undertakes to do so and, in exchange, a price is to be paid or the consumer actively provides counter-performance other than money in the form of personal data or any other data’.

The reasons for the drastic change of course are to be found in the opinion of the European Data Protection Supervisor on the proposed directive, adopted on 14 March 2017,40 which, while welcoming the initiative to protect consumers who do not pay a monetary price, emphasises that ‘fundamental rights such as the right to the protection of personal data cannot be reduced to simple consumer interests, and personal data cannot be considered as a mere commodity’. Coherently, therefore, with the protective approach.

The Italian Competition Authority (hereinafter, AGCM, Autorità Garante della Concorrenza e del Mercato), on the contrary, takes a different view. In the proceedings initiated against WhatsApp Inc. for the alleged unfairness of certain clauses in the contractual model submitted for acceptance by consumers wishing to use the WhatsApp Messenger application, it stated that ‘for the purposes of classifying the relationship established between WhatsApp and the consumer as contractual and of assessing the unfairness of the relevant clauses […], it is of no significance that the services are provided without monetary consideration’, because, ‘personal data, consumer preferences and other user generated content, have a “de facto” economic value and are being sold to third parties’, as argued by the European Commission in the document containing guidelines for the implementation of the Unfair Commercial Practices Directive.41

The AGCM expressed the same opinion in a case against Facebook, in which it found that: on the one hand, the companies Facebook Inc. and Facebook Ireland Ltd. did not adequately and immediately inform consumers, during the account activation phase, of the activity of collecting, with commercial intent, their data, inducing them to register on the platform, also emphasising the gratuity of the service; on the other hand, they exercised undue influence on registered consumers, who suffer, without express and prior consent, the transmission and use by Facebook and third parties, for commercial purposes, of their data.42 This gave rise to two separate unfair commercial practices, respectively, misleading, under arts 21 and 22 CC, and aggressive, under arts 24 and 25 CC.43 In particular, the AGCM justified the existence of a consumer relationship between Facebook and its users, and, therefore, the applicability of the Consumer Code, in consideration of the nature of non-pecuniary counter-performance of users’ data. Which was confirmed in the Facebook/Whatsapp case by the Commission, where, in examining the competition profiles of Facebook’s acquisition of WhatsApp, it stated that ‘the vast majority of social networking services are provided free of monetary charges. They can however be monetized through other means, such as advertising or charges for premium services’.44

The decision was challenged before the Regional Administrative Tribunal (hereinafter, TAR, Tribunale Amministrativo Regionale) of Lazio by both Facebook Ireland and Facebook Inc., inter alia, on the grounds of absolute lack of attribution by the AGCM, since: (a) it would not be a commercial practice in the absence of pecuniary consideration and (b) the discipline to be applied would be exclusively privacy legislation on the basis of the principle of speciality set out in art 3(4) of the Unfair Commercial Practices Directive.45 However, according to the TAR, which upheld in part both appeals by annulling the decision of the AGCM in relation to the second contested practice, ‘this approach suffers from a biased view of the potentialities inherent in the exploitation of personal data, which may also constitute an “asset” available in a contractual sense, susceptible to economic exploitation and, therefore, capable of assuming the function of “counter-performance” in the technical sense of a contract. In addition to the protection of personal data as the expression of an individual’s personality right, and thus subject to specific and unwaivable forms of protection, such as the right to withdraw consent, access, rectification, and to be forgotten, there is also a different field of protection of the data concerned, considered as the possible object of a trade, both between market operators and between the latter and the interested parties. The phenomenon of the “patrimonialisation” of personal data, typical of the new digital markets economies, requires operators to comply, in the relevant commercial transactions, with those obligations of clarity, completeness and non-misleading nature of the information laid down by the legislation for the protection of the consumer, who must be informed of the exchange of services that underlies the signing of a contract for the use of a service, such as using a social network’.46 Therefore, the provisions of the GDPR and those on consumer protection ‘stand in terms of complementarity’.47 

The TAR qualifies personal data as ‘possible object of a trade’, thus, exchanged with an onerous contract – a purchase contract48 – with corresponding obligations, as confirmed by art 3(1) DCD, where it is stated that personal data provided must not be ‘exclusively processed by the trader for the purpose of supplying the digital content or digital service’. The Tribunal, therefore, identifies the right that an individual has over his or her personal data as a proprietary right that, as such, is transferred to the other party in exchange for the provision of a service.49

The two TAR judgments were challenged before the Consiglio di Stato (Council of State), which rejected them, stating that ‘the reproach addressed to the trader would consist in not having informed the user, who in this case is technically transformed into a “consumer”, when he makes his data available in order to be able to use for free the services offered by the FB companies, prior to this operation, in whose context the user continues to believe that the attainment of the advantages connected with access to the platform is free of charge, not being able, therefore, to recognise and realise that in return for the advantage an automatic profiling for commercial use takes place, which is not clearly and immediately indicated, at the time of the first access, as an inevitable consequence of providing data’: social networks, then, although they are presented as free, ‘clearly, they are not that free, ending up representing the “consideration” of making an individual user’s personal data available for commercial purposes’.50

In other words, according to the Consiglio di Stato, it is not the personal data that is exchanged to access the service, but only its ‘making available’, the possibility of using it.51 But, in any case, both administrative courts recognise the counter-performance nature of personal data, while distinguishing the type of transfer contract.

The Corte di Cassazione (Court of Cassation), the Italian court of last resort, also dealt with contracts for the exchange of services and personal data, in relation to a newsletter service, where, in order to access it, consent for the processing of personal data was required, which would be used not only for the supply of the service, but also for sending promotional communications and commercial information by third parties. The decision relates to the conditions of freedom and specificity of the data subject’s consent, but, indirectly, for the first time,52 also recognises the category of contracts under consideration: ‘the legal system does not prohibit the exchange of personal data, but nevertheless requires that such an exchange must be the result of a full and in no way coerced consent’.53 The Corte di Cassazione, therefore, although not directly ruling on the nature of personal data, acknowledged, to some extent, their nature as counter-performance.

In any case, European data protection law itself argues in favour of the patrimonial nature of personal data. Even the Directive 46/95/EC, in its first recitals, identified the free flow of personal data as necessary for the establishment and functioning of the internal market, in which the free movement of goods, persons, services and capital is ensured.54 Furthermore, the article on the object of the directive expressly provided that Member States shall neither restrict nor prohibit the free flow of personal data between Member States for reasons connected with the protection of fundamental rights and freedoms of natural persons and in particular their right to privacy with respect to the processing of personal data.55 

Yet, among the objectives of the Italian law transposing the directive there was no reference to guaranteeing the free movement of personal data.56 And also the so-called Italian Privacy Code,57 which repealed the previous law implementing the directive, while providing for the free and non-restrictable circulation of personal data, placed the relevant provision outside the purpose of the law.58 Probably because Italian legal scholars have long understood personal data in the sole sense of absolute subjective rights.59

The contractual approach is much more evident in the GDPR, already in art 1: ‘(1) This Regulation lays down rules relating to the protection of natural persons with regard to the processing of personal data and rules relating to the free movement of personal data. (2) This Regulation protects fundamental rights and freedoms of natural persons and in particular their right to the protection of personal data. (3) The free movement of personal data within the Union shall be neither restricted nor prohibited for reasons connected with the protection of natural persons with regard to the processing of personal data’. According to some, in fact, this provision puts the personalist approach – concerning the protection of natural persons with regard to the processing of personal data – and the market approach – concerning the free movement of personal data – on an equal footing60 and, according to others, the second approach would even prevail over the first, since the third paragraph of the provision changes the order of terms, placing the circulation of data in a superordinate position.61

Besides, the legal bases of the data subject consent62 and of the processing necessity for the performance of a contract63 seem to confirm the contractual nature of the processing of personal data.64 The same is true for the right to data portability and, in particular, for the provision that, where the processing is based on consent or contract and is carried out by automated means, the data subject shall have the right to have his or her personal data transmitted directly from one controller to another, where technically feasible:65 such a claim can only fall within the concept of obligation, requiring the data controller to perform in satisfaction of an interest of the data subject, in addition, only in relations based on consent or contract and, therefore, interindividual.66

In the light of the reconstruction carried out on the basis of European data protection legislation, as well as Italian case law and legal scholars, the dual nature of personal data cannot be denied: on the one hand, personal data as the expression of a personality right and, on the other, as the counter-performance of the supply of a service, which therefore cannot be said to be free of charge. Besides, recognising the patrimonial nature of personal data and classifying the contracts with which they are exchanged as onerous contracts enables the natural person to understand how access to certain services is not without consequences,67 while also protecting him as a consumer.

Still, as mentioned above, the DCD stands in contrast to this picture. Nevertheless, the fact that the DCD does not qualify as contracts those relations in which personal data are provided in exchange for a service, denying their nature as commodities, does not imply that such transactions cannot be qualified as synallagmatic contracts.68 Indeed, not only does the description of the economic transaction confirm the possibility of considering the providing of personal information as a contractual service,69 but, above all, it is a purely nominalistic matter, since the rules governing these relations are the same as those governing contracts in which a monetary consideration is envisaged.70 In any case, it is undeniable that this dichotomy creates serious problems of interpretation and, above all, application, which can only be solved by the European legislator.

One point still remains to be clarified, however: whether it is the personal data that are transferred with the contract or is it rather a transfer of the enjoyment of them, although most commentators seem to rule out the configurability of a contract of sale, as the data subject does not lose control over his or her personal data, which, in fact, he or she may also make available to other controllers.71 This will lead to the qualification of this contract and its legal consequences, which, as said, are left to the Member States. 

But apart from that, three levels of protection now apply to the contracts under examination: consumer protection – applied, in fact, by the AGCM, TAR and Consiglio di Stato in relation to unfair commercial practices –, data protection – expressly referred to in the DCD – and contractual protection.72

4. Coordination problems with consumer protection law: pre-contractual information and unfair commercial practices

The DCD recognises that the data subject whose data are processed in a contract for the provision of a digital content or service is considered a consumer. A consumer to whom, therefore, consumer protection law shall generally apply. Yet, the directive does not coordinate its content with consumer protection legislation, which is particularly evident and problematic in relation to pre-contractual information and unfair commercial practices.

Starting with pre-contractual information, recital n 42 DCD states that: ‘The digital content or digital service should comply with the requirements agreed between the trader and the consumer in the contract. […] The requirements of the contract should include those resulting from the pre-contractual information which, in accordance with Directive 2011/83/EU, forms an integral part of the contract […]’. Thus, under the DCD, the requirements for contracts governed by it also include the pre-contractual information set out in the Directive 2011/83/EU,73 transposed in Italy in the CC.74 

In particular, if the relationships under consideration were to be considered contracts, as we have argued so far, they would fall within the definitions of ‘service contract’, that is any contract other than a sales contract under which the trader supplies a service to the consumer and the consumer pays the price,75 and of ‘distance contract’, that is any contract concluded between the trader and the consumer under an organised distance sales or service-provision scheme without the simultaneous physical presence of the trader and the consumer, with the exclusive use of one or more means of distance communication up to and including the time at which the contract is concluded.76 

For these types of contracts, the Directive provides that, before the consumer is bound by a distance contract or any corresponding offer, the trader shall inform the consumer in a clear and comprehensible manner of the total price of the goods or services.77 Furthermore, if the distance contract to be concluded by electronic means places the consumer under an obligation to pay, the trader shall make the consumer aware in a clear and prominent manner, and directly before the consumer places his order, of the total price and the trader shall ensure that the consumer, when placing his order, explicitly acknowledges that the order implies an obligation to pay. Otherwise, the consumer shall not be bound by the contract or order.78

However, the Directive does not provide any definition of ‘price’ or ‘payment’. Some suggest, also in the light of the DCD, that these concepts should be interpreted in an evolutionary way, not limiting them to obligations involving the transfer of money, but encompassing all services having economic value, including those involving the exchange of personal data: after all, the Italian Civil Code uses the terms ‘payment’ and ‘performance’ indistinctly. It would follow that whenever a trader presented a service as free of charge, neither the contract for the supply of digital services nor the order issued by the consumer would be binding.79

With regard to unfair commercial practices, the Directive 2005/29/EC and the CC state that a commercial practice shall be regarded as misleading if it contains false information, deceives or is likely to deceive the average consumer or omits material information, also in relation to the price to be paid, causing him to take a transactional decision that he would not have taken otherwise.80 Therefore, offering a contract for free, which, in reality, is for consideration, as it implies the providing of personal data, constitutes a misleading unfair commercial practice, having induced consumers to take a commercial decision they would not otherwise have taken, namely to register on the social network, via website or app, and to remain in it, as found by the AGCM, TAR and Consiglio di Stato.81

Part of the legal scholars also believe that if an unfair commercial practice is found to exist, consumers are entitled to compensation for the resulting pecuniary loss and may also file a class action.82

The dangerous impact that considering the exchange of services and personal data as an onerous contract could have is, hence, evident. Nevertheless, the path taken by Italian legal scholars and case law seems to be moving in this direction, thus making it difficult to reconcile the already existing consumer discipline with these contracts and leaving major interpretative and applicative doubts unresolved.

5. Coordination problems with GDPR: nature, freedom and withdrawal of consent and conformity requirements

The problem of coordination between the DCD and other legislation does not only concern consumer law, but also and above all data protection law. And, in particular, the GDPR, which the European legislator merely referred to, although some issues would have deserved clarification.

First of all, it is not specified what are the conditions of lawfulness on which the processing under the contract in question can be based, however this can be deduced from the DCD. Indeed, as mentioned before, the DCD applies where the trader supplies digital content or service and the consumer provides personal data, ‘except where the personal data provided by the consumer are exclusively processed by the trader for the purpose of supplying the digital content or digital service in accordance with this Directive or for allowing the trader to comply with legal requirements to which the trader is subject, and the trader does not process those data for any other purpose’.83 The last two exceptions evidently refer to the hypotheses provided for in letters b) and c) of art 6(1) GDPR, ie where the processing of personal data is necessary for the performance of a contract to which the data subject is party or for compliance with a legal obligation to which the controller is subject. Thus, the only legal basis that seems to be able to justify such processing is consent84. But it is unclear whether consent coincides with contractual consent, whether it is compatible with data protection law, and what happens if consent is withdrawn.

The first problem relates to the nature of the consent to the processing of personal data – which is closely related to the issue of the qualification of personal data discussed above –: Italian legal theory is divided between those who attribute to it a contractual nature and those who qualify it as a legal act, comparable to a justification or an authorisation.85 According to the former, consent constitutes the expression of will with regard to the circulation of personal data.86 According to one part of the latter, the processing of personal data is per se unlawful and the consent of the data subject excludes unlawfulness;87 according to the other part, on the contrary, the processing is per se lawful and the consent intervenes just to remove a limitation that the law places on the power of the data controller.88

In the aforementioned judgment, the Corte di Cassazione stated that it is ‘to be excluded that the consent considered by this provision [ie, art 23 of the Italian Privacy Code89] is simply the same consent in general required for contractual purposes’:90 part of the scholars has, therefore, deemed it necessary to have a double consent, one for the conclusion of the contract and one for the processing of personal data.91 However, a large part of the scholars remains convinced of the opposite theory, due in part to the judgments of the TAR and the Consiglio di Stato, which, by recognising the contractual nature of personal data or, at least, of their provision, lead to reconstructing consent in contractual terms. The debate, therefore, still remains open.

In any case, even assuming that consent for contracts involving the exchange of personal data is unique, such consent should comply with the GDPR, according to which ‘“consent” of the data subject means any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her’.92 It is precisely the requirement of freedom of consent that could create problems in relation to the contracts under consideration, in respect of which the GDPR provides additional guidance, stating that ‘when assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, the performance of a contract, including the provision of a service, is conditional on consent to the processing of personal data that is not necessary for the performance of that contract’.93

It is, therefore, not forbidden to make the performance of a contract conditional on the provision of consent to the processing of data, although this circumstance must be taken into utmost account. This article has been interpreted by the European Data Protection Authorities, with reference precisely to those situations of ‘“tying” the provision of a contract or a service to a request for consent to process personal data that are not necessary for the performance of that contract or service’.94 And, although the article is not construed in an absolute manner, they argued that ‘there might be very limited space for cases where this conditionality would not render the consent invalid’.95

More specifically, to make this assessment, according, first, to the Article 29 Working Party and, then, to the European Data Protection Board (EDPB), consideration must be given to the fact that ‘the element “free” implies real choice and control for data subjects’:96 the reality of the choice depends on the possibility for the data subject to access the service even without giving consent and, thus, presupposes that the provider offers two versions of the same service, one conditional on consent and the other one not. Moreover, ‘both services need to be genuinely equivalent’.97  

In any case, they exclude the freedom of consent ‘if a controller argues that a choice exists between its service that includes consenting to the use of personal data for additional purposes on the one hand, and an equivalent service offered by a different controller on the other hand’:98 in such a scenario, freedom of choice would depend on other market participants and on subjective judgements of equivalence, while obliging data controllers to monitor the market to ensure the continued validity of consent in case a competitor changes its service.

Accepting this interpretation would end up considering the consent as invalid and, therefore, the processing provided for the large and growing number of tying contracts as unlawful. However, both Italian case law and academia deviate from this view.

When it comes to case law, it suffices to cite the administrative judgments on unfair commercial practices: while recognising profiles of unlawfulness within tying operations, their validity was indirectly recognised. In addition, the Corte di Cassazione, in the aforementioned judgment, also showed a favorable view, stating that, when assessing whether consent is freely given, ‘conditioning cannot always and in any case be taken for granted and should instead be deemed to exist the more the service offered by the provider of the Internet site is at once non-fungible and indispensable for the data subject’,99 where ‘non-fungible’ refers to the possibility of access to similar services and ‘indispensable’ to the importance of the service for the user.

As for the academia, it was first noted that the validity of consent is to be assessed at the time it is given, so it is irrelevant that the service provided by another market participant changes, also because the data subject could withdraw it in any case. Moreover, there is no reason to consider the requirement of equivalence between different services as subjective, adopting an objective notion of equivalence linked to their characteristics. Thus, consent given against an alternative, provided by the same or other operators, is considered free, in line with the Corte di Cassazione’s ruling.100

However, it has been pointed out that, if a service is fungible, it is, as such, also renounceable, but the same cannot be said for a non-fungible service. The Facebook example is emblematic: the service offered by Facebook is probably non-fungible, as there are no real equivalents on the market, but it cannot be called essential and indispensable. It seems, however, preferable to reserve the qualification of renounceable only for the most futile cases and to consider that non-fungible services are also indispensable.101

The distinctiveness of consent to data processing lies not only in the specific validity requirement mentioned above, but also in the provision for its revocability: on the one hand, the right to withdraw consent presents significant coordination problems with Directive 2011/83/EU in relation to the exceptions to the right of withdrawal from a distance contract, and, on the other hand, it raises several doubts in relation to restitution obligations or reimbursements.	

In the first place, under the GDPR, the data subject shall have the right to withdraw his or her consent at any time: this in unwaivable right.102 But, at the same time, the Directive 2011/83/EU and the CC provides that the right of withdrawal for distance contracts – which, as noted above, includes the contracts under consideration – is excluded with respect to contracts for the supply of digital content which is not supplied on a tangible medium, if the performance has begun with the consumer’s prior express consent and his acknowledgment that he thereby loses his right of withdrawal.103 This was intended to prevent the consumer from abusing the right of withdrawal by exercising it and demanding the return of the service received, after obtaining and storing the digital content. However, this exception to the right of withdrawal from a distance contract will not be applicable if the counter-performance consists of personal data, since such a waiver would be incompatible with the GDPR: this inapplicability is likely to create unequal treatment between payment by means of a sum of money and payment by means of personal data.104

In the second place, where the right of withdrawal is exercised, the right to regulate its consequences is left, as mentioned above, to the Member States. Which poses, first of all, coordination problems between States, in a context where digital content or service providers operate globally, without geographic boundaries. The major problem, however, concern the qualification of the contracts under consideration – which, as has been amply exposed, is far from being resolved –, so that the rules relating to that particular type of contract can be applied. But in any event, even if the contracts under consideration were recognised as belonging to a certain type, that type would certainly not have provisions that take account of their peculiarities, constituting a unicum in the contracts expressly regulated today. And, furthermore, should the termination of the contract result, according to the law of a Member State, in the full restitution of the services performed and, therefore, in the restitution of the personal data as well, it is difficult to imagine how this could be achieved. Indeed, by the time the data subject withdraws consent to processing, the person who received them, the trader, will already have made a financial profit and, as a consequence of their further disposal, will also, usually, have already lost track of them. In this regard, it has also been pointed out that monetary compensation in such a case may be difficult to quantify.105

Finally, another coordination issue between the GDPR and the DCD concerns the conformity requirements of the latter. In this respect, in fact, there is a discrepancy between the recitals – where it is provided that ‘facts leading to a lack of compliance with requirements provided for by Regulation (EU) 2016/679, including core principles such as the requirements for data minimisation, data protection by design and data protection by default, may, depending on the circumstances of the case, also be considered to constitute a lack of conformity of the digital content or digital service with subjective or objective requirements for conformity provided for in this Directive’106 – and the articles of the DCD – where there is no reference to compliance of the content or service with the GDPR. 

Despite this, it is argued that GDPR compliance requirements are included in the objective requirements for conformity of art 8 DCD, according to which the digital content or digital service shall ‘be fit for the purposes for which digital content or digital services of the same type would normally be used, taking into account, where applicable, any existing Union and national law, technical standards or, in the absence of such technical standards, applicable sector-specific industry codes of conduct’ and shall ‘possess the qualities and performance features, including in relation to functionality, compatibility, accessibility, continuity and security, normal for digital content or digital services of the same type and which the consumer may reasonably expect, given the nature of the digital content or digital service’.107 

The reference to average quality standards, in fact, can only refer also to those imposed by the GDPR, given the oft-mentioned provision of the prevalence of the data protection law over the DCD,108 as well as the provision according to which in the event of termination of the contract the trader shall comply with the obligations applicable under the GDPR:109 it would be contradictory not to give the consumer contractual remedies when the GDPR rules are violated.110

However, this is an issue that, like the previous ones, would have deserved a clarifying intervention by the legislator and not a generic reference to the GDPR.

6. Findings

An attempt has been made, here, to reconstruct (part of) the debate created around the figure of contracts for the exchange of digital content or services and personal data. Debate still characterized by great ferment and difference of views, not reconciled and, indeed, further distanced by the DCD.

The purpose of this paper, in fact, was to retrace the critical issues generated by having recognised these contracts in a European legislative text, without claiming to find a solution, but in order to show how having expressly differentiated them from contracts in which a price is paid in money has created more problems than it has solved.

Above all, because, although there is no express qualification of personal data and of the contracts under which they are put into circulation, it is now undisputed that three levels of protection apply to them: consumer protection, personal data protection and contractual protection. And each of these sets of provisions is not only unsuitable for these contracts, but it is not even clear how it applies. With the risk, moreover, that each level continues to be regulated independently of the others and, above all, without provisions appropriate to the contracts under consideration: bringing forward all three levels separately would create insurmountable coordination problems.

While it is true that an express recognition of this contractual scheme in European legislation is an important achievement, it is also true that the legislator has not fully achieved the objectives it set with the first recitals of the DCD: ‘consumers should benefit from harmonised rights for the supply of digital content and digital services that provide a high level of protection. They should have clear mandatory rights when they receive or access digital content or digital services from anywhere in the Union. Having such rights should increase their confidence in acquiring digital content or digital services. It should also contribute to reducing the detriment consumers currently suffer, since there would be a set of clear rights that will enable them to address problems they face with digital content or digital services’.111

Yet, it cannot yet be said to exist a ‘a set of clear rights’ enabling consumers to address problems they encounter with digital content or digital services obtained in exchange for their personal data. Some significant examples have been given so far.

We can only hope that the legislator will again intervene on the issue, removing the ‘the major obstacles to the development of cross-border e-commerce in the Union [...]. Ensuring better access for consumers to digital content and digital services, and making it easier for businesses to supply digital content and digital services, can contribute to boosting the Union’s digital economy and stimulating overall growth’.112
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1. Introduction

The general meetings of joint stock companies are mandatory and a platform established by law for shareholders, directors and other stakeholders in these companies to make decisions, share information and opinions to move the company forward. These meetings of joint stock companies were also affected from COVID-19 outbreak measures. Within this framework, the general meetings of joint stock companies planned to be held during the pandemic have been postponed or held electronically within the scope of these measures.1 In this study, it is discussed whether the holding of joint stock company general meetings electronically can be considered as a permanent solution in extraordinary circumstances such as pandemic that may occur in the future.

2. The usage of electronic platforms in general meetings

2.1. Advantages

Developments in technology have made it inevitable for the commercial life to keep pace with these advances. As a result of this, electronic platforms, which can be described as an alternative to classical shopping and marketing methods, have emerged with the possibility of electronic e-commerce. Technological developments have also affected corporate law, and it has been discussed whether the general meetings of joint stock companies should be held electronically. As a result of these discussions, general meetings started to be held electronically in various States, especially Delaware (in 2000),2 and this was followed by EU countries with the effect of Directive 2007/36/EC.3 The reasons for pushing countries to hold general meetings electronically are various. One of the most important of these reasons is that if the shareholders are required to physically attend the general meetings, they will not be able to play an effective role in the decision-making mechanism of the company due to the extremely low attendance and as a result, the possible power gaps in the company.4 

The power gap is caused by the fact that shareholders, who have very little opportunity to influence the management of the company since the ratio of their shares to the capital is very low, do not want to participate in the management, expect only to gain profit from the investment and thus alienate themselves from the company.5 Indeed, since the non-attendance of the shareholders to the general meetings may cause them not to have an idea about the activities of the company, as well as not being able to express their opinions, criticise and vote, it is obvious that this situation will adversely affect the functioning of the company.6 By holding the meetings electronically, it is aimed to eliminate the expenses such as travelling and accommodation that shareholders will incur in order to attend the meeting and to prevent them from not attending the general meetings due to the time they will lose or because they are unaware of the meeting, and thus to ensure effective participation by establishing shareholder democracy.7

Since the electronic participation to the general meetings will reduce the loss of time and enable shareholders to communicate with each other without requiring much expense, the attendance to these meetings will be extremely high.8 In this way, communication between shareholders will increase, and shareholders will be informed about the progress of the company by reviewing annual reports and meeting documents.9 In addition, since it is the duty of the general assembly to appoint and dismiss managers, by ensuring the effective participation of shareholders in the decision-making process, managers, who may be dismissed at any time, will play an active role in increasing the value of the company in the macro sense by managing the company better with this concern.10 One of the important contributions of electronic attendance to the general meetings is that it enables these meetings to be held in extraordinary periods such as pandemics, when it is not possible for shareholders to physically attend, and thus enables the company to continue its operations.

2.2. Disadvantages 

It should be noted that there are some disadvantages as well as advantages of electronic participation in the general meetings. The biggest problem arising from the electronic participation in the general meetings arises from the fact that the shareholders cannot meet face to face. That is to say, shareholders who are not physically meet are deprived of the opportunity to influence each other with their opinions, gestures and mimics and gain favour by participating in the general meetings electronically.11 Physical communication will be replaced by communication through computers, which will lead to the replacement of human relations with technology and a decrease in communication between individuals. In addition, although the shareholders who attend the general meeting electronically may have the opportunity to follow the meeting via technical means, they may also experience a trust problem towards the company with the belief that confidential relations are carried out behind closed doors.

The high level of participation desired through electronic attendance to the general meetings may also become a disadvantage. Namely, if the effective participation of shareholders in the decision-making mechanism of the company by expressing their opinions and votes exceeds the limits of proportionality, unnecessary discussions and contradictions of opinion may lead the company to the point of not being able to take decisions.12 Therefore, in the context of ensuring effective participation and shareholder democracy, which is aimed by electronic participation in the general assembly, the balance of interests should be well considered, and the company should not be pushed into insolvency instead of being a solution for it.13

It is clear that the electronic environment will enable shareholders to avoid unnecessary bureaucratic procedures and stationery due to the speed it provides. On the other hand, it is also possible that the shareholders are not aware of technological opportunities or do not have the ability to use them. Moreover, even if the shareholders are well-equipped in the use of the technological tools, sometimes it may not be possible to carefully evaluate gigabytes of images, sounds and other documents, and this may lead to erroneous decisions.14 In addition to the excessive amount of data, in the event of some technical problems such as interruption of the internet network connection, the flow of data may not be possible and shareholders may consider electronic participation undesirable.

Another problem related to electronic participation in general meetings is the reliability of such attendance. The exercise of rights such as the right to participate in the general meeting and the right to vote, which have a direct impact on the investments of shareholders, through the internet network via computers and technical components causes various question marks in the minds of those who exercise these rights: is the person who uses a vote really a shareholder, and is he/she able to use his/her vote securely? The solution for determining whether the voter is actually a shareholder can be provided by issuing a PIN (personal identification number) to the shareholders. Although there is always the concern that unauthentic shareholders may vote by unlawfully obtaining the PIN, the possibility of identification through various biometric indicators will significantly reduce these concerns. The problem of secure voting is relatively more difficult to solve. Indeed, while the internet is extremely useful in some respects, it is also extremely vulnerable to cyber-attacks. In such a situation, it is possible to say that cyber-attacks can be greatly reduced, if not completely eliminated, by ensuring network security by experts.

3. Types of electronic participation

It is possible to classify the general meetings of joint stock companies in various aspects. Since this study is related to electronic meetings, the types to be examined under this heading differ depending on the extent to which the general meeting is held electronically. Namely, holding general meetings entirely in electronic environment is referred to as virtual general meetings, while the ability of shareholders to attend physical general meetings also in electronic environment is referred to as online general meetings. Although holding general meetings virtually or online varies from country to country, it is seen that, especially after the pandemic, large countries such as Germany15 have started to hold their general meetings completely electronically in the form of virtual general meetings.

3.1. Virtual general meetings

In virtual general meetings, the general assembly is held entirely electronically.16 In other words, in a virtual general meeting, only the people who are obliged to attend for the administration of the meeting are required to attend, and shareholders are not required to be physically present at the location of these people. In fact, such general meetings are not general assembly in the classical sense, where shareholders physically come together at a specific time and place, but rather meetings that take place entirely electronically.17

Virtual general meetings are favoured because they are significantly less expensive in terms of time and cost. This is because such meetings allow shareholders to participate from wherever they are through their computers. It is clear that this situation will increase the participation of shareholders in the general assembly. However, this may always lead to undesirable results. In particular, as mentioned before, digital cacophony may occur and general meetings may become dysfunctional due to unnecessary interventions of shareholders.18 In such a case, limiting the rights of shareholders to actively participate in the meetings, such as expressing opinions and asking questions, for reasonable and certain periods of time, in a manner that does not violate equality among them, may be considered as a solution.19

Another argument put forward by opponents of virtual general meetings is whether the technology is suitable for this. However, considering the practices in almost all of the world between 2020 and 2022, it is possible to say that almost all areas of life have been moved to the electronic environment. The needs that emerged during the pandemic, when the physical relationship between people was minimised, paved the way for the development of new technologies. With the effect of this situation, systems that ensure the smooth transmission of video and audio transmission have been created, and it has been facilitated for people to come together remotely.

Another criticism of virtual general meetings is that they limit the indispensable right of all shareholders to participate in the general meetings by obliging them to participate electronically. The proponents of this view argue that not all shareholders may have the necessary equipment (computer, internet, etc.) to participate in these meetings electronically, and that expecting them to cover these costs would prevent them from attending the general meetings. Similarly, it is claimed that the fact that not all shareholders have the necessary computer and internet usage skills may eliminate the right to participate in the general assembly.20 However, these criticisms are not at a level that requires concern today. Because the use of computers and the internet has become quite widespread and almost everyone has the ability to use them.21 Moreover, it is possible to say that these criticisms can be eliminated by the company providing these technical facilities to the shareholders who demand and by providing training on participating in the electronic general assembly system to the shareholders who request it.

3.2. Online general meetings 

Unlike virtual general meetings, online general meetings do not take place entirely electronically. In addition to (and simultaneously with) a physical meeting, such meetings offer shareholders the opportunity to participate in the general assembly electronically if they wish. In other words, online general meetings require a physical meeting, but shareholders may also participate in these physical meetings electronically if they demand. For this reason, online general meetings are also referred to as combined model or internet-supported general meetings.22 However, although such meetings provide shareholders with the opportunity to participate electronically, they have not been convenient for the smooth holding of general meetings during the pandemic period, as they require a physical meeting. The general meetings that should have been held during the quarantine periods, especially during the peak of the pandemic, could not be held due to the shareholders’ inability to leave their homes. Therefore, it is difficult to characterize online general meetings as an absolute solution that can be applied during extraordinary periods.

4. Situation after COVID-19 outbreak

First of all, the OECD has identified 45 countries that authorized the holding general meetings virtual or hybrid as a consequence of the COVID-19 pandemic.23 The record attendance at the 2020 and 2021 general shareholders’ meetings is a natural consequence of these meetings being held electronically.24 This is in line with the objective of ensuring the desired shareholder democracy by holding general meetings electronically. This high level of participation requires a discussion on whether virtual general meetings can be used more frequently after the pandemic. However, it should be noted immediately that the frequent use of virtual general meetings does not mean making these meetings compulsory. In other words, companies should not be obliged to hold their general meetings virtually, but they should not be prevented from holding these meetings virtually, provided that it is stated in their articles of association. What is meant here can be better understood from the figure25 below:
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Figure 1. Source: OECD Publishing (2021 Paris) at <https://doi.org/10.1787/0fe52016-en>.



Considering this figure, it is possible to say that there is a tendency towards ‘permitted under certain conditions’ and ‘encouraged’ options in the process after the pandemic. Due to the criticisms regarding the electronic general meeting system, it is possible to say that it is more accurate that virtual general meetings should not become ‘mandatory’. Indeed, as the title of this study suggests, virtual general meetings should be considered as a lifeguard in extraordinary periods, and it may be more appropriate for companies that can hold their meetings physically to continue these meetings in the classical method for themselves and their shareholders.

It is difficult to predict whether making these meetings mandatory will be more beneficial for the company and shareholders in the long run. However, it is possible to say that holding general meetings virtually in the presence of certain conditions, as in the amendments made in German law in 2022, is the most appropriate procedure in the short term. In German law, virtual general meetings are not mandatory and companies are given freedom to choose the meeting method.26 

Since art 118a, which was added to the German Stock Corporation Act in July 2022,27 stipulates strict conditions for virtual general meetings, this regulation may be taken as an example by other countries in the post-pandemic period. According to the first paragraph of this provision, the articles of association may stipulate that the general meetings shall be held virtually or the board of directors may be authorized to do so. In other words, in the first case, the general meetings are held virtually in accordance with the articles of association, while in the second case, the board of directors decides whether or not these meetings should be held virtually. In the absence of a provision on virtual general meetings in the articles of association of the company, it is not possible to hold the general meeting of that company virtually.28 Virtual general meetings can be prescribed for only a limited period of time of no more than five years in accordance with the articles of association.29 When this perod expires, it is possible to extend it by adding a new provision to the articles of association.30 

According to art 118a of the Stock Corporation Act, after this precondition that virtual general meetings are allowed, there are eight other conditions that must coexist in order for the general meetings to be held virtually. These conditions are as follows:

1. Transmission of the entire meeting by video and audio, 

2. Exercise of shareholders’ voting rights by means of electronic communication as well as by proxy, 

3. Right to submit motions and voting proposals by video communication, 

4. Electronic right to information, 

5. Making the report of the board of directors or its main contents available no later than seven days before the meeting, but only if the managing board decides that questions of shareholders must be asked electronically before the virtual general meeting. 

6. Electronic right to comment, 

7. Possibility to speak at the meeting by means of video communication, and 

8. Electronic possibility to object to a resolution of the general meeting.31. 

As a final remark, it is possible to say that these conditions in German law can be implemented in other countries and the virtual general assembly application may be made permanent in the post-pandemic period.
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Abstract 

This paper examines the legalization of foreign public documents from the perspective of Croatian law. It places particular emphasis on the modern context shaped by the integration of information and communication technologies in civil justice. The proliferation of electronic public documents raises critical issues regarding the applicability of existing norms to the full or partial legalization of such documents and their printouts, whether intended for use in Croatia or abroad. From a methodological perspective, this contribution is based on qualitative research within international civil procedural law. It employs standard legal research methods, including doctrinal analysis, formal-logical reasoning, historical analysis, and comparative approaches, focusing on European and selected national legal systems. Regarding the qualification and use of foreign electronic documents as public documents in Croatia, the paper advocates that documents created in electronic form should be regarded as public documents. The lex loci actus should determine the status of their printouts, i.e., whether they also qualify as public documents. A contribution of this paper lies in its analysis of the challenges associated with using Croatian electronic public documents abroad. The Republic of Croatia does not issue paper apostilles for electronic public documents signed or certified with a qualified electronic signature or seal. Nor does it issue apostilles for printouts of electronic public documents, as such printouts are deemed mere copies rather than certified duplicates eligible for apostilles. To ensure legal certainty, the paper recommends that individuals intending to use Croatian public documents abroad obtain them in paper form, bearing a handwritten signature and the issuing authority’s mechanical seal. Given that an apostille should ideally be physically attached to the document it certifies, the paper underscores the importance of integrating e-Apostilles with electronic public documents. Adding an apostille to a printout of an electronic document undermines the document’s digital certification and added value. Furthermore, scanning such printouts results in a non-machine-readable format, a practice not supported by the Hague Conference on Private International Law. The paper concludes by advocating for Croatia’s accession to the e-Apostille Program for domestic public documents intended for international use.
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1. Introduction 

Public documents are practically used for various purposes in everyday life. Through national regulations, each country regulates the procedure for issuing and the form of individual types of documents. In national legal traffic, there are no significant difficulties regarding the formal validity and authenticity of public documents. Namely, if a public document is issued by the body of the state in which it is used, there are no particularly challenging legal problems. However, if a public document issued by an authorised body of one state needs to be used in another state for the purpose of exercising a right or fulfilling an obligation, there are a number of legal questions and dilemmas. The number of questions has been increasing in recent times due to the use of information and communication technologies and the digitalisation of national, European, and international civil adjudication.

This paper provides a detailed legal framework for legal traffic of foreign public documents. At the same time, theoretical models of full legalisation, certification by an Apostille, and the exemption from legalisation are delineated. Although each model follows a specific legal path, some doctrinal and practical questions arise in all of them. For example, the question of the conceptual definition and scope of the concept of a public document subject to verification in cross-border legal traffic arises in each of the models.

Therefore, the paper initially examines the conceptual definition of public documents, both domestic and foreign, in Croatian law, and considers their evidentiary value in that regard. National, international, and European legal regimes governing the circulation of public documents in international or cross-border legal traffic is analysed in the third part of the paper, while the provisions of Croatian law in the context of the need for the legalisation of foreign court decisions as public documents in the process of recognising foreign court decisions based on the Private International Law Act (hereinafter referred to as ‘the PIL Act’) are analysed in the fourth part of the paper. Finally, certain conclusions are offered in the fifth part of the paper regarding the questions raised or discussed in the paper.

2. Public documents in Croatian law

Before providing a substantive definition of public documents in Croatian law, it is necessary to generally define the concept of a document as a higher generic term. According to Triva and Dika, ‘a document is any object on which some thought is recorded in writing’, regardless of the medium and means by which the document is written, or the language or type of script used.1 Within the given definition of a document, it is possible to differentiate types of documents based on a number of criteria. The first criterion for a classification of documents is based on their content, and it is thus possible to distinguish between dispositive (constitutive) and evidentiary documents.2 Dispositive documents are considered to be all those documents that contain a legal act (a contract, an offer, termination, a will, etc.), as well as individual acts of state bodies, because they express legally relevant intent.3 To avoid misconceptions, it should be emphasised that in terms of judicial and administrative decisions as proof, the concept of a constitutive document, which is a synonym for a dispositive document, is by no means limited exclusively to constitutive decisions but it also includes declaratory and condemnation decisions.4 The constitutive nature of a document is evident solely in the fact that it contains an expression of legally relevant intent and thereby has the significance of a legal act it embodies.5 On the other hand, only those documents whose purpose is to confirm that a specific legal relationship has arisen, regardless of the document itself (eg state registry, land registry, and court register extracts, etc.), are considered evidentiary documents.6

In the context of the topic of this contribution, but also generally, the most important classification of documents is the one dividing them into public and non-public (private) documents, which is based on an issuer’s authority and the form of such document.7 The Civil Procedure Act8 (hereinafter referred to as ‘the CPA’) lays down a general definition of a public document, which is defined as ‘a document that has been issued in the prescribed form by a state authority within the limits of its competence, and a document issued in such form by a legal or natural person in the course of executing its public authority, assigned to it by law or a regulation based on the law’.9 In this regard, the constitutive elements of a public document are comprised of the authorised body or person as a document issuer, compliance with the prescribed form of the document, and document issuance within the scope of the issuer’s jurisdiction or public authority.10 The lack of any of the aforementioned elements deprives the document of its status of public document, and such a document should be considered a non-public (private) document.11

A similar definition of public documents, albeit somewhat narrower in scope, is also regulated by the General Administrative Procedure Act12 (hereinafter referred to as ‘the GAP Act’). According to the GAP Act, a public document is considered to be a document issued by the competent court or an administrative body within the limits of their competence and in a prescribed form.13 The concept of a public document under the GAP Act is narrower in scope because it exclusively covers documents issued by competent courts and public authorities (state administration bodies and other state bodies, bodies of local and regional self-government units, and legal entities with public authorities),14 while documents issued by individuals exercising public authority, such as notaries public, are outside the scope of the aforementioned provision of the GAP Act.15 In addition to the general definitions of public documents according to the CPA and the GAP Act, specific acts attribute expressis verbis the status of public document to certain documents. For example, the Notaries Public Act attributes the status of public document to notarial documents (notarial acts, notarial records, and notarial certificates) and their certified copies, while the Act on Higher Education and Scientific Activity prescribes that diplomas, certificates, and diploma supplements issued by a higher education institution based on public authority are public documents.16 Furthermore, the State Registries Act stipulates that state registry books, extracts from registry books, and certificates issued based on registry books are also public documents.17 Certificates of facts that other public authorities maintain official records of are also considered public documents.18

Furthermore, with respect to the place of issue or the issuer itself, documents can be domestic or foreign.19 The foreign character of a document is determined according to the lex fori, unless otherwise specified by international treaties or legally binding EU acts.20 In this regard, the foreign character of a document, as well as the classification of foreign documents as public documents, will be examined separately in this paper within the framework of specific legal sources, ie from the perspective of autonomous Croatian law, international treaties, and European secondary law.

2.1 Evidentiary value of foreign public documents

The fundamental classification of documents into public and private is important from the perspective of the evidentiary value enjoyed by public documents in legal traffic, thus simplifying the establishment of facts in certain legal protection procedures, thereby also achieving efficiency and effectiveness in proceedings. The evidentiary value of a public document lies in its ability to prove the authenticity of what is confirmed or determined by such a document.21 It is about a rebuttable presumption of authenticity of a public document, which is based on the maxim acta probant sese ipsa, recognised by most legal systems within the continental legal system.22 Two further presumptions are derived from the general presumption of authenticity of public documents, ie that in terms of authenticity, a document emanates from the body indicated on the document as the issuer, and that the content of the document established within the issuer’s jurisdiction is authentic.23 These presumptions, as well as the evidentiary value of a public document itself, together with such a status granted on the basis of regulations, derive their specific evidentiary value from the public authority of the document issuer and the procedure preceding the issue of the public document, ie that the issuer issued the document within its jurisdiction.24 These are constitutive elements from which the specific status of public document is drawn, which originate in Roman law and have essentially remained unchanged to this day.25 Therefore, within the evidentiary proceeding of a specific lawsuit in which a particular public document was used, a party that disputes the authenticity of a public document can submit counter-evidence to rebut the presumption of authenticity of the public document.26 Moreover, it is possible to initiate a separate lawsuit by an action for a declaratory judgment, the main issue of which will be to determine whether the document is authentic or fake.27 In this regard, it should be emphasised that the given formal rule of evidence referring to the presumption of authenticity of public documents is an exception to the principle of free evaluation of evidence, because the law prescribes the evidentiary value of such documents.28 However, this presumption does not apply in all protective legal proceedings. In this context, an exception is a criminal procedure in which the presumption of authenticity of public documents does not apply, hence in terms of the evidentiary value, public documents are equated with private documents.29 Due to their importance in legal traffic, or the presumption of authenticity, public documents also receive special protection at the criminal law level through the qualified form of the criminal offense of document forgery.30 

Since the question of the evidentiary value falls within the realm of procedural law, the evidentiary value of a foreign public document will generally always be assessed in the receiving country according to the lex fori, which ultimately can also result in the foreign public document not enjoying the same strength in the issuing country and the receiving country.31 Therefore, comparatively speaking, there are examples where the evidentiary value of a foreign public document is assessed according to the lex loci actus.32 The relevance of the lex fori is also accepted by Croatian civil procedural law, and it is thus prescribed that foreign public documents enjoy the same evidentiary value as domestic public documents, under the condition of reciprocity and provided that they are duly certified, unless otherwise specified by an international treaty.33 From this, it follows that the Croatian legislator has opted for a stricter approach in this regard, pursuant to which, under cogent assumptions, foreign public documents can enjoy the same evidentiary value as domestic public documents. From a comparative perspective, German civil procedural law is considerably more flexible in this regard. A German court is authorised by discretionary judgment to assess whether a foreign public document is authentic or true, without the need for specific additional evidence, such as certification, to support the authenticity of the foreign public document.34 However, in cases where the court exercises discretion to deny the authenticity of the foreign public document, this can be remedied by legalisation of a foreign public document by the German consul or federal minister.35

Following all of the above, in order to achieve equivalence in the evidentiary value of foreign public documents with domestic public documents, three legal regimes are differentiated with respect to the country issuing the foreign public document. The first category encompasses certain categories of public documents originating from EU Member States, which fall within the scope of application of EU secondary law; the second category of foreign public documents consists of documents originating from countries with which the Republic of Croatia has concluded binding bilateral or multilateral treaties that define the legal status of public documents between the contracting states; and finally, the third category of foreign public documents includes all those documents whose status is not defined in accordance with the aforementioned legal regimes, and in such cases, their legal status is governed solely by autonomous Croatian law.36

3. Fundamental considerations of the circulation of foreign public documents 

The issue of foreign document verification is not of recent origin; on the contrary, it has been a challenge for cross-border legal traffic for decades. The basic model of legalisation, ie legalisation of documents for their use abroad, is today just one of the legal ways, but also the most complex one, of using foreign public documents. Namely, models of cooperation between states are being developed that are aimed at faster, simpler, and more secure use of public documents abroad. In addition to national rules on the legalisation of foreign documents, several additional tracks have been developed for the circulation of foreign documents. In principle, we distinguish four groups of legal sources dealing with the issue of the circulation of foreign public documents, depending on whether they are based on national regulations, multilateral cooperation, bilateral cooperation, or European Union common law. Within these four groups, we can also distinguish several different models by which the circulation of foreign public documents is carried out. What poses an equally big challenge for each of these possible paths is digitalisation, which is discussed within each of the following chapters.

3.1 Full legalisation 

Cross-border legal traffic also includes the use of foreign public documents. Lawyers encountered this problem as early as the 17th century, within the framework of the then legal traffic. They sought legal solutions with great caution, partly because of their lack of knowledge of foreign legal systems and related documents, and partly because of fear of possible falsification of documents or other illegal actions. Then the model was introduced aimed at verifying document authenticity through its legalisation, which precedes its use on the territory of another country. The document authentication method is based on a certification made by a consular agent of the country in the territory of the country of origin of the document. Consular authentication or legalisation is the authentication of a document by a diplomatic or consular agent of the country receiving the public document, who is at the time of authentication in the country issuing the document.37 Namely, it is considered that the diplomatic mission or consulate of the country receiving the document, which is located in the country issuing the public document, has more detailed information about the competent authorities of the issuing country, as well as the prescribed procedures for issuing the document.38 Since the middle of the 19th century, most countries have opted for an authentication chain. This model is based on a series of certifications that follow one after another,39 whereby the one that follows in the certification process can verify with certainty the identity of the previous signer or seal. The last certification in the series is granted by the consulate, which certifies legalisation of the document with its authentication.40 

With respect to the implementation of the foreign public document legalisation procedure, autonomous Croatian law, as a separate legal regime, includes all public documents whose status is not defined in accordance with legally binding EU acts, ie binding bilateral or multilateral international treaties.41 The autonomous Croatian legal source, which regulates the matter in question, is the Act on the Legalisation of Public Documents in International Legal Traffic42 (hereinafter referred to as ‘the LPD Act’). First of all, it is necessary to determine when a certain document is considered a foreign document from the aspect of Croatian law, ie when there is an element of foreignness in relation to an individual foreign document. In this sense, the LPD Act is committed to the territoriality principle, meaning that a foreign public document is considered to be a document ‘issued abroad’.43 Therefore, Dika justifiably objects that the place of drafting the document should not be relevant, and argues that the criterion of legal order on the basis of which a certain state body or other person acquired public powers should be taken as relevant, since the bodies of one state, for example diplomatic missions and consulates, can draw up public documents on the territory of another country.44

In terms of the qualification of a certain foreign document as a public document, the LPD Act considers a public document to be a document that is considered a public document in the country in which it was issued and that was issued in the form and manner prescribed by the law of that country.45 Or simply put, the law applicable to the qualification of a foreign document as a public document is the lex loci actus.46 In this regard, from the perspective of the Croatian authorities that may be presented with a foreign document, the question arises of the possibility of determining the content of the law of the issuing country on whether a specific document is considered a public document pursuant to the law of that country. Given that the LPD Act does not provide for the method of determining the content of the law of the country issuing the document, the rules of the Private International Law Act47 (hereinafter referred to as ‘the PIL Act’) on determining the content of the law of a foreign state should be applied in the aforementioned case. Namely, the court, as well as other bodies of the Republic of Croatia, is obliged to determine the content of the law of a foreign state ex officio, and the maxim iura novit curia is applied with regard to foreign law.48 However, given the possible difficulties in determining the content of foreign law, the PIL Act makes a kind of exception to the general rule according to which the content of abstract legal norms cannot be the subject of proof.49 Thus, the court is authorised to request notification of the content of foreign law from the ministry responsible for judicial affairs or any other body, as well as from experts or specialised institutions, but the parties themselves are also authorised to submit public and private documents to the court about the content of foreign law.50 The possibility of the parties to submit documents on the content of foreign law is their authority, but not their duty. Therefore, the parties cannot bear the negative consequences of not submitting a document on the content of foreign law. This is because the determination of the content of foreign law is a legal, not a factual issue, hence the burden to prove the content of foreign law does not lie with the parties, nor can the maxim da mihi factum, dabo tibi ius be applied.51 However, it should be borne in mind that the procedure for determining the content of foreign law can sometimes take an unreasonably long time, especially in relation to the content of the law of countries with which the Republic of Croatia does not maintain frequent legal traffic and diplomatic relations are not significantly developed. Therefore, it would not be opportune to ultimately persist in determining the content of foreign law if it would significantly affect the duration of the entire legal protection procedure with a legal question of the public character of a foreign document. This is because lengthy procedures for determining the content of foreign law could represent a violation of the right to a trial within a reasonable time as a component of the right to a fair trial guaranteed by the Convention for the Protection of Human Rights and Fundamental Freedoms.52 In that case, if determining the content of foreign law took an unreasonably long time, but also if the lex loci actus could not be applied for any reason, the lex fori would exceptionally be applicable to determining the public character of a foreign document, ie from the point of view of national implementation bodies - the Croatian law.53

In terms of the LPD Act, legalisation or certification of the document verifies the authenticity of the signature of the person who signed the document and the authenticity of the seal printed on the document.54 A stricto sensu interpretation of LPD Act leads to the conclusion that legalisation does not verify the capacity of the person who signed a public document. However, there is an opinion that by legalising the signature of the person who signed the document, the capacity in which a certain person signed a certain public document is also confirmed (a judge, a notary public, a court official, a state administration body official, a dean, a director, etc.).55 This understanding is not without support. Namely, the mere verification of a person’s signature, without confirming the capacity of the signer, does not yield the desired legalisation effects, ie it does not provide evidence that a certain person at a certain time when the public document was drawn up really acted in a certain capacity, which plays a decisive role in assessing both the very nature and the content of the document that is to be legalised. Comparatively speaking, it is possible to differentiate between legalisation in the narrower sense, which includes only the verification of the authenticity of a signature, the signer’s capacity and the seal on the public document, and legalisation in the broader sense, which includes everything encompassed by legalisation in the narrower sense, plus confirmation that the public document issuer acted within its jurisdiction and that the procedure for issuing the document in question was carried out pursuant to the law of the country of origin of the document.56 Autonomous German consular law, which governs the legalisation procedure of foreign public documents, recognises both previously explained types of legalisations.57 Namely, upon request, and provided that there is no doubt about the legal situation, a German consul is authorised to confirm in a note on the document that the document issuer was authorised to issue the document and that the document was drawn up in accordance with the law of the document’s place of issue.58 On the other hand, autonomous Croatian law has exclusively applied legalisation in the narrower sense.59

The public document legalisation process consists, as a rule, of two stages, ie the process of internal and international legalisation, whereby the implementation of one or both processes depends on the national laws of the country issuing the document and the country receiving the document.60 From the perspective of Croatian public documents, which are intended to be used abroad, depending on the law of the country receiving the Croatian public document, it is possible that it will be necessary to carry out an internal legalisation procedure before the Croatian authorities.61 Accordingly, in the first step, the judge or municipal court president certifies the signature and seal of the public document issuer, after which there follows the legalisation procedure, which consists in the Ministry of Justice and Administration legalising the seal and signature of the judge or court president, and only then, in the third step, the Ministry of Foreign and European Affairs or the diplomatic and consular representations of the Republic of Croatia certify a public document intended for use abroad.62 However, in order for the public document thus ultimately certified by the Croatian Ministry of Foreign and European Affairs or the diplomatic and consular representations to be used abroad, it is possible that it will be necessary to carry out an additional procedure of international legalisation of the Croatian public document, which is carried out before the state authorities in which the Croatian public document is to be used. In the opposite situation, when a foreign public document is to be used before the authorities of the Republic of Croatia, then the Croatian Ministry of Foreign and European Affairs or a diplomatic and consular representation abroad carries out the international legalisation procedure, ie they confirm the authenticity of the signature and seal on the foreign public document.63

Internal legalisation of Croatian public documents, which is carried out by municipal courts, does not fall within the scope of any specific legal protection procedure, such as a non-contentious procedure, but certification of documents intended for use abroad is covered by court administration.64 This applies equally to the addition of an Apostille based on the Apostille Convention, as well as the implementation of the internal legalisation procedure based on the LPD Act.

With regard to the use of digital public documents, which originally exist exclusively in electronic form, it should be considered that, regardless of a qualified electronic signature/seal, they fall within the scope of the LPD Act and should be properly legalised in accordance with that act when the Republic of Croatia is the document receiving country. Namely, the LPD Act imperatively stipulates that foreign public documents can be used in the Republic of Croatia only if they are certified by the Ministry of Foreign and European Affairs or a diplomatic and consular representation of the Republic of Croatia abroad. Accordingly, in addition to the aforementioned international legalisation of electronic public documents when the Republic of Croatia is the document receiving country, it would be appropriate to certify Croatian electronic public documents through internal legalisation when they are intended for use abroad. This is because the purpose of legalisation is, inter alia, to confirm the capacity of the signer of a certain public document, ie that a certain person really acted in the capacity indicated on the document at the time of drawing up that public document.65 The sole purpose of the provisions on the recognition of qualified electronic signatures in electronic legal traffic is to recognise the equivalence between handwritten signatures and qualified signatures by legal effect, while data integrity and the accuracy of data sources with which the qualified electronic seal is associated are assumed for qualified electronic seals.66  Special attention should also be paid to public documents that originally existed in electronic form, but were subsequently printed on paper. Namely, in each individual case, whether a document written in this way still has a public character will depend on the lex loci actus, because the aforementioned rule refers to the law of the country where the document was drawn up, even in terms of the form of a document.67 From the aspect of Croatian public documents, electronic records generated from the official records of public sector bodies have the status of public documents, and they have that status even when they are printed on paper, provided that the documents (records) printed in this way contain data for verifying the credibility of the electronic record via a website.68 However, it should be emphasised that electronic records printed in this way, eg public documents obtained through the e-Citizens system, have a limited legal life. Namely, after the expiration of a three-month period, the generated electronic record for verification is deleted from the system, and it is no longer possible to check the authenticity of the printed electronic record. Consequently, an electronic record printed on paper loses its status as a public document, ie it is no longer legally valid.69

For comparison purposes, on the basis of autonomous Slovenian law, the Republic of Slovenia also subjects public documents drawn up in electronic form to legalisation. For this purpose, Slovenian state bodies and other public authority entities are obliged to notify the competent court, for the purpose of judicial certification in the internal legalisation process, inter alia, of electronic signature certificates with which their employees electronically sign public documents issued in electronic form in order to verify the authenticity of the electronic signature on the original electronic public document during the authentication procedure.70 Notaries public are obliged to notify the ministry responsible for justice of the electronic signature certificates.71 

3.2 Bilateral regimes

By taking over previous bilateral treaties on legal assistance by succession or by concluding new treaties after 1991, the Republic of Croatia has continued to facilitate the circulation of public documents. Thus, bilateral regimes regulating this issue can be found in treaties concluded with many countries in the wider region, ie Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Montenegro, the Czech Republic, France, Greece, Italy, Hungary, North Macedonia, Poland, Romania, Slovenia, Slovakia, Serbia, the Russian Federation, and Turkey.72 As a rule, full exemption from legalisation is defined with reference to the types of documents. For example, in relation to the Kingdom of Belgium, there are two bilateral treaties in force, one regulating the circulation of public documents originating from courts,73 and the other from registry offices.74 Documents not covered by these treaties are subject to the Hague Apostille Convention or the Regulation on Public Documents. This issue is regulated somewhat differently in the treaty concluded with Italy, which, through its arts 19 and 20, actually covers all certified copies of civil status documents, certified copies of decisions, orders, judgments, rulings, and other legal documents, written statements and court documents registered or deposited with these bodies, notarial acts, as well as transcripts and translations of these documents.75 An even narrower exemption from legalisation applies to the regime with Slovakia. Here, exemption from legalisation applies only to documents issued by judicial authorities dealing with civil, family, and criminal matters. Documents outside of this scope are subject to other regimes, typically the Hague Apostille Convention or the Regulation on Public Documents.76 The circulation of public documents between states through bilateral treaties occurs commonly because this generally eliminates all obstacles in the mutual circulation of public documents.77 In addition to the issue of legalisation of public documents, some bilateral treaties go a step further and directly stipulate that documents considered public documents in one contracting state have the evidentiary value as public documents in the territory of the other contracting state.78

As to electronic public documents, it should be noted that in the context of a bilateral treaty between contracting states, these documents could be used before the authorities of the other contracting state provided that the lex fori recognises such documents. On the other hand, when it comes to the printouts of electronic public documents and the use of such printed documents, consideration should be given to the lex loci actus, ie whether the printed electronic document continues to be considered a public document according to the law of the issuing country. All of this, of course, applies if the subject matter is not otherwise regulated by international treaties.

3.3 Multilateral regime of the Hague Convention on the elimination of the requirement of legalisation for foreign public documents of 5 October 1961

Multilateral regimes of exemption from legalisation were characteristic of the early activities of the Hague Conference on Private International Law (hereinafter referred to as ‘the HCCH’ or ‘the Hague Conference’) and the International Commission on Civil Status.79 The need for exemption from legalisation is also foreseen in some other multilateral international treaties, such as the Convention Providing a Uniform Law on the Form of an International Will of 1973.80 In the mid-20th century, the international community became aware that the lengthy and complex process of full legalisation was hindering cross-border legal traffic. The first step in simplifying full legalisation was taken with the Convention on Civil Procedure of 1954, adopted within the framework of the Hague Conference, which stipulated that the documents necessary for marriage can be legalised only by the diplomatic or consular agents of the contracting state.81 Furthermore, a more specific move to simplify legalisation was made in the following year, ie 1955, when a multilateral treaty was proposed within the Council of Europe that would achieve the same effects with more certain and simpler legalisation procedures.82 The Apostille Convention was adopted on 5 October 1961, and it came into effect on 21 January 1965. Together with other conventions adopted from the 1950s to the 1980s, the Apostille Convention forms the backbone of modern Hague conventions that simplify international judicial cooperation, and enable the fourth dimension of private international law.83 The Convention has been applied in the Republic of Croatia since 1991, based on the notification of succession.84 Today, more than 60 years after its adoption, the Convention has 126 contracting states, with their number increasing year by year.85 The Convention consists of a total of 15 articles and one annex. 

The structure of the Apostille Convention is traditional, with its first provision defining the substantive scope of application and the concept of ‘public document’. The Apostille Convention opts for the territoriality principle, meaning that a foreign document is considered to be only the document drawn up within the territorial jurisdiction of one contracting state and used within the territorial jurisdiction of another contracting state, while documents issued by diplomatic or consular agents of contracting states are excluded from the scope of the Convention.86 The territorial scope of application between contracting states means that an Apostille is neither issued nor recognised in legal traffic with non-contracting states or among contracting states that have made the reservation, and in national legal traffic.87 

New contracting states may accede to the Apostille Convention; however, their accession will have effect only regarding the relations between the acceding state and contracting states that have not raised an objection to its accession within six months after the receipt of the notification. The Republic of Croatia has not made any reservations regarding new accessions, nor has any other contracting state done so with respect to us.88

In terms of its relation with other legal sources, the Apostille Convention gives preference to other regimes of exemption from legalisation between contracting states if such regimes are in force.89 Therefore, contracting states will not be obliged to apply the Apostille Convention if the document has been abolished or simplified, or if such document has been exempted from legalisation by the autonomous law of the document receiving country or by a treaty between the contracting states. Additionally, the Convention between contracting states overrides all treaties whose formalities are more rigorous with respect to the addition of an Apostille in the sense of the Convention.90

The Apostille Convention was adopted with the aim of simplifying the circulation of public documents and is based on the mutual recognition of public documents issued by the contracting states.91 The Convention abolishes the traditional model of legalising foreign public documents and substitutes it with a single certification (‘Apostille’) issued by the competent authority of the state in which the document was originally issued.92 The Convention defines legalisation as a formality by which diplomatic or consular agents of the contracting state in which the document is to be presented certify the authenticity of the signature, the capacity in which the person signing the document acted and, where appropriate, the identity of the seal or stamp which it bears (art 2). By issuing the Apostille certificate, the competent authority certifies the authenticity of the signature on the public document, the capacity in which the person signing the document acted, and the identity of the seal or stamp which the document bears. The Apostille certificate does not guarantee the accuracy of the content of the public document, it does not confirm that all national requirements have been fulfilled for the proper issuance of the public document, nor does it affect the acceptance, admissibility, or evidentiary value of public documents.93

Some contracting states exempt from legalisation the documents to which the Convention applies and that need to be presented within their territory. The only formality that may be required is the addition of an Apostille issued by the competent authority of the state in which the document was issued (art 3(1)). An Apostille is a certificate placed directly on the document itself or attached to the public document, following the model annexed to the Convention. The Apostille can be drawn up in English, French, or the official language of the issuing authority, and the use of multilingual forms is encouraged.94

The procedure for issuing the certificate is regulated by arts 5-7 of the Convention. The certificate is issued at the request of the person who has signed the document or of any bearer of the document. In practice, contracting states use several models for submitting requests, including in person, by mail, or by e-mail.95 Contracting states may develop a standard request form for this purpose. In a 2003 resolution, the Special Commission stated that failure to strictly adhere to the specific form of the Apostille alone cannot be grounds for rejecting a document. It is mentioned that the Apostille issued by the competent authority should follow as closely as possible the model annexed to the Convention. However, variations in size and shape of the Apostille, which occur among different contracting states whose competent authorities issue the certificate, should not be valid grounds for rejecting an Apostille as long as the Apostille can be clearly identified as the one issued under the Convention.96 

States themselves develop internal procedures applied by competent authorities when issuing Apostilles. The authorities may introduce mechanisms to reliably verify the authenticity of public documents that need to be certified. Competent authorities usually have a database of seals or stamps and verify the authenticity by comparison. This process is changing due to the increasing use of ICT, making the visual comparison less important as signatures and seals or stamps can be authenticated electronically and often automatically. In this regard, for states that exclusively use electronic public documents, it is no longer necessary to maintain a database because a digital signature carries a certificate which confirms the origin and authenticity of the signer. A digital signature can be easily and reliably verified with the certificate that accompanies it; however, competent authorities will still need to verify whether the authority or person has the capacity to issue that type of public document. In general, this will be verified by scanning the QR code. Therefore, the Permanent Bureau recommends to contracting states digital certificates accredited to an institution or organisation, rather than a person in charge.97 If the authenticity cannot be established, the competent authority issuing the Apostille may make additional efforts to verify it, and ultimately, the Apostille may not be issued. A 2009 resolution by the Special Commission stipulates that the Apostille may not be refused in a state in which it is to be used solely on the grounds that it does not comply with all the formalities required for its issuance in that state. Such actions would be considered a double standard.98 

Depending on whether a public document is in paper (physical) or electronic form, there are several models for its certification. Traditionally, a paper Apostille was accompanied by a paper public document. More recently, in systems that have fully digitalised their justice systems, an e-document is certified with an e-Apostille. However, in partially digitalised systems, there are certain dilemmas regarding the certification of electronic documents, specifically the Apostille certifying them. Since the Apostille should ideally be physically attached to the public document it certifies, an optimal solution would be to link e-documents to an e-Apostille. In contracting states that have not introduced an e-Apostille system, including the Republic of Croatia, it is common practice to print electronic public documents on paper and then certify them with an Apostille. In this way, specific elements of the certificate of that document are lost. The Hague Conference encourages all states that issue electronic public documents in national legal traffic to adopt the e-Apostille system instead of the current practice.99  

If a public document exists in paper form, and the contracting state has fully transitioned to an e-Apostille system, the usual procedure would be to scan the paper public document and convert it into an electronic format. The competent authority would then issue an e-Apostille for this electronic document. This process is valid provided that pursuant to the law of that state, the scanned copy has the same legal power as the original. Since such a scanned copy does not have a certificate attached to the signature or seal or stamp, the competent authority must verify the authenticity of the signature or seal or stamp in a traditional way, typically by comparison. 

The annex to the Convention contains a model Apostille certificate with ten integral parts. The Apostille includes the following informational items: 1) the document issuing country, 2) the person that signed the underlying document, 3) the capacity in which the person signing the document acted, 4) the identity of the seal or stamp which the document bears, and in relation to the certificate: 5) the place, 6) the date, 7) the person issuing the certificate, 8) the serial number, 9) the seal or stamp, and 10) the signature of the person issuing the certificate. The purpose of this model Apostille is to ensure comparability among other contracting states. No authority should reject an Apostille issued with additional text outside the designated area.100

The competent authority will refuse to issue an Apostille in the following situations: when the public document is intended for legal use in a non-contracting state, when it is a public document excluded from the scope of the Convention according to art 1(3), when the document is not considered a public document by the country of origin, if the competent authority is not authorised to certify a particular type of document, or if the competent authority has failed to verify the origin of the public document for which the Apostille is requested. The competent authority will issue an Apostille if it is convinced of the authenticity of the public document. It will then record it in a register, which can be either a traditional paper or electronic register for internal use, or an e-register. An e-register is a publicly accessible database, allowing parties to verify issued Apostilles. Contracting states can enter both paper Apostilles and e-Apostilles into the e-register.101

The authorities responsible for issuing Apostilles are determined by each contracting state,102 and they must notify the Ministry of Foreign Affairs of the Netherlands of these authorities or of any changes thereto. The three fundamental functions of these national authorities are as follows: to verify the authenticity (origin) of the public document, to issue the Apostille, and to maintain a register of the issued Apostilles.103 It is recommended that certification be carried out in a single procedure, exclusively before the competent authority.104 However, some states have introduced additional formalities and a multi-step process for issuing Apostilles.  

Since the purpose of this system is to enable the use of foreign public documents within the territory of other contracting states, by becoming a party to the Convention, each state has committed to giving legal effect to certified documents from other contracting states. However, the receiving country may still refuse to accept the Apostille if it was issued by a non-contracting state, if the document to which the Apostille is attached is not considered a public document in the country of origin, if the Apostille was issued by the authority not competent to issue an Apostille or by a competent authority outside the scope of jurisdiction, if the Apostille does not contain the ten essential informational items, if it is not attached to the public document it certifies, or if it is a forged or subsequently altered Apostille.105 The Convention does not specify a limited period of validity of the Apostille, but it also does not prevent contracting states from establishing such time limits if they choose to do so.106  

When it comes to the application of the Apostille Convention to electronic documents and their printouts, there are various comparative approaches that can be found. Austria consistently applies a dual approach when adding Apostilles to public documents. A physical (paper) Apostille is exclusively attached to physical public documents, while only an e-Apostille is issued on electronic public documents.107 Similarly to Austria, Slovenia adds an e-Apostille to electronic public documents, but it is also possible to add an e-Apostille to a scanned copy of a public document in paper form, provided that the scanning was done by an authorised official.108 On the other hand, countries like the Czech Republic and Portugal (none of which issue e-Apostilles) attach a traditional physical (paper) Apostille to printouts of electronic public documents.109 In principle, according to the views of the Hague Conference, it is possible to add an Apostille to a printout of an electronic public document. However, the Hague Conference does not endorse this practice because the entire added value associated with the electronic form of the document is lost by printing an electronic public document on paper.110 In other words, an electronic document printed in this way, to which an Apostille has been added, will not have a machine-readable form after rescanning.111

The Republic of Croatia does not issue a physical (paper) Apostille for Croatian electronic public documents because they are signed electronically. In addition, Croatia does not issue an Apostille for printouts of electronic public documents either because according to the opinion of the Croatian authority that filled out the Hague Conference questionnaire, such printouts are considered ordinary copies of the documents, not certified copies for which an Apostille would typically be issued.112 From the perspective of the current normative situation, the argumentation provided by the Republic of Croatia in the Hague Conference questionnaire for 2021 is not sustainable. A printed electronic notarial document, without any additional certification, has the power of a certified copy of  a notarial document, provided that such a printout contains a barcode or QR code, a control number and a website for verifying the authenticity of the document and downloading the original document.113 The legal equivalence of the printed electronic notarial document and a certified copy enables printed documents to replace the original notarial documents in legal circulation.114 In this context, certified copies of notarial documents ex lege have the status of public documents.115 The aforementioned argumentation is not sustainable even in relation to the printed electronic court document (a judgment, a decision, etc.), which is signed/certified by a qualified electronic signature/seal and which contains a barcode or QR code, a control number and a website for verifying the authenticity of the document and downloading the original document, since it also has the meaning of a certified copy in legal traffic, which is, within the meaning of art 230 of the CPA, a public document per se.116 Printed electronic public administration records obtained eg through the e-Citizens system also have the status of public documents, provided that they contain a record number and a control number in order to check the authenticity of the record by checking the original electronic record via the website.117 However, in relation to the latter, ie printed electronic public administration records, it should be borne in mind that they have a limited legal lifespan.118 After a period of three months, an electronic record generated for verification is deleted from the system, and it is no longer possible to verify the authenticity of the printed electronic record.119 Consequently, an electronic record printed on paper loses its status of public document, ie it is no longer legally valid.120 Therefore, it is to be assumed that even an Apostille on such a document would lose its legal effect because it would be on a document that does not have the status of public document or that has lost its legal effect. In that case, for people who intend to use a Croatian public document abroad, for the sake of legal certainty, it would still be advisable to obtain a public document in paper form with a handwritten signature of an authorised person and a printed physical seal of the public document issuer. In that case, by the mere passage of time, a public document would not cease to exist, ie it would not lose its legal effect, nor could it be considered that an Apostille was added to a document that is not a public document. 

Furthermore, any justification that the receiving country’s authority can verify the authenticity of a Croatian public document by entering control numbers or scanning QR codes on the printed electronic public document would represent a transfer of responsibility for authenticity verification to the document receiving country. This, in turn, contradicts the Apostille Convention, as it is the duty of the issuing country to verify the authenticity of a public document, unless according to the law of the receiving country or based on an international treaty, the public document of the issuing country is exempt from legalisation or similar formality.121 It is also important to note that, in addition to verifying the authenticity of the signature and seal or stamp, the Apostille also confirms the capacity in which the person signing the document acted (a judge, a government official, etc.).122 

Namely, according to the eIDAS Regulation,123 a qualified electronic signature has the same legal effect as a handwritten signature.124 It follows from the above that the legal effects are such that the existence of a signature on a document could not be contested simply because the document contains a qualified electronic signature. In relation to the qualified electronic seal, the Regulation introduces the presumption of data integrity and of correctness of the origin of that data to which the qualified electronic seal is linked.125 No less important, it should also be borne in mind that the territorial application of the eIDAS Regulation is limited to EU Member States, hence the Regulation is not applicable to all parties to the Apostille Convention, of which there are significantly more.126 

On the other hand, there is the question of the use of foreign electronic public documents before Croatian courts. Pursuant to the CPA, all documents attached to the submission, regardless of whether they are public or private, shall be submitted in the original or as a copy.127 With regard to electronic documents, a public document should certainly be considered in the first place a document originally drawn up in electronic form, while a printout of an electronic public document, ie whether such printout is also considered a public document, will be judged according to the lex loci actus.128 In German civil procedural law, the presumption of authenticity is attached to electronic public documents signed with a qualified electronic signature, as well as to documents in paper (physical) form. 129 However, according to the prevailing opinion, this presumption in German law does not apply to foreign electronic public documents.130 The understanding of German civil procedural law is comparable to Croatian civil procedural law. Although the CPA does not contain an explicit norm in terms of the presumption of authenticity of electronic public documents, a comparable situation is reached in a different way. Namely, the Croatian legislator decided to explicitly attribute the status of public document to certain electronic documents, which consequently encompasses all legal consequences of the status of such a document within the meaning of the CPA. Thus, the authenticity of foreign electronic public documents could not be presumed even according to Croatian civil procedural law, and this is because the CPA, as a general assumption of the use of foreign public documents, requires proper certification in any case, unless otherwise stipulated by international treaties, and in doing so, the CPA makes no distinction regarding the form of foreign public documents.131

Of all the Hague Conventions, the Apostille Convention appears most often in practice. It is precisely this frequency of application and the constantly growing number of contracting parties that impose the question of adapting this regime to the modern digitalised national judicial apparatus and digitalised cross-border judicial cooperation. Since the Convention was drafted half a century ago in a technology-neutral way, it can continue to operate even in changed circumstances. At the same time, new technologies can improve and increase efficiency and legal security in the legalisation of foreign public documents. 

Guided by this, the Hague Conference on Private International Law and the National Notary Association of the USA initiated the e-APP programme in 2006.132 The e-APP has two components, e-Apostilles and e-Registers. Although the full effect would be best achieved by the comparative application of both components, a greater number of contracting parties to this Convention have only accessed the e-Register. There are numerous advantages of the electronic version of the Apostille. The use of modern technology introduces a fast and secure way of working, with many tools to combat fraud and Apostille abuse. At the same time, it also standardises the working methods of competent authorities and leads to greater accessibility for users. According to the latest data, approximately 10% of all Apostilles are e-Apostilles, with this figure constantly growing.133 Numerous advantages are also associated with the e-Register. Storing Apostilles in the e-Register reduces the need for official intervention since verification of issued Apostilles is available at any time in the system.  

An e-Apostille is a certificate referred to in art 3(1) of the Apostille Convention, which is issued in electronic form and signed with a digital signature. An e-Apostille supports both electronic public documents and paper public documents that have been scanned into electronic form or digitised.134 All formal requirements defined by the Convention for an Apostille must also be met when it comes to an e-Apostille. In order to issue an e-Apostille, the contracting party must have appropriate technology and software for creating an e-Apostille and an electronic transmission mechanism. The competent authority must also have access to digital signature certificates. 

In order for the competent authority of the country issuing the public document to digitally sign and attach the e-Apostille, that authority shall possess a digital certificate issued by a reliable trust service provider.135 Namely, any mark, symbol or name that appears on a document in electronic form and is authenticated by means of a digital certificate to evidence the signing of that document can be considered a digital signature.136 In this case, the certificate acts as an electronic credential that links the identity of the signature to an individual or authority through public key infrastructure.137

In respect of e-Apostille transmission, we distinguish between dynamic transmission, where the competent authority sends an e-Apostille electronically, and static transmission, where an e-Apostille is stored in an e-Register that is accessible to users. The rules laid down in art 7 of the Convention apply to the e-Register, as in the case of the classic register.

The contracting states should organise the use of the e-Apostille system in accordance with the basic principles adopted by the Special Commission in 2021. Accordingly, 1) e-Apostille and related services should be accessible to all users, 2) the competent authority should maintain the integrity of the e-Apostille and the public document it certifies, 3) e-Registers speed up the procedure and increase legal certainty in terms of the database of Apostilles that have been issued, 4) contracting parties should develop mechanisms to facilitate the acceptance of e-Apostilles, and 5) the competent authority systematically updates and upgrades its Apostille related practices as well as the e-Apostille infrastructure.138

3.4 EU regimes for the circulation of public documents

The status of certain public documents originating from EU Member States is defined by the Regulation on Public Documents.139 The purpose of the Regulation on Public Documents is to simplify the circulation of public documents between the Member States and certified copies thereof within the EU, which are issued by the authorities of one Member State and are to be used before the authorities of another Member State in such a way that certain documents are exempt from all forms of legalisation and similar formality, ie an Apostille is added in terms of the Apostille Convention.140 The Regulation contributes to the further strengthening of freedom of movement within the EU by facilitating the use of public documents issued in one Member State, which prove certain facts before the authorities of other Member States.141 Public documents issued by the third-country authorities, as well as certified copies thereof certified by the authority of a Member State, are excluded from the scope of the Regulation on Public Documents.142 

In terms of the Regulation on Public Documents, public documents are considered to be documents issued by an authority or court official of a Member State (including documents issued by the state attorney’s office, the head of the court register office or a bailiff), administrative documents, notarial documents, official certificates placed on private documents (official certificates recording the registration of a document or the fact that it was in existence on a certain date, and official and notarial authentications of signatures), and documents drawn up by the diplomatic or consular agents of a Member State in the territory of any state, where such documents have to be presented in the territory of another Member State or to the diplomatic or consular agents of another Member State acting in the territory of a third state.143 The Regulation on Public Documents opts for the criterion of the legal order based on which the issuer acquired public powers, and within the scope of the Regulation, a public document is considered to be a document issued by the authority of a Member State in accordance with its national law, which needs to be presented to the authorities of another Member State, and this also includes the documents of the diplomatic or consular agents of Member States.144 It is clear from the above that the definition of public documents within the meaning of the Regulation on Public Documents has a wider scope compared to the definition of public documents pursuant to the Apostille Convention due to the fact that the Regulation on Public Documents also includes documents executed by diplomatic or consular agents of Member States, while the Apostille Convention does not apply to documents executed by diplomatic or consular agents.145 

However, the Regulation on Public Documents applies exclusively to those public documents of Member States that establish one or more of the following facts: birth; that a person is alive; death; name; marriage, including capacity to marry and marital status; divorce, legal separation or marriage annulment; registered partnership, including capacity to enter into a registered partnership and registered partnership status; dissolution of a registered partnership, legal separation or annulment of a registered partnership; parenthood; adoption; domicile and/or residence; nationality; absence of a criminal record, provided that public documents establishing this fact are issued for an EU citizen by the authority of that citizen’s Member State of nationality, and to public documents, the presentation of which may be required of EU citizens residing in a Member State of which they are not nationals when they wish to vote or stand as candidates in local elections or elections to the European Parliament.146

Although the Regulation on Public Documents introduces a liberal approach in terms of exemption from legalisation or the addition of an Apostille to certain public documents that prove certain facts, the Regulation also prescribes protective mechanisms due to doubts as to the authenticity of a public document issued by the authority of another Member State. Thus, the Regulation relies on the already existing Internal Market Information System (hereinafter referred to as ‘IMI’), which is used as a communication platform between Member States in the field of administrative cross-border cooperation.147 Through the IMI system, the Member State authorities can compare presented public documents or certified copies thereof with models of document that are normally issued in the issuing Member State, and they can also communicate with the authorities or the central authority of the issuing state.148 Direct communication with the issuing country is recommended in any case whenever there is doubt as to the authenticity of the signature or seal, the capacity in which the person signing the document has acted, and forgery or subsequent unauthorised alteration of the document.149

In addition, the Regulation on Public Documents also simplifies other formalities in the circulation of public documents, which fall within the scope of the Regulation. Thus, it is prescribed that certified copies of public documents made in one Member State are accepted in another Member State if that Member State otherwise accepts certified copies of public documents according to its law.150 Likewise, if a Member State requires the presentation of the original of a public document issued by the authorities of another Member State, the authorities of the Member State where the public document is presented do not also require the presentation of a certified copy thereof.151 In addition to the aforementioned, the Regulation additionally facilitates the use of public documents from the aspect of linguistic pluralism within the EU. Thus, the Regulation introduces the possibility of using multilingual standard forms that have no autonomous legal value and are attached to public documents as aids, at the request of a person, to avoid the need to translate public documents and the associated costs.152 However, the use of multilingual forms is limited such that the forms exist only for documents that prove specific facts and not all facts that fall within the scope of the Regulation, so ultimately it will still be necessary to provide a translation for certain types of documents.153 In view of the advanced digitalisation, templates of multilingual standard forms are available on the European e-Justice Portal in electronic form for each Member State to enable the online filling of forms or their download to a personal computer.154 In this regard, it should be emphasised that the Regulation also applies to electronic public documents; however, it will ultimately depend on the national procedural autonomy whether such an electronic public document will be accepted, ie whether it can be used as electronic evidence according to the lex fori.155 Although the Regulation on Public Documents undoubtedly contributes to a simpler circulation of public documents within the EU, the aforementioned could be facilitated further, provided that Member States digitise civil status data on persons by connecting the interoperable national civil status records of all Member State, which would create an interconnected network state registries within the EU.156

Following the above, it should be noted that a simplified circulation of certain public documents within the EU based on the Regulation on Public Documents does not in any way affect the recognition of legal effects related to the content of public documents in the Member State in which a certain public document is to be used.157 From the perspective of Croatian law, the aforementioned means that certain public documents issued by authorities of other Member States will be exempted from legalisation and addition of an Apostille before Croatian authorities, and will have evidentiary value in accordance with domestic procedural regulations. Specifically, from the aspect of civil procedural law, in terms of evidentiary value, they will be equivalent to domestic public documents.158 Given that the Regulation on Public Documents does not impose a duty on the Member State receiving the document to recognise the public document of another Member State in the substantive sense, their recognition will depend on the national law of individual Member States, unless otherwise stipulated by international treaties.159 Thus, in the Republic of Croatia, the facts of birth, marriage or death of Croatian citizens born abroad are registered on the basis of a state registry extract of a foreign authority.160 Specifically, if we bring the previous national law provision into connection with the Regulation on Public Documents, it follows from the above that according to Croatian law, state registry extracts, which prove the facts of birth, marriage or death of Croatian citizens established in another Member State, which were issued by the authorities of the Member States within the framework of the Regulation on Public Documents, without the need for legalisation or the addition of an Apostille, ultimately result in legal effects in the Republic of Croatia, ie registration in a specific state registry such as a civil register. In relation to the application of public civil status documents issued within the framework of the Regulation on Public Documents, it should be emphasised that it in no way limits citizens, but moreover, citizens have the right to use other public documents that prove certain civil status, which are issued within the framework of the International Commission on Civil Status conventions if the Member States issuing and receiving the public document are parties to a certain convention.161

When it comes to the importance of the Regulation on Public Documents in terms of the simplified circulation of public documents within the EU, it should be noted that in 2023 the European Commission published a Proposal for a Directive to further expand and upgrade the use of digital tools and processes in company law.162 The Directive, inter alia, requires Member States to abolish legalisation or similar formality (Apostille) for copies and extracts of documents, including certified translations, of the court registers in Member States, but also for electronic copies and extracts of documents and translations if they are authenticated by trust services within the meaning of the eIDAS Regulation.163 Exemption from legalisation or the addition of an Apostille is also proposed for paper copies if they include the date of issuance as well as the seal or stamp of the register and have a feature that enables electronic verification of the authenticity of the document, such as a unique protocol or identification number.164 It is important to point out that Member States have already been obliged to ensure that electronic copies and extracts of court register documents are authenticated by trust services in accordance with the eIDAS Regulation.165 However, apparently the existing proposal of the Directive aims to further exempt authenticated documents from legalisation and obtaining an Apostille.

Additionally, this exemption from legalisation or the addition of an Apostille is proposed for notarial and administrative documents, their certified copies and translations in terms of cross-border procedures related to commercial companies, and it also applies to electronic notarial and administrative documents, their certified copies and translations if they are authenticated within the meaning of the eIDAS Regulation, and to those in paper form if they have a feature that enables electronic verification of the authenticity of the document.166 Furthermore, the Directive introduces a digital EU power of attorney, for which it also prescribes exemption from legalisation or similar formalities such as the adding of an Apostille.167 In order to carry out procedures in another Member State, companies will be able to use a standard model of the digital EU power of attorney to authorise a person to represent the company, and consequently it shall be accepted as evidence of the authorised person’s entitlement to represent the company as specified in the power of attorney.168 The condition for applying the digital power of attorney is that it is authenticated by trust services within the meaning of the eIDAS Regulation, ie that it is signed with an electronic qualified signature.169

As regards the Proposal for a Directive on the digitalisation of company law, it is significant that legalisation or the addition of an Apostille is abolished only for certain documents in the context of cross-border procedures related to companies, provided that the electronic document is signed with a qualified electronic signature within the meaning of the eIDAS Regulation. A principle conclusion that emerges from the above, which is in general applicable to cross-border legal traffic within the EU, is that the application of a qualified electronic signature or seal per se does not imply exemption of public documents from legalisation or the addition of an Apostille, but is an additional assumption that certain categories of public documents are exempt from legalisation or the addition of an Apostille by European norms. Namely, the eIDAS Regulation contains no general norm on the basis of which all types of public documents signed/certified with a qualified electronic signature/seal would be exempt from legalisation or the addition of an Apostille in cross-border legal traffic, but rather, as in the example of the Directive on the digitalisation of company law or the Regulation on Public Documents, exemption from legalisation or the addition of an Apostille is laid down for certain categories of public documents.

In terms of the registration in the state registries of the Republic of Croatia of the fact of divorce or marriage annulment, which was decided by the court of another Member State, it should be noted that even for this, no special procedure for updating the state registry will be necessary since under the Brussels II ter Regulation,170 the decision res judicata of the court of one Member State, as a public document, directly produces effects in another Member State without the need for a special recognition procedure, and without the need for legalisation or similar formality of the court decision in question.171 However, as already mentioned, such legal effects of the decision in the matrimonial dispute arise on the basis of the Brussels II ter Regulation, and not on the basis of the Regulation on Public Documents. Namely, with regard to the relationship between the instruments of the European Private International Law (hereinafter referred to as ‘EU-PIL’) and the Regulation on Public Documents, it was clarified that the Regulation is a horizontal instrument complementary to EU-PIL instruments (such as the Brussels II ter Regulation), while some of them, which eg specifically regulate the issues of the recognition of professional qualifications, will even have an advantage in terms of the application in relation thereto.172

Further to the above, it is generally necessary to consider the use of foreign court decisions as public documents of one Member State before the authorities of another Member State. Namely, based on EU-PIL instruments, the decision of a court of a Member State in certain matters is recognised in another Member State, with no special procedure for the recognition and enforcement of the decision in question.173 Or simply put, it is a system of mutual automatic recognition of decisions of EU Member States, based on the principle of mutual recognition, whose legal basis relies on the founding treaties of the EU, and whose purpose is to ensure the smooth circulation of court decisions in civil and commercial matters between EU Member States.174 As regards decisions made by applying specific instruments, which are to be used in another Member State, EU-PIL instruments provide for exemption from legalisation or other formalities.175 

At the same time, it is necessary to understand that such recognition of decisions of Member States in the regime of EU-PIL instruments refers to their specific effect as legal acts, which are equal in effect to the decisions of domestic courts.

However, we should distinguish from that situations in which the decisions made by applying EU-PIL instruments will be used exclusively for the purpose of proving a certain fact, ie as a means of proof, within the framework of a certain legal protection procedure before the authorities of another Member State different from the country of origin of the decision. Is it considered that such a decision represents a means of proof without the need to certify it with an Apostille? 

Pursuant to the Brussels I bis Regulation, if for any reason, a party wishes to invoke the effects of a court decision given in another Member State before the authorities of another Member State, the decision in question should be accompanied by a ‘Certificate concerning a judgment in civil and commercial matters’, which is, based on the Regulation, issued by the court of origin that has given the judgment at the request of the interested party.176 Additionally, the Brussels I bis Regulation stipulates that legalisation or other similar formality is not required for documents issued in a Member State under the Regulation.177 Therefore, such documents are entirely exempt from both legalisation and the addition of an Apostille. However, the question arises as to the meaning of the wording ‘document ... issued within the framework of this Regulation’, or more precisely, if the above wording refers to all types of documents, including judgments, or only to documents whose issuance is prescribed by the Regulation, such as the aforementioned certificate concerning a judgment and a certificate concerning an authentic instrument/court settlement, whose forms are attached to the Regulation and form an integral part thereof.178 Relevant legal theory does not provide unequivocal answers since in relation to the provision of art 61 of the Brussels I bis Regulation it underlines the importance of the certificates provided for in annexes I and II, and merely states that no additional review or special formality of anything issued under that regulation is necessary.179

On the other hand, the Brussels II ter Regulation uses a somewhat broader wording and stipulates that ‘no legalisation or any other similar formality is required in the context of this Regulation’.180 In terms of the Brussels II ter Regulation, the above applies equally to judgments and other court decisions, but also to all other documents issued under the Brussels II ter Regulation.181 The Brussels II ter Regulation also stipulates that, in addition to the decision in question, a party who wishes to invoke the effects of a decision given in the Member State of origin before the authorities of another Member State must also attach certain certificates, depending on the specific legal matter (Certificate concerning decisions in matrimonial matters, Certificate concerning decisions in matters of parental responsibility, Certificate concerning decisions ordering the return of a child to another Member State, etc.).182

Although the certificates in question, which are attached to the Brussels I bis Regulation and the Brussels II ter Regulation, have different functions, their common purpose is to ensure that the authority of the Member State receiving the decision assures that the court decision of the Member State of origin is true, ie authentic.183 However, exemption from legalisation or the addition of an Apostille should not be taken without reservation. Namely, as the Brussels I bis Regulation and the Brussels II ter Regulation exempt only decisions and other documents within the framework of these regulations from legalisation or similar formality, it should be noted that such exemption applies only within the scope of application of these regulations.184 In other words, it should be understood that such exemption from legalisation or similar formality is applied only for the purpose of the recognition and enforcement in cross-border matters.185 EU-PIL instruments, such as the Brussels I bis Regulation, provide exclusively a legal framework for mutual automatic recognition and enforcement of Member State decisions, ie the recognition of legal effects in another Member State, but EU-PIL instruments do not imply or have any effect on the evidentiary value of a court decision of one Member State before the court of another Member State when the decision is used as proof of fact, and the evidentiary proceeding issues, including the assumptions about the use of certain means of proof, should be evaluated according to the lex fori.186 From the perspective of Croatian civil procedural law, a court decision given by another Member State, if used exclusively as a means of proof, should have an Apostille, given that all EU Member States are also parties to the Apostille Convention, unless total exemption from certification of public documents between the Republic of Croatia and the Member State of origin of the document is stipulated by some other international treaty.187  

Hence, it is necessary to distinguish between two legal situations. The first one would refer to the need of a party to raise an objection res judicata within the framework of the proceedings before the court of a Member State that is different from the Member State of origin of the decision. Here, one should start from the effect of a foreign decision to which certain legal presumptions of different effect are attached. Specifically, in terms of the objection res judicata, one should start from the fact that the wording of the decision res judicata represents a legal disposition of the court, and as such, it expresses a certain legal situation, and in no way is this about using the decision as a means of proof in the sense of the usual understanding.188 Therefore, in order to emphasise the objection res judicata, the decision should be accompanied by an adequate certificate in terms of the Brussels I bis Regulation and the Brussels II ter Regulation. However, this obligation to attach a certificate does not apply to those cases when a court decision is used as a means of proof in the evidentiary proceeding to prove the facts.189 Nevertheless, in accordance with the understanding of the prevailing procedural law theory, if a foreign decision is treated as an ‘ordinary’ public document, ie if it is not recognised, it would have to be at least legalised in order to attach the presumption of authenticity thereto. Otherwise, by resorting to the principle of free evaluation of evidence, an unrecognised and non-legalised decision could be recognised to have a greater effect than it actually has, assuming it is a decision made between parties, possibly of a certain content, but from the perspective of the Croatian legal system, it is non-existent.190

In this regard, if the decision of the court of a Member State before the court of another Member State is used exclusively as a means of proof, from the aspect of efficiency and effectiveness in proceedings, it would be opportune to make an exception in relation to those decisions of the court of other Member States with prescribed certificates within the meaning of EU-PIL regulations. Namely, if they are automatically recognised as having legal effects, it should be considered that they can also be taken as duly authenticated foreign public documents within the meaning of the CPA, without the need for adding an Apostille.  

In terms of comparative arrangements, it should be stressed that the German legal system does not provide for special rules regulating the status of public documents exempt from legalisation under EU law, but general national rules apply. Accordingly, as regards the admissibility of this evidentiary value, German law equates foreign public documents under the regime of either the Apostille Convention, bilateral treaties or EU-PIL instruments with documents issued in Germany. 

As regards non-legalised public documents, § 438(1) of the Code of Civil Procedure (hereinafter referred to as ‘the CCP’) leaves this matter at the discretion of the court to assess whether a foreign public document can be considered authentic without additional evidence thereof. This excludes situations in which foreign public documents are exempt from legalisation under the regime of EU-PIL instruments. In all other situations, the court will require the necessary information on the authenticity of the foreign public document to be delivered by the competent authorities (German embassies, consulates, Landesarbeitsgericht Hamm). If under § 438(1) of the CCP the court assesses that such a foreign document is authentic, such a document is recognised under §§ 415 et seq. of the CCP as having the same evidentiary value as German public documents (see the decision of the Bundesverwaltungsgericht, NJW 1987, p. 1159, and the decision of the Bundesgerichtshof, BGH LM § 418 of the CCP No. 3). However, the assessment of the authenticity of the content of a foreign public document in that case is at the discretion of the court. 

In respect of court decisions of other Member States that are accompanied by prescribed certificates within the meaning of EU-PIL regulations as foreign public documents, the prevailing German legal theory also agrees with liberalisation in terms of the necessity of the addition of an Apostille or legalisation. However, it also warns that such a step should be accompanied by the resolution of doubts in relation to the interpretation of the court decision as a public document.191

Finally, in terms of the aforementioned regarding the absence of the rules of evidence in relation to certain EU-PIL instruments, attention should also be drawn to the opposite normative solutions. The Succession Regulation,192 which also provides for exemption from legalisation and other formalities (an Apostille) for documents of Member States, additionally explicitly regulates rules of evidence in respect of individual documents.193 This refers to public documents and the European Certificate of Succession. Thus, for a public document drawn up in one Member State, it is prescribed that it has the same evidentiary value in another Member State as in the Member State of origin, or the most similar effect, provided that this is not obviously contrary to the public policy of the Member State in which the document is presented.194 An important difference follows from the above in relation to the principle use of foreign public documents before the authorities of another state. Namely, a represented rule is that the evidentiary value of a foreign public document is assessed according to the lex fori; however, in the context of public documents, in accordance with the Succession Regulation, the court of a Member State will assess the evidentiary value of a public document according to the law of the issuing Member State, ie according to the lex loci actus.195 Furthermore, with regard to the European Certificate of Succession, the authenticity of the Certificate is presumed. Consequently, it is assumed that the Certificate accurately proves the elements established by the law applicable to succession or by any other law applicable to certain elements, and that the person named in the Certificate as the heir, legatee, executor of the will or administrator of the estate, has the status specified in the Certificate.196

4. Court decision as a public document in the procedure of recognition of a foreign court decision on the basis of the PIL Act

Through a recent ad hoc legislative intervention, the PIL Act was amended in such a way that, inter alia, additional prerequisites have been prescribed for the recognition of a foreign court decision on the adoption of a child from a country that is not a party to the international treaty governing international adoption.197 

In this context, the provision of art 71a(1) of the PIL Act stipulates that such a foreign court decision on adoption will be recognised after the court verifies the authenticity of that decision through diplomatic channels, and if the applicant has provided proof of res judicata of the decision, and has also submitted proof of the legalisation of the adoption decision in accordance with the law governing the legalisation of documents in international legal traffic.198 It follows from the above that the provision of art 71a(1) of the PIL Act applies to those foreign court decisions on adoption of a child from a country that is not a party to the international adoption treaty, and with which the Republic of Croatia has not concluded a bilateral or multilateral treaty regulating the circulation of public documents in a different way. Otherwise, if international legalisation of foreign documents were insisted upon according to the LPD Act, it would be contrary to the provisions of the Constitution of the Republic of Croatia on the legal force of international treaties, and it would also cause a violation of the international obligations of the Republic of Croatia.199 Legislative intervention, as implemented by art 71a(1) of the PIL Act, is redundant for several reasons. 

First, the legislator unnecessarily refers to mandatory verification of the authenticity of the decision on adoption through diplomatic channels, ie through the Croatian Ministry of Foreign and European Affairs, given that further in the provision of art 71a(1) of the PIL Act it prescribes the obligation to submit proof of the legalisation of a foreign court decision. However, regardless of that, the possibility of diplomatic verification of the authenticity of a foreign public document has already existed on the basis of the LPD Act such that if the authority to which a foreign public document is submitted has doubts as to the authenticity of the document, it can request the Ministry of Foreign and European Affairs to check whether the document was issued by the authority indicated therein.200 It can be assumed that the use of unauthentic documents is an exception, not the rule. However, the legislator has obviously decided on a different approach and introduced the assumption that obviously every foreign decision on the adoption of a child, which falls within the scope of art 71a(1) of the CPA, is by nature iudicium suspecta and should therefore be checked through diplomatic channels. At the same time, this also renders the procedure of international legalisation, which is supposed to be conducted by the Ministry of Foreign and European Affairs, or diplomatic and consular representations of the Republic of Croatia abroad, meaningless for foreign public documents intended for use before the authorities of the Republic of Croatia.201 

Second, an intervention is redundant since proof of res judicata of a foreign court decision is obligatorily attached to the proposal for recognition in terms of the provisions of the PIL Act that have been in force.202 Therefore, it was unnecessary in the provision of art 71a(1) of the PIL Act to emphasise the obligation to attach proof of res judicata of a foreign court decision on adoption because it must be attached whenever it comes to the recognition of a foreign court decision based on the PIL Act, regardless of the specific legal matter in the proceeding from which the foreign decision originates (adoption, divorce, payment of a monetary claim, etc.).203 From the provision of art 67(1) of the PIL Act before the legislative amendment in question, it was not clear that the applicant in the process of recognising a foreign court decision on adoption of a child would be exempt from the obligation to submit proof of res judicata of a foreign court decision. However, since the legislator has already decided to standardise in detail the procedure for the recognition of a foreign court decision on adoption of a child in the manner prescribed, it should be noted that addressees were not additionally instructed to pay attention to proof of res judicata of a foreign court decision. Namely, as a presumption of the recognition of a foreign court decision, the PIL Act prescribes the duty of the proposer, along with that decision, to submit proof of res judicata of that decision under the law of the country in which it was made.204 Although the earlier Act on the Resolution of Conflict of Laws with Regulations of Other Countries provides for the obligation to attach proof of res judicata as a formal act, the PIL Act is more flexible in certain cases and provides for the obligation to attach proof of res judicata of a foreign court decision.205 However, proof of res judicata of a foreign court decision is usually issued in the form of a clause printed on the decision itself, in the form of a special certificate or in the form of some other formal document.206 

Namely, a certificate of res judicata of a foreign court decision could also be a public document per se, and since it originates from a foreign country, such an act could be considered a foreign public document.207 The authority issuing a certificate of res judicata may or may not be the same authority that made the specific court decision, and this depends on the law of the country of origin of the decision.208 Hence, the stamp and/or signature do not necessarily have to be the same as those found on the foreign court decision itself, ie placed at the time it was issued. The foregoing justifies that when recognising a foreign court decision, the status of a certificate of res judicata should also be considered according to the lex loci actus, and secondly Croatian law, or whether such an act is considered a separate foreign public document.  Therefore, if the lex loci actus and in any case the subordinate Croatian law qualify the formal certificate of res judicata as a public document, it will be necessary to legalise it beforehand in terms of the LPD Act, unless otherwise stipulated by an international treaty.209 The PIL Act provides for the obligation to attach ‘proof of res judicata issued by the law of the court’, so the PIL Act qualifies as evidence any means whose purpose is to confirm the res judicata effect of a foreign court decision, regardless of whether it is a formal act or something else. All the more, if it is a formal act, then as evidence, such a public document should fulfil the general assumption about the use of a foreign public document as a means of proof within the meaning of the CPA and the LPD Act, ie that it is duly certified (legalised), unless otherwise stipulated by an international treaty.210 

However, in the event that a certificate of res judicata really has the status of foreign public document, there are certain limitations regarding the possibility of rebutting the presumption of authenticity, depending on the legal nature of a certificate of res judicata according to the law of the country of decision. This is because if a certificate of res judicata is treated as a separate court decision under the law of the country of decision, then in the recognition process, the legal dispositions of a foreign court in the act of the formality cannot be contradicted by applying the provision of art 230(3) of the CPA, ie it would not be allowed to prove falsehood of the act as a document in the direction that the presumption of res judicata were not fulfilled according to the law of the country of decision.211 This is because such a certificate could be challenged exclusively by legal means before the court of the decision, as is the case in Croatian civil proceedings, in which only the court that issued the domestic certificate of res judicata is authorised ex officio or at the request of the party to revoke it, provided that legal conditions for its issuance were not met.212 Thus, it can be concluded that a certificate of res judicata, as a specific court decision, can possibly be linked with a rebuttable presumption that a certificate of res judicata legally exists even after the adoption of a certificate of res judicata itself, ie that the court decision by its lex fori did not invalidate a certificate of res judicata.213 In the event that a certificate of res judicata has in the meantime lost its legal effects, the opposing party could propose counter-evidence, ie prove that a certificate of res judicata does not exist as evidence. On the other hand, if a certificate of res judicata is considered exclusively a public document confirming the existence of a certain fact under the law of the country of decision, then a rebuttable presumption of authenticity would apply to such a document, and before the Croatian court it would be admissible to prove that the facts stated in the document are false, ie even to prove that the presumption of res judicata was not met according to the law of the country of decision.214

Finally, thirdly, the reference from art 71a(1) of the PIL Act to the need to submit evidence of the legalisation of the decision on adoption is redundant since even before the legislative intervention in question, the aforementioned was a prerequisite for the recognition of each foreign court decision, including a decision on adopting a child, unless otherwise stipulated by an international treaty or European law.215 Although the public nature of a foreign document in each individual case will still depend on the lex loci actus (art 3(3) of the LPD Act), and only secondarily on Croatian law, it should be assumed that, considering the legal force and authority of the state that stands behind a court decision, in the majority of legal systems they have the status of public documents. Consequently, a foreign public document can be used in the Republic of Croatia only if it is certified by the Ministry of Foreign and European Affairs, ie a diplomatic or consular representation of the Republic of Croatia abroad.216 Given that the LPD Act uses the wording that public documents issued abroad ‘can be used in the Republic of Croatia only if they are authenticated ...’, this leads to the conclusion that the above applies to every use, without specifying whether a foreign public document is used as a means of proof, as a mandatory attachment to the proposal for the recognition of a foreign court decision or for some other purpose. However, it must be concluded that the provision of the LPD Act primarily refers to the use of foreign public documents before the competent authorities of the Republic of Croatia and other persons with public power.

Furthermore, the provision of art 71a(1) of the PIL Act introduced legal uncertainty into the process of recognising foreign court decisions from a principle point of view. Namely, given that the PIL Act emphasises the need for legalisation exclusively in procedures for the recognition of a foreign court decision on adopting a child, ie when the country of origin of the decision is not a party to the international treaty regulating international adoption, argumentum a contrario points to the conclusion that for all other parties to court decisions whose recognition is carried out on the basis of the PIL Act, regardless of the legal matter, proof of legalisation in terms of the LPD Act does not have to be submitted. In particular, the question arises as to whether the provision of art 71a(1) of the PIL Act can be interpreted as a kind of derogation from the LPD Act in relation to all other foreign court decisions originating from countries with which the Republic of Croatia has not concluded a valid international treaty on the basis of which certification of foreign public documents, including court decisions, would be regulated in a different way. Thus, the provision of art 71a(1) of the PIL Act concerning the prescription of the obligation to legalise a foreign court decision on adoption caused a logical inconsistency between the provisions of the PIL Act and the LPD Act, which is against the requirement for the coherence of the legal system.217 In terms of the use of foreign court decisions as public documents, impaired coherence of the domestic legal system applies equally to the procedures for deciding on recognition as the main matter and on recognition that is decided as a preliminary (prejudicial) issue. The aforementioned legislative intervention may also lead to the conclusion that by court decisions before the amendment of the PIL Act, the legislator renounced the status of public documents, both according to the lex loci actus, and secondarily according to the relevant Croatian law, so they did not even come within the scope of the provisions of the LPD Act. However, such an argument is not tenable. It should be taken into account that the Supreme Court of the Republic of Croatia, albeit from the criminal law level, took the position that court decisions are public documents.218 Croatian substantive criminal law does not define an autonomous concept of public documents, while the criminal law doctrine reaches for normative determinations of public documents in terms of the CPA and the GAP Act.219 Thus, in any case, if the lex loci actus cannot be applied, at least from the aspect of Croatian law, (foreign) court decisions enjoy the status of public document.

As a result of the above, it should be assumed that in recognition procedures, regardless of the legal matter, foreign court decisions should continue to be subject to the provisions of the LPD Act, both in the application of the provision on the qualification of a foreign document as public, and consequently in legalisation, unless otherwise specified by international treaties. Namely, it is not logical for foreign court decisions to have legal effects in the Republic of Croatia after they have been recognised on the basis of the PIL Act, without having previously been subjected to the verification of the authenticity through the legalisation procedure, while on the other hand, within the meaning of art 231 of the CPA, foreign public documents that are intended to serve exclusively and solely as a means of proof would be subject to stricter control in terms of the verification of the authenticity in the legalisation procedure, unless otherwise specified by international or European law.220 In this sense, it is necessary to distinguish between the legal and evidentiary value of foreign public documents, including foreign court decisions. Foreign court decisions acquire their legal force by recognition, and in that case, they are equivalent in effect to decisions of domestic courts, while foreign court decisions acquire their evidentiary value after they have been duly certified (legalised), unless otherwise stipulated by international treaties or European law, and in that case, they are bound by the presumption of authenticity of the document, just like domestic public documents.221 However, despite the presumption of authenticity of public documents as a formal rule of evidence within the meaning of the CPA, it should be kept in mind that it is possible to prove that a public document is false.222 On the other hand, if a foreign court decision, as a public document, is used before the court as a means of proof, then its wording in a refutable manner proves exclusively that what was established or produced by it exists even after the moment to which its formality refers, and as a public document, it proves the content of the explanation as such, but not the authenticity of the claims stated in the explanation of the decision.223 The regularity of the wording or legal dispositions in a public document, including a court decision, cannot be refuted within the evidentiary proceeding, but the aforementioned can be refuted exclusively in accordance with the procedural rules of the proceeding within the framework of which the public document was issued.224 Moreover, it is very likely that a foreign public document, as a means of proof in the proceedings, will not be the only and exclusive evidence, therefore the court will not necessarily make a decision in the proceedings only on the basis of the rule on the presumption of authenticity of the public document as a formal rule of evidence, but also by evaluating other evidence separately and all the evidence together, but also based on the results of the entire proceeding.225 Consequently, it should be considered that the legal force of a certain document still has a higher degree of effectiveness than the evidentiary value, and this points to a reasonable conclusion that, as a result, all foreign court decisions in the recognition process based on the PIL Act should all the more be previously legalised in terms of the LPD Act, unless otherwise stipulated by international treaties.

Finally, it should be concluded that in addition to satisfying the then-current political needs, the legislative intervention, expressed through art 71a(1) of the PIL Act, clearly had the purpose to educate the addressees, ‘step by step’, how to act in connection with the proposal for the recognition of a foreign court decision on adoption, although the aforementioned was already regulated by the PIL Act and the LPD Act. The educational character of art 71a(1) of the PIL Act can also be inferred from the explanation of the Proposal of the Act Amending the Private International Law Act, which the Government of the Republic of Croatia, as an authorised proposer, submitted to the Croatian Parliament. Thus, the Government states that the goal of the proposed act is, inter alia, to ensure that in the recognition process, a foreign court decision on adoption is delivered to domestic courts legalised ‘in accordance with existing regulations’.226

5. Conclusion

In legal theory, issues related to the application of a public document issued by the authorised body of one country in order to exercise a right or fulfill an obligation in another country, have caused numerous dilemmas and have been the impetus for legislative interventions at the national and supranational level. The development of information and communication technologies and the digitalisation of national, European and international adjudication in civil matters require a review of the functionality of the existing legal framework and its application, which is the subject of discussion in this contribution. 

Unanswered questions related to the application of paper public documents are further complicated when an attempt is made to answer them in the context of the application of digitised public documents. Namely, the differences in the rules of national legal systems, such as the refusal to issue an Apostille on certified copies of public documents for the purpose of legal order protection due to frequent fraudulent practices with certified copies, can be an additional problem when it comes to dealing with electronic documents. Furthermore, the absence of uniform rules on the authenticity of an electronic public document, especially if the national system limits its time validity, gives rise to doubts as to the validity of the issued Apostille. In the context of the Republic of Croatia and the legal certainty of entities when presenting Croatian electronic public documents to the authorities of other countries, it would be opportune to propose, as the most optimal solution, that the Republic of Croatia joins the e-APP programme, and consequently consistently applies dualism regarding the addition of Apostilles, depending on the form of the public document. In this case, a paper (physical) Apostille should be attached to public documents that originally exist in a paper (physical) form, while an e-Apostille should be attached exclusively to electronic public documents.

Certain questions also arise regarding the status of court decisions as public documents in the regime of the Brussels I bis Regulation and the Brussels II ter Regulation. There is a fundamental doubt as to whether the wording ‘documents ... issued under this Regulation’ refers to all types of documents, including judgments, or only to documents whose issuance is prescribed by the Regulation. In this regard, it is not entirely clear how the provisions of national procedural law should treat a court decision of another Member State if it were to be used exclusively as a means of proof. Should it necessarily have an Apostille? In the same way, with regard to asserting the objection res judicata, which is declared in the context of litigation before the court of a Member State that is different from the Member State of origin of the decision, will it be necessary for the decision to be accompanied by an adequate certificate in terms of the Brussels I bis Regulation and the Brussels II ter Regulation because the wording of the decision res judicata represents a legal disposition of the court and as such expresses a certain legal situation, not a fact, so it is not even a question of using the decision as a means of proof in the sense of the usual understanding? 

It is precisely the criticism expressed regarding the ad hoc legislative intervention that amended the PIL Act in such a way that, inter alia, additional prerequisites are prescribed for the recognition of a foreign court decision on adopting a child from a country that is not a party to the international treaty governing international adoption, illustrates the difficulties in seeking solutions to these open questions. Therefore, this contribution is an incentive for their deeper consideration and search for comprehensive answers before formulating unequivocal conclusions and solutions. 
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1. Introduction

Esports (‘competitive video games’ or ‘electronic sports’) have rapidly developed. According to the Newzoo’s free report in 2022, the global revenue of the esports industry in 2021 reached 1,136.5 million dollars and the expected global revenue by 2025 will be 1,866.2 million dollars.1 At the present time, the esports industry is composed of many esports stakeholders, such as esports publishers (eg Electronic Sports League (ESL), Valve and Riot Games), electronic equipment companies (eg Logitech and Dell), television and media companies (eg CBS, ESPN and Swisscom), streaming platform providers (eg Twitch and YouTube), video game distributors (eg Google Play Store and Apple Store) etc.2 Thus, it can be said that the esports industry becomes one of the worldwide economic markets.

Due to such rapid growth, the esports society has faced many problems, such as doping,3 match-fixing,4 physical and mental health issues,5 sexual harassment against vulnerable esports players6 etc. In this situation, some states enact national legislation on video games to protect children against negative consequences, such as violent scenes, sexual expression images and gaming addiction and disorders.7 The national legislation creates an age limitation for children to play competitive video games. Nevertheless, children can still have access to esports because their parents or other adults may give them prohibited video games.8 Therefore, it is difficult for states to restrict children’s access to competitive video games. 

In this connection, facial recognition technology has gradually become a part of our daily lives. For instance, Apple Inc. uses ‘Face ID’ to unlock iPhones, authorise purchases, and download apps without the need for passwords.9 At airports, facial scanning machines simplify the boarding process for passengers.10 In the context of esports, the technology has been used to restrict children’s access to esports activities in order to protect them against gaming addiction.11 For instance, the Chinese government has implemented a national law prohibiting minors from playing video games between 10pm and 8am.12 To enforce this law, it started ‘online patrol’ by using facial recognition technology to pick up young gamers.13 Therefore, if esports society may use this technology to protect young esports players, it might play an important role in the protection of young esports players against negative consequences due to esports activities. However, the use of facial recognition technology may cause human rights risks, particularly concerning the right to privacy, due to the collection and retention of sensitive personal data (ie biometric data).14 

In this situation, this chapter will consider whether the esports society should use facial recognition technology to protect young esports players. To answer this main question, it will examine the following research questions: (1) How has facial recognition technology been used in esports society?; (2) What human rights risks can be identified due to the use of facial recognition technology?; and (3) How can the use of facial recognition technology be justified in esports activities? This research will serve to clarify how esports publishers and esports event/league organisers may assess an impact on fundamental human rights by using the facial recognition technology in the esports society.

In the light of the foregoing, this chapter will be divided into the following sections: After this introduction, it will provide an overview of how facial recognition technology is currently being used in the esports society to protect young esports players against negative consequences. Furthermore, it will examine the right to privacy guaranteed by international human rights law and identify human rights risks associated with the use of facial recognition technology. On this basis, this chapter will consider how the esports society should strike a balance between the protection of young esports players and the protection of their rights to privacy when it uses the facial recognition technology in esports. Finally, it will answer the main question of whether the esports society should use facial recognition technology to protect young esports players. 

2. Facial recognition technology in esports? 

As previously mentioned, China has implemented facial recognition technology to enforce its national law prohibiting young gamers from playing between 10pm and 8am, with the aim of protecting minors from gaming addiction. However, how should facial recognition technology be used in esports activities? To answer this question, this section will firstly provide an overview of what facial recognition technology is, and then describe how it is currently being used in the esports society. 

2.1. What is facial recognition technology?

First of all, what is facial recognition technology? According to the Cambridge Online English Dictionary, the term ‘facial recognition’ means ‘technology that makes it possible for a computer to recognize a digital image of someone’s face’.15 More precisely, Elizabeth McClellan indicated that ‘[f]acial recognition technology is an algorithm used to recognize a human face through the use of biometrics, which track facial features from a photo or video’.16 Furthermore, the Danish Institute for Human Rights explained that: 

 

Facial recognition is based on technology that captures biometric data to identify natural persons. The technology has many uses, ranging from comparing one image with one individual (so-called ‘one-to-one’ comparison) to more general surveillance of citizens and comparison of facial images against large databases (‘one-to-many’ comparison).17 

 

Furthermore, it can be trained to improve the ability for the identification and verification of human faces via machine learning technology through the analysis of the large quantities of facial images.18 In other words, this technology is combined with machine learning technology to enhance their capacity and quality to recognise human faces and to identify a specific person through the analysis of large quantities of facial images. On this basis, this art defines the term ‘facial recognition technology’ as an algorithm used to recognise human faces and to identify and verify a specific person via machine learning through the analysis of a huge amount of facial images.  

Based on this definition, what benefits can facial recognition technology provide us? This technology is used for the following three purposes19: (1) identification (identifying one person from among others in a database (one-to-many comparison)); (2) authentication/verification (verifying a person’s identity, such passport photos (one-to-one comparison)); and (3) classification/categorisation (classifying a facial image into sex, colour and age etc. (matching general characteristics)).20 It would be beneficial for the esports society to utilise this technology to ensure a safe environment for young esports players. In doing so, esports publishers and esports event/league organisers need to verify the age of players using their facial images and personal information provided during registration. This method would prevent underage players from accessing esports activities. 

2.2. Different reactions to the use of facial recognition technology in Asia and Europe

Based on this definition, this subsection will provide an overview of the different reactions to the use of facial recognition technology in Asian and European countries. This is because each country has taken a different approach to the use of facial recognition technology.21  

In Asian countries, there is often less opposition to the deployment of machines with facial recognition technology. For instance, Japan decided to use facial recognition technology to check physical temperature and vaccination status.22 In South Korea, the government launched a pilot project to use facial recognition technology of CCTV cameras to track the movement of infected people with the COVID-19 in 2021.23 Furthermore, China uses this technology to monitor every actions of Chinese citizens24 and invented other facial recognition technology which is capable of identifying human faces wearing a mask.25 In addition to this, the Chinese government enforces Chinese population to scan their faces before using mobile internet services.26 India started to use the facial recognition technology in various locations to monitor the population during COVID-19, even though there was no national legislation in place to govern its use.27 In light of these examples, Asian countries tend to face less opposition when deploying facial recognition technology.28 

In contrast to the situations of Asian countries, the use of facial recognition technology has been recognised as a sensitive issue in Europe. In France and the United Kingdom, the law enforcement authorities, especially police, started to experiment the facial recognition technology to prevent terrorism.29 However, the European Parliament recently called for a ban on the use of facial recognition technology in public space.30 Although Germany strongly supports this position,31 France is not in favour of total ban on the use of facial recognition technology.32 The UK courts have already examined the use of facial recognition technology with CCTV camera by police in R (on the application of Bridges) v Chief Constable of South Wales Police.33 In this case, the Court of Appeal considered that the use of facial recognition technology infringed the right to respect for private life under art 8(1) of the ECHR, but the interference by the South Wales Police Force (SWP) with the art 8(1)’s right could be justified under art 8(2) of the ECHR. However, it stated that the SWP’s interference was not in accordance with the law34 and the SWP did not conduct adequate ‘data protection impact assessment’ (DPIA).35 Therefore, it decided that there was an infringement of art 8 of the ECHR because the SWP’s interference did not satisfy the art 8(2)’s conditions.36 Therefore, European countries are reluctant to accept the use of facial recognition technology in order to protect the right to respect for private life under art 8 of the ECHR. 

In short, Asian countries generally did not face significant opposition to the use of facial recognition technology, while European countries (excluding France) have been strongly opposed to it. This is largely due to concerns that collecting facial images could infringe on the right to privacy, which will be discussed in the following subsection. Accordingly, different reactions of Asian and European countries to the use of facial recognition technology can be discerned. 

2.3. Facial recognition technology in esports

In light of the different reactions of Asian and European countries to the use of facial recognition technology, this subsection will provide an overview of how the esports society uses facial recognition technology. In doing so, it will refer to some examples, in particular China and European countries.37

As previously mentioned, China has implemented facial recognition technology to prevent gaming addiction and enforce its national law that prohibits minors from playing electronic games during 10 pm to 8 am. To enforce this law, the Chinese gaming company, Tencent Games, has introduced facial recognition technology to prevent minors from playing at night.38 However, the majority of young esports players may still have access to competitive video games because their parents provide them with smartphones or gaming IDs for competitive video games.39 

European countries have not yet used facial recognition technology in the context of esports. In this connection, the European Parliament called for a ban on the use of facial recognition technology in public space.40 In this sense, European countries are reluctant to use this technology to defend individuals’ privacy in Europe. Therefore, esports publishers and event/league organisers in Europe are hesitant to use this technology and are subject to strict requirements under European data protection law. 

To sum up, China is a leading country for the use of facial recognition technology in esports. European countries have faced huge obstacles to implement this technology in European esports activities because the use of this technology may cause a potential human right violation. In other words, it arbitrarily interferes with the right to privacy guaranteed by international human rights treaties. This issue has been recognised as one of the most concerning aspects for the use of the facial recognition technology.41 Therefore, the next section will consider if there is a violation of the right to privacy guaranteed by international human rights law. 

3. Youth protection in esports vs. human rights risks caused by the use of facial recognition technology

Based on the previous section, it is clear that the esports society has gradually used the facial recognition technology. However, the following question may be raised: What human rights risks does the use of facial recognition technology cause? To answer this question, this section will examine the risk of a violation of the right to privacy (or the right to respect for private life) guaranteed by international human rights law, especially the Universal Declaration of Human Rights (UDHR),42 the International Covenant on Civil and Political Rights (ICCPR)43 and the European Convention on Human Rights (ECHR).44 Children under 18 years old may also enjoy this protection under art 16 of the Convention on the Rights of the Child (CRC).45 

Under these human rights treaties, it is important to note that international human rights treaties impose on state parties the following two categories of legal obligations46: (1) negative obligations to refrain from interfering with the enjoyment of rights; and (2) positive obligations to take necessary measures to prevent and protect human rights violations caused by states and non-state actors.47 In the context of esports, esports publishers and esports event/league organisers are non-state actors and, thus, they are not held responsible for the implementation of both obligations under international human rights law. However, the state parties must implement positive obligations to prevent human rights violations caused by non-state actors.48 Therefore, if esports publishers and esports event/league organisers infringe the right to privacy due to the use of the facial recognition technology, states must take necessary measures to avoid such human rights violations within the territories.49 

In light of the foregoing, this section will be divided into the following subsections: Firstly, it will consider if there is a violation of the right to privacy due to the use of facial recognition technology in light of the provisions of the ICCPR and ECHR.50 If so, it will then take into consideration how the state interference can be justified to use this technology under these treaties. 

3.1. Is there a violation of the right to privacy due to the use of facial recognition technology?

At the beginning of this section, this subsection will refer to art 12 of the UDHR, which reads as follow: 

 

No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection of the law against such interference or attacks.

 

In other words, this provision firstly guarantees the right to privacy for everyone at the international level. However, it is important to note that the UDHR has no legally-binding effect on states, but this non-legally binding norm was converted into a legal obligation after the adoption of the ICCPR in 1966.51 Therefore, this subsection will provide an overview of the right to privacy in the context of the use of facial recognition technology in light of art 17(1) of the ICCPR and art 8(1) of the ECHR.52 Furthermore, it will consider how the General Data Protection Regulation (GDPR)53 may apply to the use of facial recognition technology in the context of esports because the GDPR is an important instrument for the protection of the right to privacy in Europe.

3.1.1 The right to privacy under art 17 of the ICCPR

First of all, art 17(1) of the ICCPR stipulates that ‘No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honour and reputation’. This provision guarantees the right to privacy which ‘is an expression of human dignity and is linked to the protection of human autonomy and personal identity’.54 Under this provision, state parties to the ICCPR shall enact the national legislation prohibiting arbitrary or unlawful interference with individual’s privacy by state and non-state actors (positive obligations).55 

Regarding the protection of personal data, the Human Rights Committee (HRC)’s General Comment No 1656 explains that ‘The gathering and holding of personal information on computers, data banks and other devices whether by public authorities or private individuals or bodies, must be regulated by law. (…)’.57 In particular, it uses the term ‘other devices’ in this paragraph and this term should be interpreted to include the facial recognition technology on the basis of a living document doctrine which reflects the social and technological development for the interpretation of human rights treaties.58 As had been mentioned in the previous section, the facial recognition technology has been grown up in our society and it cannot be ignored. In this situation, the OHCHR’s Report on the Right to Privacy in the Digital Age (hereinafter: the OHCHR report) indicates: 

 

Aspects of privacy that are of particular importance in the context of the use of AI include informational privacy covering information that exists or can be derived about a person and her or his life and the decisions based on that information, and the freedom to make decisions about one’s identity.59

 

Therefore, the right to privacy should be taken into account when the facial recognition technology with machine learning is used. 

In conclusion, it can be considered that the use of facial recognition technology falls within the scope of art 17(1) of the ICCPR and the state parties are held responsible for taking necessary measures to protect personal information collected by the facial recognition technology. However, each state has no specific national legislation on the use of facial recognition technology. In this situation, how can the state parties implement the positive obligations to prevent a violation of the right to privacy against the use of facial recognition technology under art 17(1) of the ICCPR? In doing so, this art should refer to each national data protection law regulating the treatment of personal information by electronic device, but it cannot all be dealt with. Therefore, it will refer to the GDPR as an example to know how the personal data collected by the facial recognition technology should be treated and protected. 

3.1.2. The right to respect for private life under art 8 of the ECHR

Furthermore, art 8(1) of the ECHR prescribes that ‘Everyone has the right to respect for his private and family life, his home and his correspondence’. The ECtHR explains that the concept of ‘private life’ is a broad term covering the physical and psychological integrity of a person, an individual’s physical and social identity, a right to personal development, and the right to establish and develop relationships with other human beings and the outside world.60 On this basis, this provision imposes on state parties negative obligations to refrain from interference with private and family life and positive obligations to protect individuals from violations of their rights to private life.61 In particular, state parties must take legislative or administrative measures to implement negative obligations, but they may enjoy a certain margin of appreciation allowing them to decide how to strike a balance between the competing public and private interests or Convention rights.62 

Regarding the protection of personal data, David Harris and others point out that ‘[t]he collection , storage, and disclosure of information by the state about an individual will interference with his right to respect for private life’.63 Thus, the use of new technologies to collect biometric data may interfere with art 8(1)’s rights.64 In this context, it can be interpreted that the use of facial recognition technology falls within the scope of art 8(1) of the ECHR on the basis of a living instrument doctrine.65

In conclusion, the use of facial recognition technology is considered the interference with the right to respect for private life under art 8(1) of the ECHR because this technology can collect biometric data, especially facial images, by means of automated processing.66

3.1.3 Data protection under the General Data Protection Regulation

Finally, this part will refer to the provisions of the GDPR in the context of the use of facial recognition technology as one of the examples of data protection law. As has been mentioned in the previous section, the facial recognition technology can collect sensitive personal data, especially biometric data,67 without any explicit consent by data subjects.68 In this regard, art 4(14) of the GDPR provides that: 

 

‘biometric data’ means personal data resulting from specific technical processing relating to the physical, physiological or behavioural characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or dactyloscopic data.69

 

Furthermore, the Court of Justice of the European Union and the ECtHR has also recognised facial images as sensitive personal data (or biometric data).70 Therefore, facial images collected by facial recognition technology can be categorised as ‘biometric data’.71 

On this basis, art 5 of the GDPR stipulates that the processing of biometric data collected by facial recognition technology must be lawful, fair and transparent with an explicit consent and purpose.72 Regarding the explicit consent, arts 6(1)(a) and 7 of the GDPR stipulate that data subjects must give an explicit consent to data controllers and data processors to conduct a treatment of their personal data. If there is no explicit consent, the processing of special categories of personal data is prohibited under art 9(1) of the GDPR. However, the processing of biometric data can be justified if the data subjects give data controllers an explicit consent to process their personal data under art 9(2)(a) of the GDPR or this processing is necessary for the protection of other interests set forth in art 9(2)(b) to (j) of the GDPR. However, it is important to note that the GDPR has no legally-binding effect on non-member states to the Council of Europe. 

In light of these provisions of the GDPR, when esports publishers and esports event/organisers use the facial recognition technology, data subjects (ie young esports players) have no opportunity to give an explicit consent to data controllers and processors (ie esports publishers and esports event/organisers) in order to process their biometric data because this technology automatically collect and process their personal data. Thus, the use of facial recognition technology can be recognised as the interference with the rights to privacy or the right to respect for private life.73 

3.2. Justification of interference with the right to privacy 

Despite the fact that there is a violation of the right to privacy or the right to respect for private life due to the use of facial recognition technology, international human rights treaties make an exception for this protection.74 In this regard, art 8(2) of the ECHR stipulates that: 

 

There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic wellbeing of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

 

In other words, the state interference with the right to respect for private life can be justified75 only if it is in accordance with the law,76 purses a legitimate aim,77 and is necessary in a democratic society.78 To consider the necessity in a democratic society, the ECtHR considers the reason of state intervention is relevant and sufficient and the measures are proportionate to achieve the legitimate aim.79 In doing so, the ECtHR examines that “a margin of appreciation should be left to the competent national authorities in striking a fair balance between the relevant conflicting public and private interests”.80 If these conditions are satisfied, the state interference can be justified and, thus, there is no violation of art 8(1) of the ECHR. 

In contrast to this, does the ICCPR prescribe the conditions for justifying the state interference with the right to privacy? For this question, the ICCPR does not specify the conditions for the restriction on the right to privacy, but art 17(1) of the ICCPR provides that any interference with the right to privacy must not be arbitrary or unlawful. In this regard, the OHCHR’s report explains the term ‘unlawful’ in the following meaning:

 

States may interfere with the right to privacy only on the basis of law and in accordance with that law. The law itself must comply with the provisions, aims and objectives of the International Covenant on Civil and Political Rights and must specify in detail the precise circumstances in which such interference is permissible.81

 

Furthermore, it also indicates the purpose of the term ‘arbitrary’ to “guarantee that even interference provided for by law should be in accordance with the provisions, aims and objectives of the Covenant, and should, in any event, be reasonable in the particular circumstances”.82 In other words, any interference with the right to privacy under art 17(1) of the ICCPR must be restricted under the conditions that such interference is provided by law, is necessary to achieve a legitimate purpose, and be proportionate to that purpose.83 Accordingly, the right to privacy under art 17(1) of the ICCPR can be limited only when states parties to the ICCPR may prove that such interference is arbitrary or unlawful because it has no legitimate purpose, is not necessary for achieving such purpose and does not meet the proportionality requirement. Exceptionally, state parties may also derogate from art 17(1)’s obligations under the state emergency in accordance with art 4(1) of the ICCPR,84 but this provision should not be examined in the context of esports. 

In conclusion, restriction on the right to privacy (art 17(1) of the ICCPR) and the right to respect for private life (art 8(1) of the ECHR) can be justified only when such interference is provided by law, is necessary in a democratic society, and be proportionate to achieve that purpose.85

4. How can the use of facial recognition technology be justified in esports activities?

Based on this understanding, how can the use of facial recognition technology be justified in esports activities? In doing so, it is necessary to strike a balance between youth protection in esports and human rights risks, that is an infringement of the right to privacy, caused by the use of facial recognition technology. However, international human rights law allows state parties to enjoy the margin of appreciation to choose the means for achieving the legitimate aim of state interference with human rights. Therefore, each state may decide if they should establish national legislation on the use of facial recognition technology. Furthermore, it is important to note that esports publishers and esports event/league organisers are not states but business enterprises and, thus, international human rights law cannot impose on them any legal obligations to protect the right to privacy guaranteed by art 17(1) of the ICCPR and art 8(1) of the ECHR. However, international human rights law imposes on state parties a positive obligation to ensure that even business enterprises should respect the provisions of international human rights treaties within their jurisdiction. In this context, the esports publishers and esports event/league organisers are also held responsible for the respect of human rights and should pay attention to use the facial recognition technology while preventing a potential violation of the right to privacy. 

In light of the foregoing, this section will firstly overview a corporate responsibility to respect human rights under the United Nations Guiding Principles on Business and Human Rights (UNGPs)86 because esports publishers and esports event/league organisers are not states actors, but business enterprises and, thus, they have no legal obligations under international human rights law. On this basis, it will then consider how the use of this technology can be justified in the context of esports in accordance with the human rights law and data protection law. More importantly, it will examine how the esports society should strike a balance between community’s interests (ie youth protection against negative consequences (ie, gaming addiction and disorder)) and individual’s interests (ie violation of the right to privacy) due to the use of facial recognition technology in esports. 

4.1. The Responsibility of Business Enterprises to Respect Human Rights Under the UNGPs

As had been mentioned above, esports publishers and esports event/league organisers are business enterprises and, thus, international human rights law cannot impose legal obligations on them. However, the UNGPs, which is not legally-binding instrument, clarify a corporate responsibility for business enterprises to respect internationally recognised human rights. Principle 11 of the UNGPs stipulates that ‘Business enterprises should respect human rights. This means that they should avoid infringing on the human rights of others and should address adverse human rights impacts with which they are involved’.87

In this regard, the OHCHR reports states that this responsibility is considered ‘human rights due diligence’ “to identify, assess, prevent and mitigate adverse impacts on human rights that an entity may cause or to which it may contribute or be directly linked”.88 More precisely, Principle 13 of the UNGPs provides that: 

 

The responsibility to respect human rights requires that business enterprises:

 

Avoid causing or contributing to adverse human rights impacts through their own activities, and address such impacts when they occur;

 

Seek to prevent or mitigate adverse human rights impacts that are directly linked to their operations, products or services by their business relationships, even if they have not contributed to those impacts.

 

In the context of esports, esports publishers and esports event/league organisers have a negative responsibility to avoid infringing human rights law and a positive responsibility to address adverse human rights impacts through their esports activities in light of international human rights treaties (see Principle 12 of the UNGPs) when they deploy and operate the facial recognition technology in esports activities.89 

4.2. Justification of the Use of Facial Recognition Technology in Esports: Youth Protection Against Negative Consequences or Protection of the Right to Privacy?

The use of facial recognition technology constitutes an interference with the right to privacy or the right to respect for private life under international human rights treaties. So, the question is how it can be justified in the context of esports in order to protect young esports players against negative consequences, such as gaming addiction and disorders, caused by esports activities. In doing so, this subsection will consider how the esports publishers and esports event/league organisers should strike a balance between public and private interests in esports activities. 

In this situation, public interests mean the protection of young esports players against negative consequences caused by esports activities. In particular, China has already been faced with gaming addiction and gaming disorder and, thus, it adopted national legislation prohibiting young esports players from playing from 10pm to 8pm. During this period, the public authority has conducted a night policing to enforce the implementation of this national legislation. In contrast to this, private interests can be considered the protection of the right to privacy due to the use of facial recognition technology. Based on this understanding, this chapter will consider how states or esports publishers and esports event/league organisers can justify the use of facial recognition technology to prevent negative consequences due to esports activities. 

In light of the foregoing, states should enact a specific legislation on the use of facial recognition technology to achieve the prevention of negative consequences of young esports players. As had been mentioned in the previous subsection, however, they enjoy the margin of appreciation to decide if the use of this technology is permitted or not in light of the domestic situation. In contrast to this, esports publishers and esports event/league organisers should establish certain conditions for the use of the facial recognition technology to avoid an infringement of the right to privacy in accordance with international human rights law and data protection law.90 Therefore, this subsection suggests the following minimum conditions for the use of the facial recognition technology in esports activities: 

 

1.Esports publishers and esports event/organisers should determine and specify the purposes and methods of collecting sensitive personal data of young esports players by the facial recognition technology; 

2.Esports publishers and esports event/organisers should clarify how and why the sensitive personal data of young esports players should be processed by the facial recognition technology; 

3.Esports publishers and esports event/organisers should ensure that young esports players and their parent freely give them explicit consents to process their sensitive personal data by the facial recognition technology; and 

4.Esports publishers and esports event/organisers should conduct a Data Protection Impact Assessment (DPIA)91 to identify potential risks arising out of the processing of sensitive personal data with the facial recognition technology and to minimise these risks as far as possible.92

 

If all the conditions are satisfied, the use of facial recognition technology can be justified. In this situation, the esports society may use the facial recognition technology to protect young esports players against negative consequences in esports when it takes measures to mitigate human rights risks for a violation of the right to privacy under international human rights law.   

5. Conclusion

This final section will answer the main question of whether esports society should use facial recognition technology to protect youth esports players? To answer this main question, this chapter examined the following research questions: (1) How has facial recognition technology been used in the esports society?; (2) What human rights risks can be identified due to the use of facial recognition technology?; and (3) How can the use of facial recognition technology be justified in esports activities? So, this chapter will address these research questions and then answer the main question posed in this chapter. 

Firstly, how has facial recognition technology been used in the esports society? For this question, this chapter defined the term ‘facial recognition technology’ as an algorithm used to recognise human faces and to identify and verify a specific person via machine learning through the analysis of a huge amount of facial images. Based on this definition, this technology has been used for the prevention of crime by police in Asian countries. In the context of esports, China only uses it for the effective enforcement of Chinese law prohibiting minors from playing electronic games during 10pm to 8am. The purpose of this legislation is to protect young esports players against gaming addiction and disorder. Therefore, the esports society has already used the facial recognition technology to achieve youth protection in esports. 

Based on this understanding, the second question in this chapter was what human rights risks can be identified due to the use of facial recognition technology. In this regard, it has been considered that the use of facial recognition technology causes a clear interference with the right to privacy guaranteed by art 12 of the UDHR, art 17(1) of the ICCPR, art 8(1) of the ECHR. However, state parties to these international human rights treaties may justify the use of facial recognition technology if it is prescribed by law and necessary for democratic society to achieve a legitimate aim. If these conditions are satisfied, the right to privacy can be restricted for the purpose of the use of facial recognition technology. 

Finally, this chapter considered how the use of facial recognition technology can be justified in esports activities? Each state must take legislative measure to ensure the enjoyment of the right to privacy under art 17(1) of the ICCPR and art 8(2) of the ECHR. However, they may exercise the margin of appreciation to decide how they enact national legislation on the use of facial recognition technology. In this situation, the Pillar II of the UNGPs stipulates that business enterprises have a corporate responsibility to respect human rights. In doing so, it should take action to avoid a violation of the right to privacy caused by the use of the facial recognition technology and conduct a human rights impact assessment to mitigate the human rights risks.

In light of the foregoing, this chapter considered how the esports publishers and esports event/league organisers should strike a balance between public and private interests in esports activities. While public interests mean the protection of young esports players against negative consequences caused by esports activities, private interests can be considered the protection of the right to privacy due to the use of facial recognition technology. Based on this understanding, this chapter examined how states or esports publishers and esports event/league organisers can justify the use of facial recognition technology to prevent negative consequences due to esports activities. To achieve the prevention of negative consequences of young esports players, states should enact a specific legislation on the use of facial recognition technology, but they may exercise the margin of appreciation under international human rights law. However, esports publishers and esports event/league organisers should establish certain conditions for the use of the facial recognition technology to avoid an infringement of the right to privacy in accordance with international human rights law and data protection law. Therefore, this chapter proposed several minimum conditions for the use of the facial recognition technology in esports activities in the previous section. If all the conditions are satisfied, it can be considered that the use of facial recognition technology may be justified. In this situation, the esports society can use the facial recognition technology for the purpose of protecting young esports players against negative consequences in esports when it takes measures to mitigate human rights risks for a violation of the right to privacy under international human rights law.

In conclusion, the esports society should use facial recognition technology to protect young esports players against negative consequences because this technology is helpful and useful for esports publishers and esports events/leagues organisers to verify if esports players meet the required age to have access to the esports activities. However, it is important to note that the esports society should strike a balance between the interests of youth protection and human rights concerns about the right to privacy guaranteed by art 12 of the UDHR, art 17(1) of the ICCPR and art 8(1) of the ECHR. If the esports society would like to use this technology, it must carefully pay attention to comply with data protection law because of the margin of appreciation of state parties to the international human rights treaties. If so, it can be considered that the use of facial recognition is permitted to be used by the esports publishers and esports event/league organisers to ensure a safe esports environment for young esports players. 
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1. eHealth and mHealth

The 2020-2025 Global Strategy delivered by the World Health Organization (WHO) acknowledges that ‘digital transformation of health care can be disruptive; however, technologies such as the Internet of things, virtual care, remote monitoring, artificial intelligence, big data analytics, blockchain, smart wearables, platforms, tools enabling data exchange and storage and tools enabling remote data capture and the exchange of data and sharing of relevant information across the health ecosystem creating a continuum of care have proven potential to enhance health outcomes by improving medical diagnosis, data-based treatment decisions, digital therapeutics, clinical trials, self-management of care and person-centred care as well as creating more evidence-based knowledge, skills and competence for professionals to support health care’.1 

Already the Digital Agenda for Europe presented in 2010 by the European Commission indeed has alluded to the potential of the Internet – that is ‘borderless’ – and of the ‘innovative and advanced online services – such as (…) eHealth’, hoping ‘to achieve by 2020 widespread deployment of telemedicine services’.2 The Digital Agenda for Europe envisages specific actions relating to eHealth with the view of achieving widespread deployment of patients’ access to their health data and of enhancing interoperability between Information and Communication Technologies (ICTs) products and services. Taking the view that ‘the deployment of eHealth technologies in Europe can improve the quality of care, reduce medical costs and foster independent living, including in remote places’,3 the Commission indeed deplores that European citizens do not fully benefit from cross-border healthcare and eHealth technology.4 

A year later the European Union (EU) legislator adopted the European Parliament and Council Directive 2011/24/EU of 9 March 2011 on the application of patients’ rights in the field of cross-border healthcare5 (hereinafter the ‘Directive on cross-border healthcare’). On one hand, the Directive implements the case law of the European Court of Justice (ECJ) on the EU citizens’ right to reimbursement of costs of healthcare incurred in Member States other than that of the citizens’ habitual residence,6  by extending the scope of that case law as to encompass healthcare provided through eHealth and telemedicine7. On the other hand, it provides for the creation of ‘a voluntary network linking national authorities responsible for eHealth designated by the Member States’. The objectives of this network are to: ‘(a) work towards delivering sustainable economic and social benefits of European eHealth systems and services and interoperable applications, with a view to achieving a high level of trust and security, enhancing continuity of care and ensuring access to safe and high-quality healthcare; (b) develop guidelines on: (i) a non-exhaustive list of data that are to be included in patients’ summaries and that can be shared between healthcare professionals to enable continuity of care and patient safety across borders; and (ii) effective methods for enabling the use of medical information for public health and research; (c) support Member States in developing common identification and authentication measures to facilitate the transferability of data in cross-border healthcare’ (art 14).8

In 2018 the European Commission published a Communication on the digital transformation of health and care.9 The Communication identifies three areas of priority for future EU’s actions: a) citizens’ secure access to their health data, including across borders; 2) personalised medicine through shared European data infrastructure; 3) citizen empowerment with digital tools for user feedback and person-centred care.10 Overall, the European Commission has stressed the wide-ranging beneficial impact that digital technologies, such as 5G mobile communication, Artificial Intelligence (AI) and supercomputing, may exert in increasing the well-being of EU citizens, in fostering innovation of the health sector and scientific research.11 

Nowadays the concept of ‘eHealth’ is used to broadly denote tools and services that rely on Information and Communication Technologies (ICTs) to improve prevention, diagnosis, treatment, monitoring and management of health-related issues and to monitor and manage lifestyle-habits that impact health. More specifically, the notion encompasses a wide range of services and information technology such as information systems and Electronic Health Records (EHR), Electronic Health Platforms (EHP), electronic transmission of prescriptions or referrals (e-prescription, e-referrals), evidence-based medicine, consumer health informatics, online pharmacy and telemedicine. A particular form of medical and public health practice supported by mobile devices such as phones, patient monitoring devices, personal digital assistants (PDAs) and other wireless devices, is also rapidly spreading.12 This practice of ‘mobile healthcare’ (‘mHealth’) includes applications that may connect to medical devices or sensors (bracelets or watches), health information/medication reminders provided by text (sms) and telemedicine provided wirelessly. AI-driven applications that encompass genuine medical services, requiring a health professional for diagnosis and/or treatment, fall within the concept of ‘e-Health’: not so mere self-control/wellbeing applications. 

2. Cross-border telemedicine

‘Telemedicine’ refers to ‘the provision of healthcare services, through the use of ICTs, in situations where the health professional13 and the patient (or two health professionals) are not in the same location. It involves secure transmission of medical data and information, through text, sound, images or other forms needed for the prevention, diagnosis, treatment and follow-up of patients’.14 As such, the concept of telemedicine encompasses both healthcare ‘professional-to-patient’ relationships (ie, situations where health-related services based on ICTs are provided at distance by healthcare professionals to patients) as well as healthcare ‘provider-to-provider’ relationships (ie, situations where health-related services based on ICTs are provided at distance by one or more healthcare professionals to one or more healthcare professionals). There are several forms or ways by which telemedicine services may be delivered: telemonitoring,15 teleintervention,16 telesurgery,17 teleconsultation18 and tele-education.19 Depending on the relevant medical specialty in which telemedicine services are implemented, telemedicine takes the form of teleradiology, telepsychiatry, teledermatology, telephysiopatology, teleophtalmology, etc.

Thanks to telemedicine it is possible to provide healthcare services beyond traditional physical spaces, including national borders. The independence by physical spaces brings forward a series of advantages: better access to care, especially in case of patients living in remote areas or unable to move (elderly, disabled, inmates), greater timeliness of assistance, greater continuity of assistance for patients with chronic or rare diseases, better management of public health emergencies (such as, for example, the COVID-19 pandemic).20 In other words, healthcare services are provided without the actual movement of the parties (health professionals and/or patients), thanks to communication tools (videoconferencing, email, smartphones or app-enabled technology), and store-and-forward or asynchronous technologies that can transmit sensitive clinical data (video or images) collected from patient’s wearable devices in order to be clinically evaluated.

By entailing a hyper-personalised and data-driven evaluation of the patient’s conditions, telemedicine services raise complex regulatory choices that only partially overlap with those raised by conventional healthcare services. Telemedicine services – that fall, as traditional healthcare services, within the scope of arts 56 and 57 TFEU21 – may indeed be characterised simultaneously as ‘healthcare’ service pursuant to the Directive on cross-border healthcare,22 as well as an ‘information society service’ (ISS) within the meaning of the Directive 2000/31/EC on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market (hereinafter ‘eCommerce Directive’23).24

In the case of cross-border telemedicine services, ie situations where the health professional and the patient, or more health professionals, are located in different States, several key legal issues arise: licensing/registration of healthcare professionals performing telemedicine services;25 conditions for legitimate processing and protection of personal health data;26 respect for the patient’s self-determination;27 reimbursement of the services28. The most problematic profiles, though, are the patients’ clinical risk and the liability of healthcare professionals or facilities when patients suffer personal harm in connection with the use of telemedicine services and products. These issues will precisely be the main focus of the following sections. 

3. Clinical risk

Clinical risk is the measure of likelihood that patients may incur in adverse events and suffer personal harm in connection with the provided medical treatment. Patients’ personal harm may consist inter alia in a prolongation of the hospitalisation period, the worsening of health conditions or even death.29 The occurrence of personal harm for patients may be linked to very different kinds of events, actions or omissions. On one hand, personal harm for patients may derive from defects or malfunctioning of the equipment used by professionals to provide medical treatments (eg defects in the manufacturing or a malfunctioning in the use of the relevant equipment, inadequate instructions given by manufacturer, inadequate maintenance through the equipment’s lifecycle etc). On the other hand, personal harm for patients may derive either from actions or omissions of healthcare professionals (eg errors in the identification of the relevant patient, delay in diagnosis or medical interventions, operative errors in practicing the relevant treatment, surgical errors etc) or from structural or organizational deficiencies of healthcare facilities (eg shortages of the available medical personnel or medical equipment).30

The occurrence of personal harm for patients may of course trigger civil liability claims. To this effect, civil liability may be divided in ‘product’ liability and ‘professional’ liability depending on subject matter of the relevant dispute. Indeed, depending on the factual circumstances of the specific case, the harmed patient could bring civil claim in courts by focusing either on the harm caused by a defective medical equipment or on the harm caused by actions or omissions of healthcare professionals or stemming from healthcare facilities’ deficiencies (or a combination thereof). 

Both types of civil liability claims may in turn involve several national legal systems. Consider for instance the case in which a professional located in State A performs robotic surgery on a patient citizen of State B (domiciled and resident in State C) using equipment designed in State D and manufactured in State E. If personal harm occurs, the patient’s claim potentially involves both types of liability and five legal systems.31 To the extent that a dispute concerning product liability and/or health professionals’ liability in the context of telemedicine and eHealth touches upon different legal orders, private international law issues come into play. Based on the distinction between product liability and health professionals’ liability, the following sections (4.–5.) assess the extent of substantive harmonisation achieved at EU-wide level and the role played by the general instruments of EU private international law to address potential conflicts of jurisdiction and of laws. The paper ends with some concluding remarks (6.). 

4. Product liability

4.1. Harmonised substantive rules

As far as liability for defective products is concerned, ever since the ‘80s the European Community (EC) has established harmonised rules through the Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and administrative provisions of the Member States concerning liability for defective products32 (hereinafter the ‘Product Liability Directive’). This Directive has established the principle of objective liability – strict or faultless liability – of the producer/importer as well as of the supplier insofar as the producer/importer cannot be identified. The EU legislator considers the imposition of a strict liability regime upon producers to be ‘the sole means of adequately solving the problem, peculiar to our age of increasing technicality, of a fair apportionment of the risks inherent in modern technological production’.33  When more than one person is liable for the same damage, joint and several liability applies and the injured person (usually the patient) is entitled to claim full compensation for the damage suffered by any one of the liable persons (art 5). To establish liability for defective products, the injured person has to prove the damage, the defect and the causal relationship between defect and damage (art 4), without being required to further demonstrate the existence of fault or negligence on behalf of the liable person. Producer’s liability may only be excluded or reduced under rather strict circumstances (arts 7 and 8). Member States shall provide in their legislation that a limitation period of three years applies to proceedings for the recovery of damages (the limitation period shall begin to run from the day on which the plaintiff became aware, or should reasonably have become aware, of the damage, the defect and the identity of the producer) as well as that the rights conferred upon the injured person shall be extinguished upon the expiry of a period of ten years from the date on which the producer put into circulation the actual product which caused the damage (arts 10 and 11). Moreover, the strict liability regime established under the Directive does not affect the rights granted to the injured person under the Member States’ rules of the law of contractual or non-contractual liability (art 13).

The Product Liability Directive only applies to tangible products (art 2). By contrast, it does not cover software and other intangible digital assets, which – as already mentioned – are of fundamental importance for the provision of telemedicine and eHealth services.

Precisely to fill the regulatory gap concerning the liability for emerging digital technologies and AI-based systems, in 2018 the European Commission delivered an interesting Working Document34 which was subsequently followed by the presentation in 2022 of a package of proposals for directives aiming to adapt the liability rules to the digital age. To that effect, the European Commission proposed the adoption of two distinct yet complementary acts, one dealing with liability for defective products35 and the other one with the liability for damages caused by AI systems. Both the instruments should have had the effect of integrating the EU legislation on the safety and performance of medical devices (including AI-based medical devices) envisaged by the Regulation (EU) 2017/745 of 5 April 2017 on medical devices.36

In 2024 the Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence (Artificial Intelligence Act, hereinafter the ‘AI Act’) and the Directive (EU) 2024/2853 of the European Parliament and of the Council of 23 October 2024 on liability for defective products were actually adopted.

As for this Directive37, the most relevant novelty for the purpose of the liability of providers of telemedicine services lies in the expansion of the concept of ‘product’. This notion is no longer limited to tangible products and is extended as to encompass ‘digital manufacturing files … and software’.38 The overarching aim of the Directive is to establish EU-wide uniform rules enabling persons who suffered personal or financial injury as a result of defective AI systems to more easily claim compensation from the supplier of the AI system or from the manufacturer who integrated an AI system into another product. To that effect, art 10 sets out particularly relevant provisions on the burden of proof. On one hand, it lays down the conditions under which the defectiveness of the product shall be presumed (art 10(2)) and, on the other hand, it establishes the presumption about the existence of the causal link between the defectiveness of the product and the damage ‘where it has been established that the product is defective and the damage caused is of a kind typically consistent with the defect in question’ (art 10(3)).

The AI Act39 involves a very complex and technical discipline. As far as we are concerned, it is enough to remember here that it categorizes AI systems according to the level of risk associated with them (by “risk” is meant “the combination of the probability of an occurrence of harm and the severity of that harm”) and pays particular attention to prohibited AI practices (art 5) and high-risk AI systems (art 6) 40 including those used in healthcare services (Annex III, point 5 (a) and (d)). The inclusion of AI systems for use in the medical field among those classified as high risk is not without significant implications for operators in the sector, ie for manufacturers, distributors, retailers and deployers41.

4.2. Conflicts of jurisdiction 

In the absence of more specific EU legislation, the allocation of adjudicative jurisdiction between Member States’ courts over civil claims arising out of the alleged infringement of product liability rules in the context of telemedicine or eHealth products and devices is governed by the Council Regulation (EU) 1215/2012 of 12 December 2012 on jurisdiction and the recognition and enforcement of judgments in civil and commercial matters (recast) (hereinafter ‘Brussels I-bis Regulation’).42

As far as product liability disputes arising out of telemedicine products are concerned, the Brussels I-bis Regulation is likely to simultaneously attribute jurisdiction to the courts of different Member States. Although the rules on exclusive jurisdiction lay down in art 24 thereof may hardly be of any relevance in this context, exclusive jurisdiction could in principle derive from a choice-of-court agreement eventually concluded between the parties (art 25). If the relevant choice-of-court agreement does not confer exclusive jurisdiction or such an agreement had not been concluded at all, jurisdiction of the court seized could also be based on the defendant’s appearance in the forum (art 26) or on the application of the special rules aimed at protecting the claimant as a weaker party in his relationship with the defendant, most notably those applicable to consumer contracts (arts 17–19). More realistically, the injured party will have to resort, at his or her choice, either to the general forum of the defendant’s domicile (art 4) or, since product liability disputes very often arise in the absence of a contract linking the interested parties, to the special forum delicti (art 7(2)). Art 7(2) applies to claims generally relating to ‘tort, delict or quasi-delict’ and vests jurisdiction upon the courts of the place where the ‘harmful event’ occurred or may occur, a notion that for distance torts encompasses both the place where the event giving rise to the damage (forum actus) and the place of the damage (forum damni) occurred or may occur.43 As regard product liability torts claims, the ECJ case law has localized the forum actus at the place where the relevant product had been manufactured.44 Admittedly, the forum actus very often does not offer any meaningful alternative for prospective plaintiffs to the general forum of the defendant’s domicile. By contrast, the forum damni may offer interesting alternatives for prospective plaintiffs, by often enabling them to bring proceedings in their own ‘home’ forum and in other additional fora.45 For product liability torts, the ECJ case law seems to localize the forum damni in the place where the initial damage occurred as a result of the normal use of the product, provided that the relevant product was purposefully marketed in that place.46

A product liability claim could eventually be assigned by the injured individual to another person acting as a claimant or could be brought by a representative entity on the individual’s behalf (eg non-profit organizations, associations, bodies etc): this is the so-called ‘collective redress’47. To this effect, the EU legislator has adopted the Directive (EU) 2020/1828 of 25 November 2020 on representative actions for the protection of the collective interests of consumers (repealing Directive 2009/22/EC).48 The directive lays down some minimum harmonisation rules by obliging the Member States to provide at least one procedural mechanism enabling representative entities that fulfill certain qualifying requirements to bring claims for injunction and compensation on behalf of individual consumers.49 This procedural mechanism must be available for claims arising out of alleged infringements of a long list of EU law instruments insofar as the infringement affects or may affect consumers’ general interests.50 Such a list includes inter alia the Medical Device Regulation.51 Since the Directive applies in principle to both domestic and transnational representative actions,52 it may to some extent facilitate the conditions under which injured persons may bring cross-border collective proceedings against e-Health services providers for alleged infringements of provisions of EU law on medical devices. Yet, the Directive neither affects the existing private international law rules on jurisdiction, choice of law and recognition/enforcement of judgments nor establishes such rules.53 As such, the Brussels I-bis Regulation remains fully applicable with respect to collective product liability claims in the context of eHealth products and devices. Unfortunately, the Brussels I-bis Regulation has long been acknowledged in literature as being built upon a traditional conception of two-party proceedings, a tenet that the ECJ case law has carefully and constantly safeguarded.54 For the time being, the only rule on jurisdiction enshrined in the Brussels I-bis Regulation that may constitute a solid ground of jurisdiction for collective redress proceedings is general forum of the defendant’s domicile (art 4).55 Although the forum damni under art 7(2) as an alternative to the general rule based on art 4 remains in principle available,56 its application to collective redress proceedings suffer significant drawbacks primarily because of the consolidated principle in the ECJ case law that special jurisdiction needs to be determined independently and separately for each claimant and each claim.57

4.3. Conflict of laws

The aforementioned instruments of EU law only address limited aspects of the several substantive legal issues relating to product liability in the context of eHealth products and devices. To the extent that uniform substantive rules had not been established at EU and international level, national courts of the EU Member States will have to solve conflicts between national product liability regimes primarily by reference to the general instruments of EU private international law, and most notably by reference to the Council Regulation (CE) 864/2007 of 11 July 2007 on the law applicable to non-contractual obligations (Rome II Regulation)58. Unlike the Brussels I-bis, the Rome II Regulation includes some provisions specifically applicable to matters of product liability (art 5). Based on the lex specialis principle, the specific conflict-of-law rules enshrined in art 5 supplants the Rome II Regulation’s general conflict-of-law rule according to which the law applicable to non-contractual obligations is the law of the place where the damage occurs (art 4(1)). The conflict-of-law rules enshrined in art 5 are underlined by the ‘objectives of fairly spreading the risks inherent in a modern high-technology society, protecting consumers’ health, stimulating innovation, securing undistorted competition and facilitating trade.’59 To strike a fair balance between these objectives, art 5(1) provides for a ‘cascade systems connecting factors, together with a foreseeability clause.’60 The conflict-of-law rules enshrined in art 5(1) only applies if the parties to the dispute have their habitual residence in different countries.61 The lex causae identified by reference to the connecting factors under art 5(1) may exceptionally be displaced by the law of another country with which the relevant tort is manifestly more closely connected in the light of all the circumstances of the specific case (art 5(3)). The cascade of connecting factors identified in art 5(1) is largely built upon the criterion of the ‘marketing’ of the product.62 First of all, the law of the allegedly injured person’s habitual residence applies if the product was marketed in that country. If the injured person does not have his or her habitual residence within the country where the product was marketed, the law of the country of ‘marketing’ applies when the product was acquired in that country (art 5(1)(b)), or failing that, the damage occurred in that country (art 5(1)(c)). In any event, the law applicable on the basis of art 5(1)(a)–(c) is displaced by the law of the country where the alleged tortfeasor habitually resides if he or she could not reasonably foresee the circulation of the product in either of the countries mentioned under letters (a)–(c) (art 5(1)2). The applicable law will determine the basis and the extent of liability, the level of compensation and the nature and the assessment of the damage.

5. Health professional’s liability 

5.1. Harmonised substantive rules

As already anticipated, the harm suffered by patients could derive from a misconduct of health professionals or from more structural and organizational deficiencies in healthcare facilities. Accordingly, for the purpose of the present paper, the very concept ‘health professional’s liability’ should be understood widely as to encompass the liability arising from ‘medical treatment’, that in turn encompasses all health measures aimed at improving the patient’s health conditions. As such, health professional’s liability encompasses the liability arising from both health professionals’ misconducts (eg wrongful diagnosis and/or operative errors in practicing the relevant treatment) and from more structural and organizational deficiencies of the healthcare facilities (eg shortages of medical staff and/or inadequate organizational choices).

The health professional’s civil liability arising from health treatments provided through telemedicine and eHealth devices raises delicate and complex substantive legal issues in a cross-border context. Typical substantive legal issues which could arise include issues about apportionment of liability between the health professionals and the producers of telematic devices/services (eg failure of the health treatment because of the device’ loss of connectivity), the extent of health professionals’ discretion in choosing between a conventional treatment or a treatment based on ICTs devices (eg health professional’s choice of resorting to telemedicine in a situation where it would have been more appropriate to resort to conventional medicine or vice versa), issues about the type and the extent of fault required for establishing the health professional’s liability and whether or not reliance on telemedicine should require different insurance regimes than those applicable to conventional medicine.

The Directive on cross-border healthcare contains some helpful provisions, albeit clearly not solving all substantive legal issues that could arise in connection with the cross-border provision of telemedicine services. The Directive lays down certain obligations for the Member State where the health treatment is provided (the ‘Member State of treatment’). As far as conventional medicine is concerned, the ‘Member State of treatment’ is the Member State on whose territory healthcare is provided to the patient (art 3(1)(d), first sentence). As regard telemedicine, the Directive provides that ‘healthcare is considered to be provided in the Member State where the healthcare provider is established’ (art 3(1)(d), second sentence). As such, with respect to telemedicine services the Directive seems to establish a legal fiction according to which the patient should be treated as if he or she has moved from the territory of the Member State where the treatment was actually provided to the Member State of establishment of the healthcare’s provider. The Directive provides that, ‘taking into account the principles of universality, access to good quality care, equity and solidarity, cross-border healthcare shall be provided in accordance with: (a) the legislation of the Member State of treatment; (b) standards and guidelines on quality and safety laid down by the Member State of treatment; and (c) Union legislation on safety standards’ (art 4(1)).63 The Directive then specifies that the Member State of treatment shall ensure that ‘healthcare providers provide relevant information to help individual patients to make an informed choice, including on treatment options, on the availability, quality and safety of the healthcare they provide in the Member State of treatment and that they also provide clear invoices  and clear information (…) on their insurance cover or other means of personal or collective protection with regard to professional liability’; that ‘there are transparent complaints procedures and mechanisms in place for patients, in order for them to seek remedies in accordance with the legislation of the Member State of treatment if they suffer harm arising from the healthcare they receive’ and that ‘systems of professional liability insurance, or a guarantee or similar arrangement that is equivalent or essentially comparable as regards its purpose and which is appropriate to the nature and the extent of the risk, are in place for treatment provided on its territory’ (art 4(2)(b)–(d)). Patients should receive from the national contact point of the Member State of treatment, upon request, a) relevant information on the standards and guidelines on quality and safety laid down by the Member State of treatment, ‘including provisions on supervision and assessment of healthcare providers, information on which healthcare providers are subject to these standards’; b) ‘relevant information to help individual patients to make an informed choice, including on treatment options, on the availability, quality and safety of the healthcare they provide in the Member State of treatment and … clear information on prices, … insurance … or other means of personal or collective protection with regard to professional liability’ (art 4(2)(a)–(b)). Failure to provide such information could also have a role in establishing the liability of actors involved in the provision of cross-border healthcare services.64

Intermediary healthcare service providers are subject to the provisions of the eCommerce Directive establishing a gradual liability scheme for intermediaries of information society services (arts 12–15). Patients may indeed have an interest in suing intermediary healthcare service providers, rather than persons or entities directly responsible for making available certain contents or information on a given Internet-based device (eg producers or designers). Thus, for instance, when the harm suffered by the patient is due to the loss of online connectivity of the relevant telemedicine device, liability for such harm could also lie upon the competent Internet service provider and not only upon the relevant producer or designer of the relevant Internet-based telemedicine devices. 

Nevertheless, the protective provisions set forth in the Directive on Consumer Rights 2011/83/EC65 are not applicable to patients of healthcare services. Indeed, the Directive explicitly excludes contracts for the provision of healthcare services from its scope of application (art 3(3)(b))66 on the ground that ‘healthcare requires special regulations because of its technical complexity, its importance as a service of general interest as well as its extensive public funding’ (recital 30).

5.2. Conflicts of jurisdiction

Matters of international jurisdiction are not specifically dealt with by both the Directive on cross-border healthcare and the eCommerce Directive. On one hand, the Directive on cross-border healthcare applies ‘without prejudice to (…) Union rules on private international law, in particular rules related to court jurisdiction’ (art 2(q)). On the other hand, in the same vein, the eCommerce Directive ‘does not establish additional rules on private international law nor does it deal with the jurisdiction of Courts’ (art 1(4) and recital 23). Accordingly, international jurisdiction over civil claims arising out of health professionals’ liability in the context of telemedicine should, once again, be determined by reference to the Brussels I-bis Regulation. 

With the view of providing guidance on how the Brussels I-bis Regulation should apply to those claims, the European Commission draws a distinction between three different scenarios involving the cross-border provision of telemedicine services.67 In all three scenarios claimants may generally avail themselves of jurisdiction at the general forum of defendant’s domicile (art 4 Brussels I-bis) as well as of the jurisdiction of courts identified through a choice-of-court agreements eventually concluded with the other party (art 25). Besides these fora, the applicable grounds of jurisdiction under the Brussels I-bis Regulation will depend on the nature of the legal relationship existing between the relevant parties to the dispute. The first scenario identified by the Commission relates to situations where cross-border telemedicine involves health professionals/physicians and other eHealth providers only (ie professional-to-professional relationships). In this scenario, the claimant may avail himself or herself of the forum contractus (art 7(1)(b)), so that he or she will be able to bring proceedings before the court of the place where, under the contract, the services were provided or should have been provided.68 The second scenario relates to legal relationships between healthcare professionals and patients (professional-to-patient relationships). According to the Commission, the patient, to the extent the professional’s activity is  directed to the Member State of the patient’s domicile, may avail himself or herself of jurisdiction of the courts of the Member State of his or her domicile pursuant to protective rules on jurisdiction applicable to consumer contracts (art 18(1)).69 If the professional does not ‘direct’ its activities to the patient’s domicile pursuant to the ECJ case law,70 the patient may avail himself or herself of the jurisdiction of the competent court pursuant to the forum contractus (art 7(1)(b)).71 The third and last scenario considered by the Commission is the legal relationship between a patient and a specialist consulted by the reference professional (who, for example, for a more accurate interpretation, sends him the images on the basis of a teleradiology services contractual relationship between the hospitals to which they belong). In this situation the patient may avail himself or herself of the forum delicti (art 7(2)). According to the Commission, the place where the event giving rise to the damage occurred (forum actus) should be localized in the Member State where the professional is located when delivering the service, whereas the place where the damage occurred (forum damni) shall be located in the Member State where the patient was located when he received the medical advice or treatment.72 

In some parts the reconstruction made by the Commission might not be entirely convincing and its solidity could be questioned. First of all, such a reconstruction is based on the undemonstrated assumption that the relationship between the patient and the healthcare professional is to be generally characterized as ‘contractual’ in nature. Yet, comparative legal analysis would not so decisively point towards a ‘contractual’ characterization of such a relationship. For instance, the German legal system, whose main focus had traditionally been centered over the patient’s absolute right to physical integrity and life, tends to position professional-to-patient relationships within the boundaries of the Deliktmaterie. In any event, it should also be emphasized that professional-to-patient relationships are increasingly mediated by healthcare institutions and infrastructures (either public or private), so that a contractual relationship could eventually be deemed to exist, if at all, between the patient and the healthcare institution, rather than between patient and professional practicing within such an institution. Similarly to the German legal system, also the Italian legal system, albeit slightly less markedly, points in the direction of characterizing professional-to-patient relationships as ‘non-contractual’ in nature. In more recent times, that system has to some extent moved towards a ‘contractualization’ of medical liability. This is especially the case for relationships involving patients and self-employed physicians, on one hand, and relationships involving patients and healthcare institutions acting as employers of the relevant physicians, on the other hand. Yet, also under the Italian legal system, the ‘non-contractual’ characterization of medical liability persists as regard relationships between patients and physicians acting as employees of healthcare institutions. Regardless of the foregoing, admittedly, it seems hardly feasible to identify a common ground among different EU Member States about the contours of medical liability and its characterization as ‘contractual’ or ‘non-contractual’. For drawing the line between ‘contractual’ and ‘non-contractual’ matters within the general instruments of EU private international law, the ECJ qualifies as ‘contractual’ any ‘legal obligation freely consented to by one person towards another’ and defines ‘non-contractual’ matters negatively and residually as encompassing ‘all actions which seek to establish the liability of a defendant and are not related to a contract’.73 On this basis, the ECJ case law generally suggests a preference for the ‘contractual’ characterization.74 However, the ECJ has not yet been specifically faced with issues relating to the characterization of medical liability, nor any clear guidance on this issue may be inferred from its general case law. Even if it is to be assumed that medical liability should be characterized as ‘contractual’ in nature from the perspective of EU private international law - a solution that may be questioned from a comparative assessment of the EU Member States’ legal systems - further doubts may arise as regard to the characterization of the contract for the provision of healthcare services as a ‘consumer’ contract. The outright solution of characterizing patients as a ‘consumers’ pursuant to Brussels I-bis Regulation, as pointed out to by the Commission, might be deemed hardly reconcilable with the contextual approach followed by the ECJ in this respect75. Moreover, the solution of characterizing contracts for the provision of healthcare services as ‘consumer’ contracts could also be questioned in the light of the EU’s legislator choice under Directive on Consumer Rights 2011/83/EC to exclude contracts for the provision of healthcare services from its scope of application because of the specificities of the healthcare sector. 

As for the figure of the doctor consulted, it is not excluded that it could be equated to the auxiliary, so that the structure/consultant doctor would be liable for any damage. Finally, we cannot ignore the need – felt in many States – to curb the excess of responsibility to which the medical profession is exposed, while at the same time contrasting the excess of defensive medicine practices.76 In fact, an increasing number of systems (including France77 and Belgium78) envisage alternative social security systems which – as already the defective products Directive – disregard the ascertainment of non-fulfillment or fault (so-called no-fault systems), favor the compensatory function of the damage (to the detriment of the deterrent one) and are characterised by quantitatively lower refreshments. 

5.3. Conflict of laws 

In the absence of a uniform substantive regulation of health professionals’ liability at EU and international level, conflict of laws matters will to a large extent have to be solved again by reference to the general instruments of EU private international law. On one hand, the Directive on cross-border healthcare applies ‘without prejudice to (…) Union rules on private international law (…)’ (art 2(q)). On the other, the eCommerce Directive does not establish additional private international law rules but simply requires the Member States to ensure that, within eCommerce Directive’s ‘coordinated field’, providers of ISS are not ‘made subject to stricter requirements than those provided for by the substantive law in force in the Member State in which the service provider is established.’79 

According to the Commission,80 in contractual relationships between healthcare professionals (professional-to-professional relationships) the applicable law may be identified through a choice-of-law agreement entered by the parties (art 3 Rome I Regulation). Failing that, the law of the Member State where the service provider has his or her habitual residence will apply (art 4 (1)(b)), intended as his or her principal place of business (art 19 (1)). 

The Commission does not mention it, but it could also be thought of using the exception clause by invoking the ubiquity of the e-Health service and the closest connection with the patient’s country of residence:81 this solution would make it possible to avoid possible conflicts of the law of the place of business of the service provider with the law of the patient’s habitual residence, and to have to verify the presence of mandatory rules in this last law, pursuant to art 9 (such as, for example, rules that prohibit the provision of certain services exclusively by telemedicine, in the diagnosis and/or treatment phase, with the consequence that the provision of those services would be unlawful pursuant to art 9(3)).

On the other hand, in the case of a relationship between doctor and patient, the Commission considers the protective rules for consumers applicable under art 6 Rome I Regulation which recalls the law of the country where the consumer has his habitual residence (art 6(1) Rome I Regulation), however leaving the parties the possibility to choose the applicable law, provided that such a choice hasn’t the result of depriving the consumer of the protection afforded to him by provisions that cannot be derogated from by agreement by virtue of the law of the country where the consumer has his habitual residence (art 6(2) Rome I Regulation). However, if the healthcare professional does not direct his activities to the Member State where the patient has his habitual residence, the general rules that recall the law chosen by the parties are applicable (on the basis of art 6(3)) or, failing that, the law of the country where the trader has his principal place of business (arts 3 and 4(1)(b)).

Finally, in a non-contractual relationship, unless the parties have chosen the applicable law (according to art 14 Rome II Regulation), the law of the country in which the damage occurs – irrespective of the country in which the event rise giving to the damage occurred, and of the country in which the indirect consequences of that event occur – is applicable (art 4(1)): ‘(h)owever, where the person claimed to be liable and the person sustaining damage both have their habitual residence in the same country at the time when the damage occurs, the law of that country shall apply’ (art 4 (2) ). It should be noted that art 17 (‘Rules of safety and conduct’) paves the way for the application of the good professional standards82 of the place where the eHealth provider operates (lex loci damni). Finally, the scope of the applicable insurance contract or of the insurance regime with regard to cross-border situations will come into play.

The Commission does not mention the possible intervention of overriding mandatory rules of the forum (arts 9 Rome I and 16 Rome II Regulations),83 of rules of safety and conduct in force at the place of the event giving rise to the liability (art 17 Rome II) and of public policy exception (arts 21 Rome I and 26 Rome II Regulations). But above all the Commission solves the question scholastically, neglecting the problems of qualification already pointed out with regard to jurisdiction. Regulations Rome I and II also do not solve the problem of the combination of both contractual and non-contractual liability. In this regard, in my opinion, the secondary connection envisaged by art 4(3) Rome II, which – after providing for the exceptional application of the law of the country with which, from all the circumstances of the case, the tort/delict is manifestly more closely connected – specifies that ‘(a) manifestly closer connection with another country might be based in particular on a pre-existing relationship between the parties, such as a contract, that is closely connected with the tort/delict in question’. This solution is particularly interesting for Member States whose legal system allows both contractual and non-contractual obligations between the same parties. ‘By having the same law apply to all their relationships, this solution respects the parties’ legitimate expectations and meets the need for sound administration of justice. On a more technical level, it means that the consequences of the fact that one and the same relationship may be covered by the law of contract in one Member State and the law of tort/delict in another can be mitigated’.84 Thus, the non-contractual liability of healthcare professionals could be absorbed by the lex contractus, which would thus govern both contractual and non-contractual liability.

6. Concluding remarks

Telemedicine and eHealth services raise a wide range of complex substantive legal issues. These complexities are further exacerbated by the ever-changing shape of the digital environment, last but not least in the light of the rapid spread of AI-based systems and related technologies. The challenging regulatory choices needed to adequately cope with the digital transformation of the healthcare sector become tremendously more pronounced when the provision of healthcare services based on ICTs bridges national borders. Private international law is generally understood as a discipline aimed at enabling the interoperability of diverse (unharmonised) legal orders. In recent years the EU legislator has undoubtedly presented itself as a particularly active player in harmonising the Member States’ substantive regimes on civil liability, last but not least in the light of 2024 package of rules aimed at adapting liability rules to the AI-based digital ecosystems. Yet, the path of deepening substantive harmonisation is deeply unlikely to result in complete EU-wide standardisation of national civil law regimes, primarily because of structural limitations of the EU legal order. Against this background and despite their technologically neutral approach, the general instruments of EU private international law have, for the time being, proved to be rather resilient and relatively fit for accommodating diverse legal orders in the digital age. Yet, their interaction with cross-border telemedicine and eHealth services remains to some extent complex and uncertain, last but not least in the light of the uncertain characterization of medical liability. If the widespread deployment of eHealth is truly meant to be achieved within the EU, consistently with the position seminally expressed by the European Commission back in the 2010 Digital Agenda for Europe, private international law issues of eHealth should not be neglected. Quite on the contrary, delivering sound guidance on how the general instruments of EU private international are meant to govern cross-border eHealth services should remain a critical priority to achieve interoperability of eHealth in Europe to the benefit of EU citizens, the EU Member States’ healthcare sectors and medical research. 
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1. Introduction

Undoubtedly, new technologies are called upon to play an important role in the advancement of medicine, especially in what is known as personalized medicine, whose aim is for people to receive the kind of treatment most appropriate to their specific conditions, considering their genetic makeup and other medical characteristics. For these therapies to be widely implemented, it is necessary to previously carry out research that requires a huge amount of health data, but also genetic data, which fall within the special categories of personal data, according to the terminology of Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (GDPR).1 Therefore, we are faced with two conflicting interests, on the one hand, the necessary scientific progress, and on the other, the protection of the privacy of the subjects. GDPR uses instruments such as anonymization and pseudonymization of data with certain guarantees to harmonize these two positions.

Furthermore, the Data Governance Act introduces the concept of ‘data altruism’ aimed at facilitating non-profit data sharing, by fixing incentives for particulars in a trust environment.2 This Regulation is part of the Commission’s plan of establishing a single European Data Space. Particularly the Proposal for a Regulation on the European Health Data Space3 “‘will address health-specific challenges to electronic health data access and sharing, is one of the priorities of the European Commission in the area of health and will be an integral part of building a European Health Union’.4

2. ‘eHealth’: the digital transformation of the health sector in the European Union

The need to regulate research in Genomics and the so-called Biobanks has had a great impact on traditional legal concepts and categories such as personal data protection or informed consent. In relation to the first question, the social function of data is valued, as an element that can contribute to the advancement of scientific knowledge. For the minimization of risks concerning privacy the concept of anonymized or pseudonymized data arises. Such data no longer identifies the subject and can be used for research in Big Data environment with guarantees. On the second issue, the subject’s consent to participate in a research project, as it was shaped in the European Bioethics Convention, needs to be reformulated so that it is best suited for these new forms of research, as it will be discussed in more detail below.5

The European Union is issuing new rules aimed at the new regulation of the digital society. One of the issues to which special attention is paid is what is called ‘eHealth’ (eHealth Action Plan 2012-2020),6 which is conceived as preventive, predictive, personalized, participatory and populational medicine and through technological devices developed for therapeutic or care purposes.7 Truly, this is going to mean a change in the model of healthcare as we know it today.

As previously mentioned, the implementation of this new health system requires prior research work, where the so-called Big Data in health is bound to play an important role. In this form of research, personal data is essentially valuable. Much of this data comes from what is called the ‘Internet of Bodies’, a subcategory within ‘Internet of Things’ that facilitates practices such as monitoring people’s health data. Among the advantages of these technologies, it can be mentioned that the treatment of this huge amount of data will allow scientific progress in the field of Genetic Medicine, since it will make possible to understand the interaction between genetics and the environment of the person to contribute to the discovery of new diagnostics and therapies. However, this technology is not exempt from risks, such as possible discrimination of the person due to his or her genetics, which is prohibited by Constitutional texts and International Treaties on the matter, as well as possible violations of privacy, since although pseudonymization or anonymization techniques exist, re-identification is sometimes possible. This last question is especially serious, since genetic data and health data are highly sensitive data, subject to a higher level of protection in the corresponding personal data protection regulations.

Returning to the topic of the so called 5P Medicine, one of the main objectives of the ‘eHealth Action Plan 2012-2020’ of the European Union is to obtain better data to promote research, disease prevention, and personalized health care.8

In the same vein, measures must be adopted that allow the assemblage of genomic data and other health data, guaranteeing full compliance with data protection legislation and the corresponding respect for ethical principles. The European Commission underlines the advantages of a coordinated European action in this field by ‘making it possible to tackle major health challenges such as cancer or brain disease, epidemics of infectious disease, or rare disease’.9 Furthermore, the intention is to fix coordination between authorities across the EU to implement the secure exchange of genomic and other health data to advance research and implement personalised medicine. ‘This should be based on a transparent system of governance, with the aim of linking national and regional banks of ‘-omics’ data, biobanks and other registries across the EU’.10

The expected result of all this is the conjunction of information from molecular profiling, diagnostic imaging, environmental and lifestyle data, microbiological genomics and environmental data as well as links to electronic health records.

The purpose is to implement predictive methods regarding digital patients with the support of high-performance computing, data analytics and artificial intelligence.

3. Towards the European Health Data Space: legal instruments

3.1. The Regulation (EU) 2016/679

In this task aimed at achieving personalized and predictive medicine, the GDPR plays an important role as a legal instrument. The Regulation allows the promotion of research and provides an opportunity to strike a fair balance between the protection of individual rights and scientific progress.

In recital n 34 a concept of genetic data is provided as ‘personal data relating to the inherited or acquired genetic characteristics of a natural person which result from the analysis of a biological sample from the natural person in question, in particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA) analysis, or from the analysis of another element enabling equivalent information to be obtained’. Likewise, in Recital 35 among the personal data related to health, it must be included all data related to the state of health of the subject which provide information about the state of physical or mental health, past, present, or future, as well as those obtained from biological samples. This interpretation is in line with the case law of the European Court of Human Rights, which in S. and Marper v UK ruled that the cell samples constitute personal data (in the opinion of the Court, the analysis of the biological sample of the plaintiff implies an interference with the right to privacy due to the potential risks that such analysis could derive from).11

Health data and genetic data of people fall within the special categories of data of art 9 GDPR. However, there is a paradigm shift in the understanding of health data, which is called upon to achieve a social function.

In the first place, according to recital n 4 GDPR: ‘The processing of personal data should be designed to serve mankind. The right to the protection of personal data is not an absolute right; it must be considered in relation to its function in society and be balanced against other fundamental rights, in accordance with the principle of proportionality. This Regulation respects all fundamental rights and observes the freedoms and principles recognised in the Charter as enshrined in the Treaties, in particular the respect for private and family life, home and communications, the protection of personal data, freedom of thought, conscience and religion, freedom of expression and information, freedom to conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious and linguistic diversity’.

Secondly, in recital n 53 GDPR reference is made to health data and genetic data as special categories of personal data ‘which merit higher protection’ and that ‘should be processed for health-related purposes only where necessary to achieve those purposes for the benefit of natural persons and society as a whole, in particular in the context of the management of health or social care services and systems’. However, as it continues to be pointed out, these data may also be processed for ‘archiving purposes in the public interest, scientific or historical research purposes or statistical purposes, based on Union or Member State law which has to meet an objective of public interest, as well as for studies conducted in the public interest in the area of public health’.

How is it possible to harmonize individual interest and social interest in this balanced analysis? The answer must be found in art 89 GDPR that establishes a series of guarantees and exceptions applicable to the processing of data for scientific research purposes.12 Among them it is mentioned that ‘technical and organisational measures are in place in particular in order to ensure respect for the principle of data minimisation’. Likewise, said measures ‘may include pseudonymisation provided that those purposes can be fulfilled in that manner. Where those purposes can be fulfilled by further processing which does not permit or no longer permits the identification of data subjects, those purposes shall be fulfilled in that manner’. It is about respecting the principle of data minimization, which according to art 5(1)(c) personal data shall be ‘adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (“data minimization”)’.

Thus, the further processing of personal data will be carried out when the data controller has evaluated the feasibility of fulfilling these purposes through data processing that does not allow the identification of interested parties, such as pseudonymization.13

In addition, it is possible to establish exceptions to the rights of access, rectification, deletion, limitation and opposition to the processing and portability of the personal data of the subject, when they may make it impossible or seriously hinder the achievement of the scientific and when those exceptions are necessary to achieve those purposes.

3.1.1. Broad consent model for health research and research for public interest in the realm of Big Data

Another useful instrument mentioned above is the broad consent model referred to in recital n 33 GDPR. Due to the new ways of research in the context of Big Data, it is often not possible to ‘fully identify the purpose of personal data processing for scientific research purposes at the time of data collection’. That is why ‘data subjects should be allowed to give their consent to certain areas of scientific research when in keeping with recognised ethical standards for scientific research’. Consequently, data subjects must be given the opportunity to give their consent ‘only to certain areas of research or parts of research projects to the extent allowed by the intended purpose’.

The current regulations on data protection rest on the concept of informed self-determination of the subject (‘informational self-determination’), that is, in the ability of data subjects to take control over the assignment or use that will be given of their personal data based on their free and informed consent (‘privacy self-management’). However, given the nature of research projects in the context of Big Data, the traditional informed consent model may be impractical. Art 60 of the Spanish Act 14/2007 on Biomedical Research (Biomedical Research Spanish Act) establishes that consent will be specifically obtained for a specific investigation.14 However, the ‘broad consent’ models, to which the mentioned recital n 33 refers, have the problem that people are often no longer capable of making significant decisions about the use of their personal data as a consequence of the complexity of health research in the context of Big Data. In this environment, a balance cannot always be struck between obtaining consent in a simple and feasible way, and providing data subjects with sufficient information and control, when personal data is to be linked to others, reused, and analysed in future unspecified research projects.15

The general rule, according to art 9 GDPR, is that it is not possible to process genetic data, data related to the health of the person, among others within the special categories of data. However, this limitation will not apply when the interested party has given ‘explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject’ (for example, there are States where the processing of genetic data by insurance companies for risk assessment in life or health insurance is prohibited).16

This consent can be broad consent within the meaning of recital 33 GDPR when the processing of genetic or health data is for research purposes.17 As an argument in favour of this new model, it is cited that due to the complexity and dynamism of modern biomedical research, research participants may not be aware of all the current implications derived from the provision of their consent. In addition, it is often not possible to obtain renewed informed consent because it is usually not possible to find the subjects participating in the research (for example, because they have died). At the same time, maintaining a record of contact data would represent a high cost for any project, and could even generate new risks in the protection of privacy due to possible unauthorized access to this information.

The European Data Protection Board (EDPB) has explained that although recital 33 seems to bring some flexibility to the degree of specification and granularity of consent in the context of scientific research, “it should be noted that recital 33 does not disapply the obligations with regard to the requirement of specific consent”.18

The GDPR establishes other legal basis, other than consent, that legitimize the processing of genetic and health data. For instance, substantial public interest (art 9(2)(g)), preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, provision of health or social care (art 9(2)(h)), public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical device (art 9(2)(i)). Finally, archiving purposes in the public interest, scientific or historical research purposes or statistical purpose (art 9(2)(j)).

Returning to consent as the cause that legitimizes the processing of data, initially, the Biomedical Research Act – collecting the broad lines existing up to this moment in the field of bioethics, especially the Council of Europe Convention for the Protection of Human Rights and Dignity of the Human Being with regard to the Application of Biology and Medicine (‘Oviedo Convention’)19 –regulates in art 60 consent requirements, firstly, the consent for the use of the biological sample in research must be granted for a specific investigation. However, as established in para 2, the sample may be used for other lines of research related to the one initially proposed if so provided for in the specific consent. Otherwise, the source subject must be asked for a new consent.20

Accordingly, in the ‘Report of the UNESCO International Bioethics Committee issued on 15 September 2017 on Big Data and Health’,21 in para 59 the Committee understands that in the event that an investigation is intended to be carried out is outside the range of the broad consent that was obtained for the use of these data, a specific consent is necessary for the subsequent treatment of these. This is an essential principle to guarantee the confidentiality and privacy of data. So far there is nothing new with respect to what is established in the mentioned art 60 of the Biomedical Research Spanish Act. However, the possibility of a secondary use of the data that could be ethically admissible without a new informed consent is admitted below, provided that all the following requirements are met: a) adequate legal basis; b) evaluation by the Research Ethics Committee; c) adequate technical procedures to prevent researchers and third parties from accessing personal data, such as pseudonymization; d) the overriding public interest in this health research; e) infeasibility of obtaining a new consent; f) the data must have been collected in compliance with ethical and legal requirements.

This was already provided for in art 58(2) of the Biomedical Research Spanish Act, as an exception to the general rule of art 60. According to art 58(2), the ‘consent of the subject will always be necessary when it is intended to use biological samples obtained for a different purpose for biomedical research purposes’ (for example, for healthcare purposes), regardless of whether they were object of anonymization. However, ‘exceptionally, codified or identified samples may be processed for biomedical research purposes without the consent of the subject, when obtaining the consent is not possible or represents an unreasonable effort within the meaning of art 3(i) of this Act. In these cases, the favourable opinion of the corresponding Research Ethics Committee will be required, which must take into account, as a minimum, the following requirements: a) That it is an investigation of general interest; b) That the research is carried out by the same institution that requested the consent to obtain the samples; c) That the research is less effective or is not possible without the identifying data of the source subject; d) That there is no express objection of the subject; e) That the confidentiality of personal data is guaranteed’.

According to the Spanish Data Protection Agency, this non-restrictive interpretation should be considered by Research Ethics Committees in cases in which they authorize the treatment of codified samples, without consent when it is not possible to obtain it, in accordance with art 58(2) of the Biomedical Research Spanish Act.22

The secondary use of data that was obtained for a specific purpose with the prior consent of the subject for a different purpose (for example, they were obtained for healthcare purposes, and it is intended to use them in research) requires an assessment from both an ethical and a legal perspective. This proportionality test can be carried out, on a case-by-case basis, by an independent body such as the Research Ethics Committee (whose role is reinforced in Additional Disposition 17th of the Spanish Act 3/2018 on Personal Data Protection).23  

In the transposition of the European Data Protection Regulation into Spanish law, these issues have been regulated in Additional Disposition 17th of the Spanish Act 3/2018, in lett (b) of which even allows avoiding the consent of the interested party to carry out scientific studies in situations of exceptional relevance and seriousness for public health by health authorities and public institutions with competences in public health surveillance. This implies the materialization of the legal bases of letts (g), and (i) of art 9(2) GDPR, referred above. In this case, these are studies framed within the strict sphere of public authorities.

Likewise, lett (d) establishes that the use of pseudonymized personal data for health research purposes and particularly biomedical research, is considered lawful. For this, a technical and functional separation will be required between the research team and those who carry out the pseudonymization and keep the information that makes re- identification possible. In addition, it is specified that the pseudonymized data is only accessible to the research team when there is an express commitment to confidentiality and not to carry out any re-identification activity and when specific security measures are adopted to prevent re- identification and access by unauthorized third parties. Re-identification will be possible when the existence of a real and specific danger to the safety or health of a person or group of people is appreciated, or a serious threat to their rights or when it is necessary to guarantee adequate health care.

In this other case, research of interest to public health would be included, which is carried out by research groups in both the public and private spheres,24 without the need for a new consent, with pseudonymization of the data and with a report from a Research Ethics Committee (Additional Disposition 17th lett (d)).

Furthermore, lett (c) Additional Disposition 17th considers the reuse of personal data for health and biomedical research purposes lawful and compatible when, having obtained consent for a specific purpose, the data is used for purposes or research areas related to the initial research project.

To comply with the requirement of adequate guarantees of art 89(1) GDPR the Spanish Act articulates the following safeguards:

 

a) The publication of the information required by art 13 of the GDPR by the data controller on the corporate website of the research centre.

b) Notification by electronic means to those affected informing of the existence of said information.

c) A favourable report of the Research Ethics Committee.

 

In addition, in lett (f) Additional Disposition 17th of the Spanish Act 3/2018 on Personal Data Protection establishes certain requirements that biomedical research projects must meet, among them an impact assessment must be carried out. The so-called impact assessment should consider how the rights and freedoms of the subjects are affected, the measures aimed at guaranteeing the security of the information and, where appropriate, the quality of the pseudonymization or anonymization instruments that are adopted.25

As revealed in the ‘Report of the Bioethics Committee of Spain on the Ethical-Legal requirements in Research with Health data and Biological Samples in the Framework of the Covid-19 pandemic of 28 April 2020’26 the secondary use of health data for health research in the realm of the public interest requires a prior weighted analysis of the interests at stake.

As noted in this report, the classic model of the informed consent of the subject comes from the main international charters in the field of Bioethics such as the Nuremberg Code or the Declaration of Helsinki.27 In these investigations the physical integrity and dignity of the person were at risk. In the current context of Big Data, research deals with information (‘informational research’), referring, indeed, to a person, but the interest at stake is different, it is about preserving his or her privacy.28

As mentioned, in Additional Disposition 17th of the Spanish Act 3/2018 on Personal Data Protection, specifically in its second section, in the realm of health research, it’s a question of weighing up the great benefits that it brings to society without ignoring the fundamental right to the protection of personal data. Therefore, this regulation represents a necessary paradigm shift for a new model of health research.

3.2. The Data Governance Act

The Data Governance Act introduces the concept of “data altruism” aimed at facilitating non-profit data sharing, by fixing incentives for particulars in a trust environment.29 This Regulation is part of the Commission’s plan of establishing a single European Data Space. 

As stated in art 2(10): ‘“data sharing” means the provision of data by a data subject or a data holder to a data user for the purpose of the joint or individual use of such data, based on voluntary agreements or Union or national law, directly or through an intermediary, for example under open or commercial licenses subject to a fee or free of charge’. According to recital n 45 ‘There is a strong potential for objectives of general interest in the use of data made available voluntarily by data subjects on the basis of their informed consent or, where it concerns non-personal data, made available by data holders. Such objectives would include healthcare, combating climate change, improving mobility, facilitating the development, production and dissemination of official statistics, improving the provision of public services, or public policy making. Support to scientific research should also be considered to be an objective of general interest”. 

Consent still has a great role as a legitimate basis for the data to be processed, in art 2(5) ‘consent’ means consent as defined in art 4 (11) of Regulation (EU) 2016/679. It is distinguished between data and non-personal data.30 Consequently, data altruism would rely on consent.31 

Furthermore, it is foreseen in the Data Governance Act a so-called “data altruism consent”, a new model of consent for making data available for reuse, including by particulars for altruistic grounds. A common European data altruism consent form will be developed to reduce the costs of collecting consent and to facilitate portability of the data (in case data to be made available is not kept by the individual).32

Therefore, an altruism consent form has to be developed for boosting a trustful environment for particulars to consent the processing of their data, particularly in the realm of scientific research.33 

Additionally, Chapter IV regulates data altruism (data voluntarily made available by individuals or companies for the common good). It establishes the possibility for organisations engaging in data altruism to register as a ‘Data Altruism Organisation recognised in the EU’ in order to increase trust in their operations. 

Secondary use of data is defined in art 2(2): ‘“re-use” means the use by natural or legal persons of data held by public sector bodies, for commercial or non-commercial purposes other than the initial purpose within the public task for which the data were produced, except for the exchange of data between public sector bodies purely in pursuit of their public tasks’. Conditions for re-use are established in art 5 of the Data Governance Act.34 Furthermore, public sector bodies which allow re-use of data may charge fees for allowing the re-use of such data (art 6(1)).

In the realm of data altruism, if the data processed are personal data, GDPR has to be applied additionally to the Data Governance Act.35 Specifically, data subject rights provided by the GDPR are applicable in the context of the Data Governance Act.

Subsequently, organisations that process data altruistically should be considered controllers (co-controllers) insofar as they will determine the purposes of the processing of personal data, for example the framework conditions for a specific research project.36

The GDPR in art 89 contains also special rules in data processing for scientific research purposes which can collide with the norms of the Data Governance Act, particularly art 21 establishes specific requirements to safeguard rights and interests of data subjects and data holders with regard to their data. First of all, some duties to inform should be accomplished, among others the data subject should be informed about the objectives of general interest and, if applicable, the specified, explicit and legitimate purpose for which personal data is to be processed, and for which it permits the processing of his or her data. Furthermore, according to para 2, the data altruism organisation is not entitled to use the data for other objectives than those of general interest for which the data subject or data holder allows the processing. Otherwise, the GDPR in art 89(1) accepts further processing of personal data in the public interest, scientific or historical research purposes or statistical purposes. The general rule appears to be less restrictive than the more special one. 

Furthermore, to ensure the safe processing of personal data additional measures are to be considered, and again the role of the ethics committee is highlighted.37 

In conclusion, the concept of general interest or common good seems to be very important for the use of data on altruistic grounds.38 One of the objectives of general interest is to support scientific research as mentioned in the Recitals of the Data Governance Act. Still this concept has to be clarified, in the preamble of the GDPR has been included as an example of scientific research ‘privately funded research’. However, apart from the nature of funding, other circumstances of the research should be taken into consideration, as the population under study, types of benefit sharing or equitable access to research databases.39

3.3. The Proposal for a Regulation on the European Health Data Space

This norm is aimed at providing for rules, common standards and practices, infrastructures, and a governance framework for the primary and secondary use of electronic health data (art 1). Among the measures it is included the creation of ‘a mandatory cross-border infrastructure for the secondary use of electronic health data’ (art 2(e)).

It is fixed a list of categories of electronic data available for secondary use: ‘(a) EHRs (electronic health record systems); (b) data impacting on health, including social, environmental behavioural determinants of health; (c) relevant pathogen genomic data, impacting on human health; (…); (e) human genetic, genomic data (art 33(1))’.

Furthermore, a list of purposes for which electronic health data can be processed for secondary use is established (art 34): ‘(a) activities for reasons of public interest in the area of public and occupational health, such as protection against serious cross-border threats to health, public health surveillance or ensuring high levels of quality and safety of healthcare and of medicinal products or medical devices; (b) to support public sector bodies or Union institutions, agencies and bodies including regulatory authorities, in the health or care sector to carry out their tasks defined in their mandates; (c) to produce national, multi-national and Union level official statistics related to health or care sectors; (d) education or teaching activities in health or care sectors; (e) scientific research related to health or care sectors; (f) development and innovation activities for products or services contributing to public health or social security, or ensuring high levels of quality and safety of health care, of medicinal products or of medical devices; (g) training, testing and evaluating of algorithms, including in medical devices, AI systems and digital health applications, contributing to the public health or social security, or ensuring high levels of quality and safety of health care, of medicinal products or of medical devices; (h) providing personalised healthcare consisting in assessing, maintaining or restoring the state of health of natural persons, based on the health data of other natural persons’. 

One of the goals of this secondary use of date is the training of artificial intelligence algorithms mentioned also in the Proposal for a Regulation on artificial intelligence,40 it is in line with the implementation of new form of medicine more sustainable.41 

However, some purposes are explicitly prohibited: art 35(b) considers, for instance, ‘taking decisions in relation to a natural person or groups of natural persons to exclude them from the benefit of an insurance contract or to modify their contributions and insurance premiums’.42

For the implementation of such future Regulation, it is necessary to develop a mandatory cross-border infrastructure for secondary data use. Consequently, ‘Health Data Access Bodies’ must be established in all member States, as the governance of the EHDS is assigned to Health Data Access Bodies (arts 36–43) that can issue data licenses to access data to potential data users, provided that some procedural and material conditions are fulfilled (including purpose limitation as stated in art 44 of the Proposal Regulation). It is regulated the possibility to fix a fee, in art 42 charged by health data access bodies and single data holders for making electronic health data available for secondary use. 

Scholars have highlighted that drafters of the EHDS still have a difficult task to develop, considering the existing legal complexities for the consent requirements and uncertainties regarding the concept of scientific research for the public interest.43
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Abstract

Women’s reproductive health in general and the right to abortion in particular have been targeted and challenged in recent years world-wide in a number of countries: to name a few, first the almost entire ban on abortion in Poland 2020, then the overthrow of Roe v. Wade by the Supreme Court of the USA in 2022. Although in international law a right to abortion has not been expressly codified in any international binding convention, regional courts have tried to recognise the existence of such right as a corollary to other human rights such as the right to privacy and the right to be free from inhuman or degrading treatment.  To overcome such challenges, in some US States and in South America, a practice has emerged drawing from the most recent developments in e-health, which is that of tele-abortion, which would allow women in need of ending an unwanted pregnancy to access the service remotely, through the abortion pill and with the supervision of a doctor through a series of online meetings. Nonetheless, resorting to such method raises a number of legal issues, which this paper aims at analysing and examine in depth from an international law perspective.  Among the issues addressed by this paper, is whether tele-abortion can be considered as a means to ensure women’s reproductive rights, which will be approached through an intersectional lens, as well as the close connection between tele-abortion and women’s right to privacy, focusing on the safeguarding of the collection and storage of data in case of tele-abortion. In this regard, the paper will highlight the legal vacuum in international law in terms of the developments of e-health particularly, and AI in general, fields in which the international legal framework is still lagging behind.
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1. Introduction

Modern technologies and artificial intelligence (AI) can be instrumental to the enjoyment of human rights. The digitalization has brought about changes and advancements in how human rights are enjoyed also in the field of health care, as well as challenges, which international law in particular might be unequipped for. As a global phenomenon, the digitalization is an issue which international law cannot overlook, especially when it impacts human rights. The practice analysed in this contribution defined as Teleabortion is particularly relevant in this regard, since it demonstrates how advancements in technologies and artificial intelligence can be of service in delivering several human rights, such as women’s right to health, women’s reproductive rights and the right to autonomy. 

In times where the right to abortion, although not expressly recognised at the international level as it will be recalled, has received challenges and threats from different parts of the world, such as the almost total ban on abortion in Poland,1 as well as the recent overturn of the US Supreme Court judgment Roe v Wade,2 the use of telemedicine also in this field should be investigated, which this contribution aims at doing. The contribution will explore first the practice of Teleabortion, then investigate its possible advantages in terms of service delivery and enjoyment of women’s reproductive rights and will move onto the considerations of one of the main possible challenges to the use of AI in that field: data protection. The purpose of this contribution is therefore to explore the access and use of Teleabortion as an ‘enabler’ of rights – borrowing the expression from the Office of the High Commissioner for Human Rights (OHCHR), which has however used it in the context of the right to privacy in the digital age3 – in particular, women’s reproductive rights and on the other hand, the possible threats deriving from it, focusing on the right to privacy and data protection. It will be pointed out that the current international law framework concerning data protection is still lacking behind especially in regards to sensitive data such as those concerning health care. 

2. Abortion in international law

The central issue of this contribution is not to enquire whether a right to Teleabortion exists. This issue indeed falls under the broader notion of the right to abortion. The underlying question which needs to be addressed is whether there is a right to abortion in international law. The literature on abortion in this field is extensive, and it has been discussed under different perspectives: as a human rights issue, including the prohibition of torture and inhuman, cruel or degrading treatment and as violence against women.4 Nonetheless, one aspect emerges in particular: international law is lacking behind in recognising the right to abortion both at the customary and treaty law level. No international treaty or custom expressly states that a (human) right to abortion exists, hence scholars have tried to ground the legitimacy of the right to abortion within other human rights.5 Only at the regional level the Maputo Protocol, the Additional Protocol to the African Charter on Human and People’s Rights which concerns the rights of Women in Africa, at art 14(2)(c) mentions medical abortion.6 It provides for State Parties to authorize medical abortion ‘in cases of sexual assault, rape and incest’ while also acknowledging the possibility of undergoing abortion in those cases in which the mental and physical health of the mother might be endangered or, the life of the mother and that of the foetus might be at risk. 

Hence, the right to abortion has been anchored to other human rights, such as the right to health. The right to health is inscribed within the International Covenant on Economic, Social and Cultural Rights (ICESCR), at art 12, stating that State Parties are under the obligation to ensure that individuals enjoy the ‘highest attainable standards of physical and mental health’.7 Although the right to the highest attainable standard of health applies to every individual, Chinkin and Charlesworth have pointed out the gender bias with which human rights have been conceived, extending it to human rights such as those included within the ICESCR and underlying the male centric approach that human rights often include.8 As Sifris pointed out starting from the same premises: ‘while to most women it seems obvious that reproductive health is an essential component of the right to health, this is not obvious in the context of a system that has traditionally sidelined women’s issues’.9 

The Committee on Economic Social and Cultural Rights (CESCR) clarified in its General Comment No. 14 that the right to health entails freedoms as well as obligations and that those freedoms include the liberty of individuals to control their own health and body, as well as sexual and reproductive freedom.10 The Comment includes core obligations for States to ensure the enjoyment of the right to health and among those of comparable priority includes the need to ensure reproductive, maternal and child health care. When addressing the specific legal obligations, there is no specific mention to abortion, although CESCR stated that: 

 

States should refrain from limiting access to contraceptives and other means of maintaining sexual and reproductive health, from censoring, withholding or intentionally misrepresenting health-related information, including sexual education and information, as well as from preventing people’s participation in health-related matters.11 

 

The fact that a clear mention to the right to abortion is lacking should not be interpreted as proof of the fact that the right is not protected under international law, but rather as demonstration of what Chinkin and Charlesworth have argued. Namely, human rights tend to have a male-centric interpretation and approach and for that reason, the way in which reproductive rights have so far been interpreted has resulted in side-lining such issue.

Apart from the already mentioned Maputo Protocol, which openly recognises women’s right to reproductive freedom, as well as women’s right to abortion, no acknowledgment of women’s reproductive rights is found in other international binding documents. A definition of the concept of reproductive rights was offered by the UN Population Division, which stated that:

 

Reproductive rights embrace certain human rights that are already recognized in national laws, international human rights documents and other relevant United Nations consensus documents. These rights rest on the recognition of the basic right of all couples and individuals to decide freely and responsibly the number, spacing and timing of their children and to have the information and means to do so, and the right to attain the highest attainable standard of sexual and reproductive health. It also includes the right of all to make decisions concerning reproduction free of discrimination, coercion and violence as expressed in human rights documents.12

 

Sifris13 has provided a comprehensive list of how reproductive rights branch out, including the right to birth control and to terminate a pregnancy; the right to choose the method of childbirth and to receive proper education and information on the matter, as well as to receive accurate education concerning sex; and lastly, the right to decide the number of children. This latter aspect could be read as both entailing the decision of having a larger family, or a family with no children. The notion that this paper adopts of ‘family’ is therefore different from the one which has been mostly recognised at the legal level, which centres around reproduction, on the procreation of children. Indeed, Chinkin and Charlesworth have stressed that central to human rights treaties is the notion of family, which is presented as the fundamental group unity of society but the model which is assumed is that of the heterosexual married couple with children.14 For instance, the recent work of Clarke and Haraway15 offers a different conceptualization of family, which exceeds the boundaries of traditional families by proposing the concept of ‘making kin’. Families should not be considered such only on the requirements of matrimony (hence of a legal recognition) and on children, either on the way or already present, but they should rather rely on the connection and relationship that human beings (and non-human beings) form with and amongst each other.

Claiming that reproductive rights are still not inscribed in any international legally binding document is not reason enough to state that there is no foundation for the right to abortion at the international level. Moreover, as Sifris pointed out, approaching abortion from the perspective of only one fundamental right, hence developing a one-directional approach leads to oversimplifications of an issue which spans out to several other human rights.16 The foundations of the right to abortion have been framed within several already existing rights: the right to life, the already mentioned right to health, the right to be free from cruel, inhuman or degrading treatment, the right to be free from discrimination and the right to equality. Restricting, limiting or criminalizing access to abortion amount to violations of such rights under international law. Furthermore, De Vido has conceptualized the criminalization of access to abortion as a form of State’s violence against women and against the reproductive health of women.17 Particularly, De Vido underlines: 

 

When access is withheld because abortion clinics do not exist in the area where the woman lives, or because practitioners opt for conscientious objection, or because the fees are too high, or because the law does not allow women access to abortion and they are obliged to travel, it is evident that these health laws and policies cause violence against women’s health (VAWH).18

 

International law is still lacking behind in providing full and formal recognition to women’s reproductive rights and to the right to abortion. Yet, obligations stemming from international human rights law oblige States to ensure women’s reproductive rights and the right to abortion under the framework of other human rights. Indeed, the right to abortion should be granted under the right to health, since abortion is a health issue. Furthermore, restrictions and limitations on abortion have detrimental effects on the health of women – both mental and physical – since they are forced to either travel long distances to undergo abortions legally, or to resort to illegal means which significantly impacts their mental health, adding pressure to an already stressful situation. Moreover, the mental health repercussions of having to carry to term an unwanted child, either because they were the result of a rape or simply because the woman has decided that she does not want to have children should be taken into account, since, in the future, it will not only affect the mother but also the child19 Human rights apply to individuals, irrespective of sex: the right to health therefore includes, per se, sexual and reproductive health as well as the right to abortion. 

Moreover, abortion is also a matter of equality, of non-discrimination and autonomy, since it impacts women because they are women and should therefore be granted due to the obligations of non-discrimination and the right to equality and autonomy. Criminalizing access to abortion amounts to a violation of jus cogens norms, namely from the prohibition of cruel inhuman or degrading treatment. Forcing women to resort to illegal and usually unsafe abortion methods, to experience situations which impact their autonomy, and their dignity amounts to torture or ill treatment.  Last but not least, limiting and criminalizing access to abortion is a form of violence against women and women’s health as conceived by De Vido, and States should refrain from creating conditions which facilitate VAWH.20

3. Telehealth, telemedicine and telecare

Although the concepts of telehealth, telemedicine and telecare might seem as recent developments in the field of medical care, early applications of telemedicine date back to the invention of the ECG by Wilhelm Einthoven at the beginning of 1900,21 showing that developments in technology and in medicine have gone hand in hand since the beginning of the 20th century. After that, specialized fields such as radiology and neurosurgery have started to implement technological developments which have become a routine practice, with the use of digital images being a fundamental tool to deliver healthcare for instance.22 At the same time, telemedicine started to become useful in those fields in which there was a need for health care services to be delivered despite the physical distance, such as the case of NASA, where telehealth was used to monitor the health condition of astronauts, or in scientific expeditions in the Antarctic. In this case, for several months weather conditions are particularly adverse and might prove difficult to overcome in case of emergencies. Although medical staff is usually present in expeditions, there might be the need for a specialist who is not among the staff at that time, therefore telemedicine becomes valuable and useful.23

Since then, telemedicine has further improved and become more and more embedded in people’s lives. For instance, in the field of telecare, third generation24 telecare systems are now extremely advanced and have improved up to the point of being referred to as ‘lifestyle monitoring’: indeed, these devices are able to measure, collect and analyse data in the users’ homes. These data can be accessed by the users themselves, relatives or their physicians and provide a clearer picture of the patient’s habits. Other devices trigger an alarm when they detect specific hazards without the need for the user to trigger it themselves. This is followed by a call, which can be to a relative or to an appropriate responder up to the level of an ambulance in case the patient is in need. Interestingly, the alarm also sends signals to the patients within their homes which can occur ‘through an audible alarm, flashing lights and even vibrating pillows to wake the user from sleep’.25 The use of these devices has increased especially due to the COVID-19 pandemic which, in the case of diabetes management for instance, has helped patients who need to have frequent checks with their physicians in the most chronic cases. The tools implemented in diabetes management are not limited to devices, they also include virtual visits, telemonitoring, secure electronic communications either via message or phone calls.26 

The use of devices and technology related to medical issues has been referred to in different manners: telecare, telehealth and telemedicine, or even e-health. The World Health Organization (WHO) Guidelines have adopted the following definition of telemedicine: 

 

the provision of healthcare services at a distance with communication conducted between healthcare providers seeking clinical guidance and support from other healthcare providers (provider-to-provider telemedicine); or conducted between remote healthcare users seeking health services and healthcare providers (client-to-provider telemedicine).27 

 

Still, different definitions and interpretations have developed, focusing on different aspects: Darkins and Cary quote at least four different notions of telemedicine, from the simplest ones which define it as ‘health care carried out at a distance’,28 with the physical element being the only element worth noticing, to others which almost mirror the one provided by the WHO.

All definitions have some common features: they stress the fact that the physical presence is not a necessary element, since being in person face to face with the physician is not instrumental for the health care service to be carried out. This is replaced by the distance communications referred to in the WHO definition, which can happen through phone calls, messaging systems and /or videoconferences. Although Darkins and Cary opt for an all-encompassing approach, stating that it should be based on individual preferences which definition to adopt, they do however understand the need of the WHO to distinguish between telehealth and telemedicine. Telehealth is conceived by the organization as ‘the integration of telecommunications systems into the practice of protecting and promoting health’,29 while telemedicine concerns the incorporation of those systems into curative medicine, therefore focusing more on the clinical aspect. According to the WHO, telehealth corresponds to the activities that the organization itself carries out at the international level in the field of public health, since it covers public and community health as well as development of health care systems and epidemiology.30 On the other hand, the definition of telecare is more focused on the aspect of communications, and precisely to the use of technological tools and devices in order to communicate with the patient and deliver health care directly. Stowe and Harding refer to it as a tool to support individuals and professionals in health care delivery.31

3.1 Where does Teleabortion situate itself?

The definition of telemedicine which this paper considers as the basis upon which to build its argument is the one provided by the WHO. Teleabortion fits the parameters of the above-mentioned client-to-provider telemedicine, since it is usually women who seek the help of physicians and health care professionals to undergo abortions. The WHO Abortion Care Guideline of 2022 speaks of ‘telemedicine approaches to delivering medical abortion care’, refraining from using the term Teleabortion specifically or the alternative e-abortion, which refers to the same practice. In recommending that telemedicine, where available, be offered as an alternative to in-person options to access abortion, the Guideline does not provide an exact definition of Teleabortion, but rather operates a distinction, where medical abortion refers to the intaking of drugs (mifepristone and misoprostol) to end a pregnancy as opposed to surgical abortion, which refers to the removal of the foetus through surgical means.32 

Definitions can be found in literature (although still scarce); for instance, Chong et al have referred to it as ‘telemedicine abortion’ and defined it as ‘broad term that describes the use of telecommunications (phone, videoconference, texting, email) to provide one or more aspects of abortion care such as counseling, eligibility assessment, medication provision, guidance through the process, and follow-up assessment’.33 The reason behind the fact that the literature on Teleabortion is, especially from the international law perspective, still scarce, is that the practice is rather recent and has emerged particularly due to the recent threats to the right to abortion and as a response to the COVID-19 pandemic.34 The pandemic has necessarily determined a change in the way in which abortion services were thought since women could not easily access hospitals to undergo abortions during the pandemic. Moreover, in countries such as the US, the pandemic has also caused a lack in financial means for some women, who were no longer able to pay for the service, due to a loss of income.35 For these reasons, some hospitals in the US, as well as abortion providers more in general, have started to slowly incorporate telemedicine tools and services to provide women with the possibility of terminating their unwanted pregnancies. 

Terminating a pregnancy usually entails two phases, divided in abortion care and follow-up or post-abortion care. These two phases characterize Teleabortion as well, although the means through which it is carried out differ from in-person ones. The first phase of Teleabortion relies on the use of telecommunications such as emails, phone calls and messaging systems and/or videoconferences: with the help of these means, women seek the counsel of physicians and abortion service providers. In this phase, women receive counselling and instructions on the next steps, while an eligibility assessment is also conducted: women could be asked to undergo some tests easily accessible at local labs, clinics, or hospitals.36 Once that eligibility has been assessed, the second phase begins, which consists in receiving through mail the abortion pills, namely mifepristone and misoprostol. The second phase includes follow-up after drugs-intaking to assess that the pregnancy has been terminated, and in supporting women as to the next steps, such as for instance which contraceptives to use after the abortion.

The WHO Guideline specifies that there is no single recommended approach to delivering abortion services, since it heavily relies on the decisions made by the patient, from the service provider to the location. Yet, it also stresses that while approaches might be different, some conditions must be ensured, namely: access to scientifically accurate and comprehensible information; access to quality assured medicines – particularly relevant in the case of medical or Teleabortion; back-up referral support and support in choosing post-abortion contraceptives. The Guideline also stresses that sexual and reproductive health services must be available, accessible, affordable, acceptable and of good quality. Particularly, the ‘delivery of services must be respectful of the culture of individuals, minorities, peoples and communities, and sensitive to gender, age, disability, sexual diversity and life-cycle requirements’.37 

4. Teleabortion from the perspective of women’s rights 

4.1. The advantages of Teleabortion 

Abortion is first and foremost a women’s issue, and limitations or restrictions aimed at impairing access to the service affect women because they are women. Another aspect should be considered, once the gender dimension of abortion has been laid out, namely the intersectional lens: abortion affects women in a different way. An intersectional approach38 to abortion is necessary to identify and highlight how women from different backgrounds experience and are affected by abortion in different ways. This discussion could be widened to encompass women’s reproductive rights more in general, starting from methods of contraception39 for instance, but due to space constraints the discussion will be focused on abortion. Indeed, women and young girls coming from ethnic minorities and marginalized groups are more deeply affected by limitations of access to abortion. 

The overruling of Roe v Wade,40 the US Supreme Court judgement which granted women the right to abortion in the US, has indeed demonstrated how restrictions on access to abortion affect women differently. In Dobbs the Supreme Court restored a power which should have been prerogative of the legislators in the first place – according to the majority of the judges: each State can now decide whether to restrict, limit or criminalize abortion. This means that not only women seeking and undergoing abortions in those States might be arrested, but also those helping women undergoing abortions, such as professionals and healthcare facilities would commit criminal acts under the newly passed legislations. Thirteen States have already banned abortion throughout the pregnancy, authorizing it only in specific cases in which women might face serious or certain health consequences: for instance, Utah allows abortion in case of foetus abnormalities, and Louisiana allows exceptions to the abortion ban in case in which the pregnancy is deemed as ‘medically futile’.41 

At the same time, States such as California, Delaware and Connecticut have expanded the eligibility criteria for reproductive care services,42 aimed at including also those women who live in those States which have enacted abortion bans. Still, not all women can afford to travel to a different or even neighbouring country if in need of terminating a pregnancy, and this affects especially women from marginalized groups, ethnic minorities, but also young girls who either do not have the means to travel nor information on how to access reproductive care services. In this context, Teleabortion would provide particularly instrumental and useful: internet connection is available almost everywhere in the US and devices to access it can be easily found. Smartphones and devices which connect to the internet, tablets and personal computers are part of many people’s lives, especially after the COVID-19 pandemic, which has underscored the necessity of having access to the internet. Teleabortion would be an alternative in those Countries where access to the internet can be easily achieved, not a worldwide solution to the issue of restrictions on abortion. 

The case of young girls is particularly relevant to demonstrate the advantages of Teleabortion. The Special Rapporteur on the right to health highlighted in the 2016 Report that ‘[a]dolescents face multiple barriers to health services, including the following: restrictive laws and policies; unavailability of contraception or safe abortions’ and that ‘lack of awareness or understanding of their unique health needs can render adolescents invisible’. Moreover, the report stressed that: ‘[a]dolescent sexual and reproductive health services must be welcoming, adolescent-friendly, non-judgmental and guarantee privacy and confidentiality’.43 The argument that Teleabortion is particularly adolescent-friendly could be advanced especially if one were to look at the tools it relies upon: most young girls who have access to a smartphone, a tablet, or a computer and to an internet connection could potentially access Teleabortion services.44

In terms of its advantages, it should be noted that the WHO conducted a systematic review, which features in the Abortion Care Guideline of 2022, on the use of telemedicine and medical abortion. The report confirms the safety of medical abortions and that no significant differences were noticed as opposed to in person medical abortion care services. Controlled trials and observational studies have been conducted in Bangladesh, Cambodia, Egypt and Indonesia, Canada, Peru and the USA. According to the Guideline: ‘there was no difference between the two groups in rates of successful abortion or ongoing pregnancies. Referrals for surgical intervention were fewer among women who used telemedicine. Satisfaction with telemedicine services was high and comparable to the usual clinical services’.45 Therefore, resorting to telemedicine and medical abortion is safe and as effective as surgical abortions and should be allowed were available.

Beside safety and efficacy, the advantages provided by Teleabortion are first and foremost the potential outreach of the service. Clinics which grant access to the service, have the possibility of reaching a wider range of women who would not be forced to travel physically to a clinic or hospital, or, in cases where abortion bans are in place, to another country since they would be able to interact with a professional through a video conference. Consequently, Teleabortion entails also a significant reduction in costs, since travel expenses are ruled out and also the cost of the service is substantially reduced, hence, allowing a broader number of women and young girls to access it. In the wake of the overruling of Roe v Wade, women from one of the states which have enacted bans on abortion would have to travel abroad to get one. This would entail having the means to afford such travel, since they would have to bear all the costs of the procedure, and – De Vido warns – also those of risks due to possible medical complications.46 

Another fundamental aspect that speaks in favour of Teleabortion is the opportunity of avoiding a common phenomenon which women undergoing abortion experience also in those countries in which the right is granted, which this paper refers to as abortion-related obstetric violence.47 This term indicates the humiliating comments and practices, names-calling and psychological abuse which women seeking abortion tend to experience in hospitals, perpetrated by those among the medical staff who oppose abortion. Examples of such abuses are recalled by women worldwide, and the psychological impact that such violence has on women has been recognised as amounting to torture or ill treatment, by the UN Special Rapporteur on torture and other forms of cruel, inhuman or degrading treatment.48 De Vido has well underlined that such violence is enacted also through laws and policies, and one of the most significant in the context of abortion is ultrasound: women are obliged to listen to the sound of the foetus’ heartbeat or to look at the screen and see its image, even if the need for such practice is not supported by scientific evidence.49

Teleabortion is safe and appears as cost effective while also offering the opportunity for a wider range of women and young girls to access the service, which would help avoiding that abortion becomes available only to a restricted number of women. Furthermore, due to the fact that it relies on internet connection, videoconferences and messaging (either via email or texts) it is widely available (not everywhere of course, but this matter will be addressed in the following paragraph). Last but not least, it would allow women to access the service from a – possibly comfortable – location of their choice and avoid the psychological and emotional toll of going to the hospital, which can be per se a traumatic experience for women, not to mention instances in which they are later shamed and degraded by hospital staff.50 Furthermore, as most telemedicine tools, it can be considered as user-friendly: women are followed step by step by physicians and/or service providers and once they have received the drugs at the designated location, they should have been carefully instructed on how to proceed.

4.2 Where it gets tricky: Teleabortion and women’s right to privacy

Teleabortion is not a world-wide applicable solution to allow access to abortion. The opportunity offered by this technology is in some way limited to those countries where access to a device with internet connection is easily available, which therefore would not be the case for most developing countries. Moreover, access to internet does not always equal knowing how to use or navigate it, which could possibly restrict the range of women even more. The International Telecommunication Union (ITU), the UN specialized agency for information and communication technologies has assessed that 2.9 billion people worldwide are still offline, which adds up to almost 37% of the world population. Although a growth in internet users has been noticed, there is still a large portion which does not have access to it making access to the internet unbalanced.51 This would entail, in the context of Teleabortion, that due to the lack of availability of the main element and, consequently, a lack in telemedicine services altogether, it cannot be regarded as a worldwide applicable option for women wishing to end their pregnancies. Teleabortion limits to those areas of the world where telemedicine has developed and where connection to internet is granted and easily accessible. It should also be noted that ITU highlighted a gender gap in internet access: as of 2021, 62% of internet users are men compared to 57% for women.52

The second biggest concern in the context of Teleabortion and one of the crucial aspects investigated by this paper relates to the issue of privacy and data protection. The right to privacy is protected at the international level under the ICCPR and particularly at art 17. This article provides the right of every person to be protected against unlawful interferences in their private sphere, family life or home which might be enacted by State authorities but also from legal and natural persons. State parties are under an obligation to adopt legislative measures to prohibit such interferences.53 The Special Rapporteur on the right to privacy has also highlighted that it is not an absolute right but a qualified right, which can be limited but in a ‘carefully delimited way’.54 In its 2021 report, the UN High Commissioner for Human Rights stated that the right to privacy is a cornerstone for a democratic society. Moreover, the report stated that the right to privacy ‘is an expression of human dignity and is linked to the protection of human autonomy and personal identity’.55 Although the report, which focuses on the right to privacy in the digital age, does not provide a comprehensive understanding of how privacy and human autonomy intertwines with sexual and reproductive autonomy, the link has been reiterated by human rights courts at the regional levels. For instance, the Inter-American Commission of Human Rights (IACommHR) has stressed in the case López Soto et al v Venezuela that the violence which Linda López Soto suffered amounted to a violation of her right to privacy, autonomy and dignity. In this case, Linda was kidnapped and sexually assaulted (therefore, it is not strictly linked to the abortion issue) but both the report and later the judgement by the court (IACtHR) reiterated that violations of her sexual and reproductive autonomy would hinder her right to privacy as well, which in this context refers to the aspect of privacy attaining to right to private life.56 

At the European level, the European Court of Human Rights (ECtHR) has adopted a careful approach in addressing the right to abortion, which according to its jurisprudence is protected under art 8 of the European Convention on Human Rights (ECHR). This article protects the right to respect for private and family life, home and correspondence and the court has used it, by broadly interpreting the notion of private and family life, in cases of abortion. Yet, as Fenwick notices: 

 

At first glance, it might appear anomalous that the Convention jurisprudence on Article 8, which has adopted an expansive concept of “private life”, encompassing broad rights associated with personhood and the environment, has not decisively recognised that women have a right to choose to terminate their pregnancies. In the modern abortion jurisprudence, the Court has firmly refused to allow its stance to be freighted with the typical values underpinning Article 8 as to bodily autonomy.57

 

The breadth of the right to privacy is much wider than reproductive rights, clearly. Although connected and deeply intertwined with the right to abortion,58 the right to privacy covers and widens to other aspects. In the context of Teleabortion, one aspect of the right to privacy is particularly relevant apart from the already mentioned connection with women’s reproductive rights: the protection of personal data. One of the advantages of Teleabortion is the reduction of costs as well as its availability, which is due to the fact that is relies upon the use of internet connection, email exchanges and videoconferences, etc. To understand more clearly, let us paint the example of a young woman, who is seeking to terminate her unwanted pregnancy through Teleabortion. The first step is to surf the internet and look for providers of that service. The next step is to contact the provider via email or phone call and set up a video conference. Before receiving the drug at home, she will have to undergo – let us say, for the sake of this example – at the bare minimum at least a blood sample exam. She will then send the results, probably via email, or they will be sent to the physician or the provider, who will store them in her file. Let us say that that young woman lives in the USA after the overruling of Roe v Wade (although, we could imagine a young woman living in Europe, maybe in Hungary59 or in Poland60). Let us continue our example, by imagining that the country where she lives is one of those which has enacted abortion ban policies and that she travelled to a relative’s or a friend’s house, in a nearby country, where the service of Teleabortion is legally provided. She undergoes the procedure, thus terminating her pregnancy and goes back home, the only trace of her unwanted pregnancy being the data exchanged via email and the clinical file stored by the Teleabortion provider. 

In the wake of the overruling of Roe v Wade, the press in the USA started to share articles and posts which voiced concerns over the possible dangers of AI, due to the fact that some governments had advanced the proposal of creating tip-off lines, where individuals would call and tip-off a neighbour, a friend, a colleague and a patient and receive a bounty for their service.61 In this case, which could be a reality in Texas, data coming from apps which track menstrual cycles, walking apps which pinpoint your location, might be used against women where abortion is criminalized. It needs to be stressed that this is still an extreme example, yet it offers insights on how necessary the protection of data concerning health is. From this perspective, international law is still lacking behind. The protection of personal data in regards to health has been underlined at the regional level by the jurisprudence of both IACtHR and the ECtHR. In Manuela et al v El Salvador the Court stated: 

 

Even though personal health data is not explicitly established in Article 11 of the Convention, this is information that described the most sensitive or delicate aspects of an individual, so that it should be understood as protected by the right to privacy. Information on an individual’s sex life should also be considered as personal and highly sensitive.62

 

WHO guidelines underline how abortion is a stigmatised and personal matter, hence the worry that confidential data might be disclosed, which in the case of a woman wanting to terminate her pregnancy might be a reason stopping her from using the service, if she fears that such sensitive information is not safeguarded.63 A similar conclusion can be found within the Guide on Article 8 drafted by the Registry of the ECtHR, which in referring to the case M.S. v Sweden states that: 

 

The disclosure – without a patient’s consent – of medical records, including information relating to an abortion, by a clinic to the Social Insurance Office, and therefore to a wider circle of public servants, constituted an interference with the patient’s right to respect for private life.64

 

In the aforementioned report on the right to privacy in the digital age, the High Commissioner for Human Rights has stressed that where there is a high risk for human rights the legal requirements governing the use of AI should be stricter and that sectors such as health where ‘the stakes for individuals are particularly high’ should have priority. The report also stresses that ‘uses of AI that inherently conflict with the prohibition of discrimination should not be allowed’.65 On a similar note, the report of 2019 by Task Force on Privacy and Protection of Health-Related Data (instituted under the mandate of the Special Rapporteur on the Right to Privacy) was issued with the purpose of providing guidelines on the processing of health-data, emphasizing the need for a legitimate basis. It proposes principles with which data processing should comply such as transparency and fairness of the collection process and that data must be collected for explicit, specific and legitimate purposes ‘in a manner which is compatible with the purposes for which it was originally collected’.66

In regards to Teleabortion, it can be argued that health data regarding abortion concern women, due to the fact that abortion is a woman’s issue. Attempts at criminalizing abortion affect women because they are such, as well as using data for that purpose. It follows that any attempts at using against women health data regarding abortion, and especially those which are instrumental in Teleabortion practices, would constitute a violation of their right to privacy, of the right to non-discrimination and that of equality, since they would be targeted because they are women undergoing a medical procedure which only affects women. The Special Rapporteur highlighted in their report on the gender perspective relating to the right to privacy that while State surveillance is generally portrayed as targeting male individuals, on the other hand ‘women can expect that nearly every detail of their intimate lives will be subject to multiple forms of surveillance by State as well as private actors, from domestic violence to sexual objectification and reproduction’.67

5. Conclusion

The purpose of this contribution was to investigate the practice of Teleabortion from an international law perspective, in light of the recent attempts to hinder the right to abortion in several countries. In particular, Teleabortion has been considered as a means to women’s enjoyment of their reproductive rights: a right to Teleabortion is not being discussed here, as it would fall under the broader category of the right to abortion. Although international law is lacking in terms of an express recognition of the right to abortion, this does not entail that there is no obligation for States to ensure access to the service. Such obligations stem from human rights law and jus cogens norms: the criminalization of abortion amounts to cruel inhuman or degrading treatment as it was already underlined, and the right to abortion is inscribed within the parameters of the right to health and the right to privacy. Criminalizing women seeking abortion affects their rights to equality and non-discrimination as well, since it is a practice which only women can undergo. Moreover, following De Vido’s conceptualization of violence against women’s health, criminalizing abortion is also a form of violence against women and women’s health.

From these premises, the paper has built on how Teleabortion works, highlighting its advantages especially if an intersectional approach is taken into account: it would provide access to the service to a wider range of women since the costs would be significantly reduced, as well as being easily accessible and available. On the other hand, with Teleabortion comes the issue of data protection, which needs to be ensured since health data are particularly sensitive. Lacks in international law in this regard should be addressed: there is no international framework for data protection which entails a lack of harmonization in how data are protected worldwide. An international framework safeguarding health related data seems difficult to imagine. Regional systems have been set in place, with the European Union being at the forefront in terms of data protection.68 

As a possible solution in terms of the harmonization of data protection practices, Kuner suggests the adoption by non-CoE Members as well of the Council of Europe Convention 108, the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data69 which after the Amendment of 2018 which saw also the adoption of an additional protocol and is now referred to as Convention 108+, the modernised version. The Convention is open for accession to non-Member States of the Council of Europe, hence presenting a possible universal framework providing the basis for global data protection standards.70 Kuner yet warns on the difficulty of finding a possible agreement on global data protection standards and suggests also that some countries might opt for a non-binding set of standards.71 The Convention deals with health and sexual life data at Article 6, referring to the special categories of data, and states that the processing of these data is only to be allowed where appropriate safeguards have been implemented in national legislations, complementing those of the Convention. Paragraph 2 provides a further clarification of safeguards, stating that they ‘shall guard against the risks that the processing of sensitive data may present for the interests, rights and fundamental freedoms of the data subject, notably a risk of discrimination’.72 

Still, Teleabortion is not yet a wide-spread practice and its uses have been mostly concentrated in the USA and South America. However, it is not difficult to imagine its implementation also in Europe since the means and the drugs it relies upon are available as well.73 Indeed, access to the internet is granted almost everywhere in Europe and the drugs necessary to perform medical abortions, namely misoprostol and mifepristone, are used in Europe as well. On a wider scale and for different fields Telemedicine is being implemented in Europe and that might soon include Teleabortion too. 

The analysis on Teleabortion has allowed to further reflect on fundamental human rights and it should be clear that Teleabortion touches upon several other rights: the right to abortion, the right to health and the right to privacy. If made available, it is a means to ensure women’s reproductive rights. Furthermore, the strength of Teleabortion resides in allowing women to avoid having to deal with the stigma and degradation that oftentimes they face in hospitals, as if the psychological and physical toll of undergoing a pregnancy termination was not difficult enough.74 This would be due to the fact that women using Teleabortion services would be followed by physicians who would clearly have to be non-objectors, since, in the USA for instance, the service is provided by pro-choice associations and clinics. Indeed, one of the main barriers that women have to face even where abortion is legal and granted is conscientious objection.75 Referral mechanisms76 have been discussed at the international level as a possible solution, or another option would be a system of quotas, where States guarantee a certain number of pro-choice physicians, hence willing to perform abortions. Provided that there are not yet positive obligations for States with regard to access to abortion,77 there are obligations in this regard stemming from the rights to health, to privacy and autonomy, to non-discrimination and equality.
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1. Introduction

Information and communication technologies (ICTs) – including social media, meant as ‘websites and applications that enable users to create and share content or to participate in social networking’1 – can be an instrument of social inclusion for persons with disabilities, but they can also be a source of further exclusion if they are not fully accessible. As set forth in the United Nations Convention on the Rights of Persons with Disabilities (CRPD),2 accessibility is necessary for persons with disabilities to enjoy their human rights. Accessibility of services and information, including in the digital domain, is the precondition for the full enjoyment of human rights, independent living and social inclusion of persons with disabilities,3 and a human right per se.4 The proposed contribution will critically evaluate a recent piece of EU secondary legislation on digital services, namely the Digital Services Act (DSA),5 in light of the accessibility obligations set forth in the CRPD, to which the European Union is a party since 2011. To this purpose, the paper will first flesh out the content of the accessibility obligations under the CRPD with specific reference to websites and mobile applications. It will then provide a short overview on the status of the CRPD within the EU legal framework and on other EU binding instruments in the field of web accessibility. It is argued that the Digital Services Act – whose objective is, inter alia, to improve consumers’ protection and the transparency of platforms – fails to fully protect the rights of persons with disabilities insofar as it makes web accessibility the object of voluntary codes of conduct, rather than of obligations. The paper adopts the doctrinal legal methodology. 

2. Obligations stemming from the CRPD in matters of accessibility

The CRPD, adopted by the United Nations General Assembly in 2006 and widely ratified, evidences the general acceptance at the international level of the social model of disability, as opposed to the medical model.6 While the medical (and traditional) model of disability focuses on the impairment, regarded as an individual, negative situation which deserves charitable interventions, the social model considers disability as a social construction, resulting from the physical and social barriers that may hinder the full and effective participation in society of persons with disabilities.7 The CRPD enhances the social model by codifying a human rights model of disability, which takes into account both the individual impairment and the social construction of disability.8 This approach is reflected in the open-ended description of ‘persons with disabilities’ enshrined in the Convention.9 Based on art 1(2) CRPD, ‘persons with disabilities include those who have long-term physical, mental, intellectual or sensory impairments which in interaction with various barriers may hinder their full and effective participation in society on an equal basis with others’. Hence the CRPD’s focus on accessibility – also implying the removal of barriers – so as to ensure that persons with disabilities have access, on an equal basis with others, ‘to the physical environment, to transportation, to information and communications, including information and communications technologies and systems, and to other facilities and services open or provided to the public, both in urban and in rural areas’.10 

The CRPD addresses ICT accessibility at art 9, on the principle of accessibility, and at art 21, on freedom of expression. Art 9 obliges States Parties to take all the appropriate measures to ensure that persons with disabilities have access to digital information and communication systems, including electronic services. In particular, the Convention includes States’ obligation ‘to promote access for persons with disabilities to new information and communications technologies and systems, including the Internet’ (art 9(2)(g)). Importantly for our purposes, based on art 9(2)(b) CRPD, States must ensure that private entities that offer services open or provided to the public take into account all aspects of accessibility for persons with disabilities, including in the digital domain. The United Nations Committee on the Rights of Persons with Disabilities (CRPD Committee), in its General Comment No. 2 on accessibility, confirmed that private parties are bound by accessibility obligations, if they provide public services.11 Likewise, art 21 CRPD, protecting freedom of expression – including also its passive side, that is ‘the right to seek and receive information so that ideas and opinions can be developed’12 – binds States not only to provide information to the public in accessible formats (art 21(a)), but also to urge ‘private entities that provide services to the general public, including through the Internet, to provide information and services in accessible and usable formats for persons with disabilities’ (art 21(c)) and to encourage ‘the mass media, including providers of information through the Internet, to make their services accessible to persons with disabilities’ (art 21(d)). 

The above-mentioned States’ obligations laid down at arts 9 and 21 CRPD, which also refer to the accessibility of private services, must be read in light of the general obligations set forth in the Convention. Art 4(1) requires that States take all the appropriate measures to eliminate discrimination on the basis of disability from the part of private entities, such as service providers.13 As highlighted by the CRPD Committee in its above-mentioned General Comment on accessibility,

 

As long as goods, products and services are open or provided to the public, they must be accessible to all, regardless of whether they are owned and/or provided by a public authority or a private enterprise. Persons with disabilities should have equal access to all goods, products and services that are open or provided to the public in a manner that ensures their effective and equal access and respects their dignity. This approach stems from the prohibition against discrimination; denial of access should be considered to constitute a discriminatory act, regardless of whether the perpetrator is a public or private entity.14

 

Such prohibition of discrimination also covers information and communication services, as further specified by the CRPD Committee in General Comment No. 6 on equality and non-discrimination.15 The CRPD ‘indirectly requires action at the level of the private sector’,16 by placing accessibility requirements also on the private industry.17 Nonetheless, it is the primary responsibility of the States Parties to the Convention to make sure that the private sector, including digital services providers, make their services accessible for persons with disabilities, by adopting appropriate legislation and minimum mandatory accessibility standards.18

General accessibility provisions would be moot if not accompanied by applicable standards. Therefore, besides the above-mentioned accessibility obligations, under the CRPD States are bound to develop standards of accessibility in relation to digital technologies. In particular, art 9(2)(a) CRPD affirms States’ duty ‘to develop, promulgate and monitor the implementation of minimum standards and guidelines for the accessibility of facilities and services open or provided to the public’. In order to fulfil this obligation, States can delegate the development of technical standards to private, specialized entities. This is what often happens in practice, especially in the digital domain. For instance, the main standardization organization pursuing Internet accessibility is the World Wide Web Consortium (W3C), whose member organizations are universities, NGOs and businesses, including big corporations such as Adobe and Google.19 The Web Content Accessibility Guidelines (WCAG), developed and periodically reviewed by the W3C, are generally considered the main international standard (currently, in its version 2.1).20 

While reliance on ICTs and accessibility specialists can be a valuable instrument for States, based on art 9(2)(a) CRPD, States must take the lead in the standard development process, make standards compulsory and effectively monitor compliance.21 At the same time, States’ duty to ensure accessibility (also by private entities) is frustrated by the fact that standards, such as the WCAG, are not only developed by private entities, but also mostly of voluntary nature when it comes to the private sector.22 In Italy, for instance, the Stanca Act only imposes web accessibility obligations upon the public sector.23 It thus depends on the sensitivity of private entities to make their websites and applications accessible.24 Even though it is in the interest of businesses to comply with accessibility requirements – for instance, in terms of corporate image,25 but also to reach a higher number of potential clients –, compulsory standards would strengthen the obligation, making it more effective. In this vein, the CRPD Committee has urged States to adopt mandatory standards, implying sanctions for those who do not comply.26 The importance of ‘effective and enforceable minimum accessibility standards’ has also been stressed in the case law of the CRPD Committee.27 

Moreover, in light of the participatory approach embedded in the CRPD’s general obligations,28 and of the interpretation of the Convention provided by the Committee on the Rights of Persons with Disabilities, it is important that also persons with disabilities – through their representative organizations – are given the opportunity to take part in the drafting of national laws, regulations and accessibility standards.29 As underlined by the Committee, ‘the active and informed participation of everyone in decisions that affect their lives and rights is consistent with the human rights-based approach in public decision-making processes, and ensures good governance and social accountability’.30 The idea behind States’ obligation to seek the participation of the representative organizations of persons with disabilities, including in the drafting of accessibility regulations and standards, is that successful implementation of the CRPD can take place only through constant dialogue with persons with disabilities,31 based on the principle ‘nothing about us without us’.32 For this reason, according to the CRPD Committee, States Parties should give priority to the views of organizations of persons with disabilities, rather than to civil society in general, when addressing issues directly related to persons with disabilities,33 including in relation to ICT accessibility. 

3. Legal status of the CRPD within the EU legal framework

According to art 44(1) CRPD, regional integration organizations can become a party to the treaty provided that they declare, in the instrument of ratification or accession, the extent of their competence. After having been an active part in negotiations,34 on 30 March 2007, the EC (now EU) signed the CRPD. With Council Decision 2010/48/EC, formally adopted on 26 November 2009 under the former EC Treaty, the Council of the European Union approved the CRPD, authorizing the deposit of the instrument of ratification.35 It is worth noting that the legal basis for the ratification of the CRPD were arts 13 and 95 TCE (now 19 and 114 TFEU),36 dealing, respectively, with non-discrimination and the internal market. Such double legal basis reflects both the founding principle of the European model of protection of the rights of persons with disabilities – namely, the principle of non-discrimination – and the fact that disability is relevant in many areas of EU law.37

Like its Member States, the European Union thus became a party to the CRPD, accessing a human rights treaty for the first time. As noted by Waddington, ‘the EU’s accession to the CRPD means that the Convention has become a part of EU law, and must be complied with by the EU institutions and legislature’.38 The European Union is not yet a party of the Optional Protocol to the Convention allowing individual petitions to be brought before the Committee on the Rights of Persons with Disabilities, despite the Committee having urged the Union to take such a step.39

Art 216 TFEU establishes that the international agreements that the EU stipulates with other international organizations or third States in its areas of competence are binding upon both the EU and its Member States and form an integral part of EU law. The CRPD amounts to a ‘mixed agreement’ under EU law, meaning that, in the area of shared competence with Member States – also identified in the EU Declaration annexed to the instrument of ratification40 –, the EU has exclusive competence where the Convention affects existing EU provisions that establish common rules, from which the Member States cannot deviate; in contrast, if EU legislation only sets out minimum standards, States remain free to grant stronger protection to persons with disabilities.41 Also in the latter case, however, the EU can adopt new common rules, if the founding treaties permit it.42

With respect to the rank of the CRPD within the EU legal system, the Convention, like any treaty concluded by the European Union,43 enjoys a lower rank than the primary sources of EU law, but higher with respect to EU secondary legislation.44 From the higher rank of the CRPD with respect to EU’s secondary legislation, however, it does not follow automatically that the Court of Justice of the European Union (CJEU) can invalidate secondary legislation because in contrast with the Convention. According to the case law of the CJEU, secondary legislation can be reviewed by the Court on the basis of international agreements concluded by the Union only if the treaty provision in question ‘contains a clear and precise obligation which is not subject, as regards its implementation or effects, to the adoption of any subsequent measure’.45 This is not, however, the case of the CRPD. In a case concerning surrogacy birth and maternity leave, the CJEU clarified that the Convention has no direct effect on EU law, precisely because its provisions ‘are not, as regards their content, provisions that are unconditional and sufficiently precise’.46 According to the Court, it is apparent from art 4(1) of the CRPD, concerning general obligations, ‘that it is [...] for the States Parties to adopt all appropriate legislative, administrative and other measures for the implementation of the rights recognised in that Convention’.47 

Still, as affirmed in the case law of the Court of Justice of the European Union, the primacy of the international treaties to which the Union is a party over EU secondary legislation implies that the latter must be interpreted in a manner which is as far as possible consistent with those international agreements.48 Therefore, EU secondary legislation must be interpreted in a manner which is, as far as possible, consistent with the provisions of the CRPD.49 

Assessing EU’s secondary legislation based on the obligations enshrined in the CRPD, to which the European Union is bound as concerns its areas of competence, is very important from a reform perspective. Therefore, the next two paragraphs will be dedicated to the analysis of EU legislative instruments dealing with the accessibility of ICTs, which were adopted by the European Union following ratification of the CRPD. 

4. Binding EU instruments on accessibility: the Web Accessibility Directive and the European Accessibility Act 

Few Member States of the European Union had adopted binding accessibility requirements for both the public and the private sector before the EU introduced accessibility obligations in its areas of competence.50 The two main legislative instruments adopted by the Union, dealing specifically with ICTs accessibility, are the Web Accessibility Directive51 and the European Accessibility Act.52 The objective of EU accessibility legislation is not only to ensure respect of the CRPD, but also to expand the single market by making more products accessible and to promote interoperability among Member States, making cross-border trading easier.53 The market-oriented nature of this legislation is clear from its legal basis, which is art 114(1) TFEU, concerning the internal market.

With the 2016 Directive on web accessibility the EU set out minimum harmonization requirements for public sector bodies. All Member States have adopted the necessary domestic legislation,54 but problems in the accessibility of websites and mobile applications of public bodies still remain.55 The Directive also encourages States to extend accessibility standards to private entities which offer services to the public,56 but does not impose binding obligations upon private entities. A further limitation is that the Directive excludes from its scope of application the websites and applications of public broadcasters and to the websites and applications of NGOs which are deemed not to provide essential services for the public.57 The 2016 Directive has thus a limited scope of application.58  

Following the recommendation of the CRPD Committee to adopt a comprehensive accessibility act,59 binding obligations upon private entities were introduced with the 2019 EU Accessibility Act. Differently from the 2016 Web Accessibility Directive, the European Accessibility Act regulates both the public and private sector, imposing obligations upon the providers of certain services that are considered of major importance for people with disabilities, such as computers and operating systems, smartphones, e-books, banking services, ticketing and ticket machines, e-commerce, transport related services, emergency communications.60 The Directive sets forth obligations for a wide range of private entities, including manufacturers, representatives, importers and distributors. Like the Web Accessibility Directive, the European Accessibility Act aims not only to comply with the accessibility obligations enshrined in the CRPD,61 but to improve the functioning of the internal market by removing barriers created by divergent rules in Member States.62 Member States had to adopt the laws, regulations and administrative provisions necessary to comply with this Directive by June 2022. To date, nine States failed to report on the measures adopted.63 Private companies shall conform to those new national regulations from 28 June 2025.64

The European Accessibility Act presents a number of shortcomings. Firstly, microenterprises are excluded from its scope of application,65 which implies that enterprises with less than ten employees do not need to make their services accessible. Secondly, the obligations enshrined in the European Accessibility Act are to be complied with by private enterprises only if there is no excessive financial burden.66 This provision can be criticized on the ground that considerations of burden proportionality are entailed by the concept of reasonable accommodation, but are not proper to the principle of accessibility, which must be realized to the maximum extent.67 Moreover, the assessment of what represents a financial burden is primarily left to the self-assessment of the industry,68 even if national surveillance authority must review companies’ assessments,69 based on specific criteria set out in an annex to the European Accessibility Act.70 However, despite its above-mentioned shortcomings and market-oriented nature, the European Accessibility Act can be regarded as a positive example of legislation that implements the duties enshrined in the CRPD through the imposition of binding web accessibility obligations upon the private sector.

With respect to standards of accessibility, following the adoption of the 2016 Web Accessibility Directive, the EU Commission adopted an implementing decision requesting European standardization organizations71 – composed by one member association per Member State, often amounting to partnerships between the private and the public sectors – to set a technical standard in accordance with the Directive.72 This standard has recently been updated to be in line with the more recent WCAG (WCAG 2.1).73 As of today, however, this standard is compulsory only for public sector bodies, as it is linked to the Web Accessibility Directive, but not to the European Accessibility Act. The latter only sets out functional requirements of accessibility, without specifying how they are to be implemented from a technical point of view.74 According to commentators, including the European Disability Forum – an umbrella organization representing persons with disabilities –, this is a positive aspect because it leaves a certain flexibility to the private sector, possibly fostering technological innovations.75 

With respect to the participatory model which, according to the general obligation enshrined in art 4(3) CRPD, State Parties must adopt when designing regulations and policies which affect persons with disabilities, the Commission opened consultations with the public in general, including persons with disabilities and their representative organizations, before and after the adoption of e-accessibility legislation. A recent example is the public consultation on the 2016 Web Accessibility Directive, aimed at evaluating the impact of the legislation and at identifying its possible gaps and weaknesses.76 Another example is the public consultation opened before the adoption of the European Accessibility Act.77 In this case, however, besides a general consultation, a specific one was opened with respect to small and medium enterprises, rather than with the organizations representing persons with disabilities, which makes even more apparent the market-oriented nature of the legislation.78 As to monitoring, persons with disabilities are involved, through the participation of their representative organizations, in the working group which monitors and facilitates compliance with the European Accessibility Act.79 The action of the Union with respect to the involvement of persons with disabilities into the design and review of legislation on ICT accessibility can thus be positively evaluated, even though it could be further improved by granting more targeted participation of persons with disabilities.

5. The EU Digital Services Act: a critical assessment

Always at the level of EU secondary legislation, the Union recently adopted the Digital Services Act. The Regulation entered into force twenty days after its publication on the official journal and will apply from 17 February 2024.  The Digital Services Act regulates digital platforms which offer intermediary services (including search engines), complementing the Digital Markets Act. The Digital Services Act focuses on the removal of illegal content online, also by allowing users to signal illegal content (art 16). It also establishes due diligence obligations for a transparent and safe online environment, including, for instance, transparent terms and conditions related to the policies for content moderation and redress mechanisms (art 14), and transparency reporting obligations, for instance on the removed content (art 15).

As apparent, differently from the Web Accessibility Directive and the European Accessibility Act, the Digital Services Act does not deal specifically with digital accessibility. It does contain, however, relevant provisions on e-accessibility, which have been so far neglected by commentators, except by organizations representing persons with disabilities.80 The present section will thus discuss the DSA and its legislative history precisely in the light of the rights of persons with disabilities. 

In its first reading of the Commission’s proposal for the Digital Services Act, the European Parliament had voted in favour of an amendment introducing an accessibility obligation for online platforms. In particular, art 19(a) of the amended regulation obliged platforms which offer services in the Union to ensure that they design and provide services in accordance with the accessibility requirements set out in the European Accessibility Act.81 With this amendment, the DSA would have extended the list of private entities bound to comply with a mandatory accessibility standard for ICTs under EU legislation, thus complementing and strengthening the protection of the rights of persons with disabilities enshrined in the European Accessibility Act, and ensuring better compliance with the CRPD. Unfortunately, however, such provision was not included in the final text of the Digital Services Act negotiated with the Council, raising the protests of the associations representing persons with disabilities, which had lobbied in favour of mandatory accessibility requirements for digital platforms.82 This result might be due also to the fact that a general consultation was launched with regard to the Digital Services Act, but with no specific focus on persons with disabilities.83

The Digital Services Act in its final version does not provide for an obligation for online platforms to ensure accessibility for persons with disabilities, but makes accessibility a matter of voluntary codes of conduct to be adopted by providers. Based on art 47 of the Digital Services Act, and as reflected in recital n 105 of the Preamble, the European Commission shall encourage and facilitate the drawing up of codes of conduct on accessibility for persons with disabilities, with the participation of providers of online platforms and other relevant service providers, as well as of organisations representing persons with disabilities and civil society organisations or relevant authorities.84 The Commission ‘shall aim to ensure that the codes of conduct pursue the objective of ensuring that those services are accessible in compliance with Union and national law, in order to maximise their foreseeable use by persons with disabilities’, by making services perceivable, operable, understandable and robust – as prescribed by the aforementioned WCAG standard –, and by making information on how they meet the accessibility requirements accessible and easy to find for persons with disabilities.85 The codes of conduct shall be developed by 18 February 2025 and applied by 18 August 2025.86

The compromise solution reached by the European Parliament and the Council has been harshly criticized by the associations representing persons with disabilities. According to the European Disability Forum, by leaving accessibility measures to the goodwill of service providers, the Council and Parliament ‘instead of owning up to their commitments under the CRPD and ensuring a rights-based approach to disability inclusion, […] opted for a charity-based approach’.87 In the Forum’s view, the Digital Services Act leaves persons with disabilities in a position of vulnerability, because, besides not being able to fully access online services, they will not enjoy as a matter of rights the protection granted by the Digital Services Act, for instance in terms of data protection.88 The underlying idea is that human rights, including the rights of persons with disabilities, are fully respected, protected and realized only through binding rules associated with appropriate enforcement mechanisms. Albeit founded, this criticism must be contextualized in the light of both States’ obligations enshrined in the CRPD in matters of accessibility, and the functions pursued by codes of conduct.

Codes of conduct can be defined as ‘regulatory instruments consisting of written sets of rules which can deal with very specific or more general areas of regulatory concern, but always focus on a certain desirable conduct of the addressee’.89 A typical feature of codes of conduct is that they are non-binding, although they might reflect (or specify) binding rules.90 They can be classified based on source and addressee,91 ranging from guidelines developed at the international level and addressed to States, to the self-regulatory codes of conduct adopted by private entities.92 At the European Union level, codes of practices developed by and for private entities have been regarded as useful initiatives at least since 2003, as reflected in the inter-institutional agreement on better law-making adopted by the European Parliament, the Council and the Commission that year.93 Codes of conduct, whose development is often foreseen by EU secondary legislation (as in the case of the Digital Services Act), have become veritable co-regulatory instruments voluntarily adopted by the private sector, but with the facilitation of the European Commission (and possibly, also of other EU and national institutions). Relevant examples include, for instance, codes of conduct under the General Data Protection Regulation (GDPR),94 and the EU code of conduct on responsible food business and marketing practices.95 The same Digital Services Act delegates to codes of conduct the regulation not only of digital accessibility, but also of online advertising.96

Despite their non-binding character, and as evinced by their widespread adoption at international and national level, codes of conduct addressed to private entities are not necessarily ‘the enemy’ of human rights. Codes of conduct and guidelines adopted at the inter-State level serve the useful function to regulate, at least in a non-binding form, the conduct of enterprises in absence of agreement among States.97 Likewise, at the European Union level codes of conduct developed by private parties through dialogue with EU institutions have been used, in absence of appropriate legal basis for EU legislation or in case of disagreement among Member States, to convince private actors to grant higher standards of conduct than those embedded in binding national or EU legislation.98 Although effectiveness overall remains a matter of discussion,99 codes of conduct enjoy a high compliance rate when they are elaborated directly by the addressed economic sector, or in close coordination with it.100 In fact, private entities follow codes of conduct in order to be labelled as respecting a certain ethics and/or quality standard: therefore, for their own economic interest.101 Moreover, codes of conduct might act as catalyst for the adoption of binding rules.102

Codes of conduct regulating digital accessibility for persons with disabilities like those foreseen by art 47 of the Digital Services Act, ie developed directly by the service providers with the facilitation of the EU Commission, might thus help improving accessibility for persons with disabilities, especially if service providers think that they might get economic advantages by extending their user base. Leaving accessibility regulation only to codes of conduct, however, does not fully comply with States’ obligation to ‘ensure that private entities that offer facilities and services which are open or provided to the public take into account all aspects of accessibility for persons with disabilities’, laid down in art 9(2)(b) CRPD. While private standards can be very useful to promote digital accessibility – as the WCAG standard demonstrates –, based on the CRPD’s provisions on accessibility and the interpretation provided by the Committee,103 States must set out at least minimum accessibility obligations for private service providers. Such obligations could then be better specified, if needed, in codes of conduct, which cannot, however, be the only source of regulation on accessibility. We thus agree with the European Disability Forum’s criticism whereby the Digital Services Act is a missed opportunity which, instead of building on the European Accessibility Act, ‘takes Union accessibility policy a step back’.104 

6. Conclusive remarks

The European Union has taken significant – albeit limited – steps to ensure digital accessibility for persons with disabilities with the adoption of the Web Accessibility Directive and, three years later, of the European Accessibility Act. Unfortunately, the regulation of accessibility through voluntary codes of conduct set forth in the Digital Services Act is not sufficient to ensure full compliance with EU’s international obligations under the CRPD, nor does it realise the promise of a truly inclusive digital environment in the Union. Hopefully, the rights of persons with disabilities will be better mainstreamed in future EU legislation and policy through the systematic involvement of persons with disabilities and their representative organizations. The newly established European Disability Platform, a flagship initiative of the EU Disability Strategy 2021-2030, might be an opportunity in this respect.105 
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1. Introduction

At the time of ‘surveillance capitalism’,1 the use of targeting for the purposes of building and manipulating political consensus plays a key role in influencing public opinion. This is particularly true during election campaigns, where massive profiling can influence the outcome of the elections. Indeed, consensus-building on social media by candidates and political parties is characterized by sending marked oriented messages to selected groups of voters in order to find their preferences.2

Targeting, which is one of the most significant differences between online communication and traditional broadcasting, affects the right of citizen-voters-users to be informed and the principle of media pluralism, which, as the Italian Constitutional Court has pointed out, is a prerequisite for the functioning of the democratic system.3 

Therefore, the use of these practices, which fosters an increasingly disintermediated relationship between voters and representatives, has a rebound effect on the party-political system, encouraging the rise of charismatic leaders, who take their strength and legitimacy from unfiltered communication. 

More generally, there are consequences on the democratic system, in terms of the quality of public discourse, of the ability of citizens to form their own ideas and, ultimately, of the outcome of the elections.

After giving a brief overview of the characteristics and consequences of online political communication, this paper analyses the last regulations adopted by the European Union. The reference is to the ‘Digital Services Act’4, the regulation on digital services, published on 27 October 2022, which, together with the ‘Digital Markets Act’,5 constitutes one of the founding pillars of the ‘Digital Services Package’, and to the last ‘Regulation on the transparency and targeting of political advertising’,6 recently approved on 13 March 2024.

These regulations constitute a first significant response to the issue of limiting the powers of internet platforms as well as guaranteeing users’ rights in the EU internal market.

2. The impact of online profiling and targeting

The rise of social media had raised high hopes about the democratic potential of communication tools capable of decentralizing the production and consumption of political messages and fostering dialogue among users. The literature considered that ICTs would have the potential to cure the dysfunctions of modern democracies, reviving citizens’ involvement in political life, fostering the free circulation of ideas, and giving rise to new deliberative spaces. Social media were appreciated for their ability to stimulate communication with no space-time barriers. The use of the Internet was imagined to be pluralist, open and free, like no other communicative space experienced until then.7

However, this scenario was belied by the facts. Interaction on social networks has been developing on the basis of algorithms which produce dynamics completely at odds with the most elementary deliberative principles: there are mechanisms which profile and segment the public on the basis of preferences of users; which encourage the meeting of similar opinions, reinforcing previous convictions (and related prejudices) and penalizing the comparison between different points of view; which allow for the selection of message recipients and, therefore, allow the same subject to address different and incoherent messages to portions of the electorate; which encourage the circulation of fake news; which give rise to the computational propaganda, ie the manipulation of public opinion online through political micro-targeting and bots/trolls in order to distribute automated political messages on social media; which enable disintermediated forms of communication and a hyper-personal relationship between representatives and voters.8

In order to understand this phenomenon, it should be considered that profiling, even before the political sphere, has been widely used for commercial purposes to show users products and services that the algorithm considers to be consistent with their profiles, going so far as to guide and condition the choices of the consumer, who is not exposed in this way to alternative products and services, but only to those that are deemed more attractive to him. Profiling is configured as a strategic process directed to influence the public through messages, based on the preferences of each user, to show the final consumer the product that should arouse the greatest interest and appreciation.9

As long as this process is limited to the sphere of private interests and the field of commercial advertising, it does not raise concerns. When, however, the same mechanism is placed at the service of the commercialization of the political message, being able to influence the political and even electoral orientation of users, the evaluation changes.

Three effects are interesting for the constitutional law.

Firstly, profiling affects protection of users’ personal data, given the fact that the algorithms used for this purpose essentially feed on data, the processing of which is often authorized in the absence of a real awareness that some services, apparently proposed as free by the platforms, conceal a commercialization of personal data.10 

Secondly, profiling tends to isolate the user within filter bubbles, in which there is a reinforcement of initial positions and related prejudices, instead of a critical confrontation with other ideas, which become invisible on the web, even though they exist. As a result, there is a strong cyber-polarization of public discourse, as users hear nothing but the amplified echo of their own voice.11

Political-electoral profiling also affects the role of political parties, both in terms of their relationship with the voters and the ‘new intermediaries’ of the digital society. Firstly, such techniques can be very expensive, favoring parties with greater financial resources. Secondly, such practices allow candidates to shape their image according to the daily expectations of the electorate. Moreover, since some users are not very active online, parties could base their political campaign only on the analysis of data provided by users who make more frequent use of social media.12 

Third, these activities take place in a context of media disintermediation. The network has allowed anyone to search for information, but also to produce and share it, exponentially increasing the number of information sources.13 This absence of mediation, however, causes a strong personalization of the political and party system: leaders use targeting to build a direct and unfiltered communication with their voters, which favors the rise of political parties by real ‘outsiders’, who prove to be much more adept than professional politicians at communicating with the electoral base.

Finally, targeting techniques result in the fragmentation of public opinion into closed and polarized groups.14 The combined effect of fake news, cyber-cascades and confirmation bias tends to alter the perception of the real relevance of issues, affecting freedom of information and, in particular, the right to be informed, which, as the Constitutional Court has recognized, ‘must be determined and qualified with reference to the founding principles of the form of State outlined by the Constitution, which require that our democracy be based on free public opinion and be able to develop through the equal competition of all in the formation of the general will’.15

Therefore, the regulation of these processes is necessary, to avoid a pathological distortion of political representation and participation to democratic processes.

3. The European Union’s change of approach

After a long period in which, despite the absolute relevance of this phenomenon, the self-regulation of the platforms had prevailed and users had the alternative between accepting profiling and the commercialization of their personal data or not accessing the service of online platforms, the European Union has changed its regulatory approach.

Among the most significant measures adopted, we find the Regulation (EU) 2022/2065 on a single market for digital services, well known as the Digital Services Act (DSA), which, after a long legislative process, was finally published on 27 October 2022. The regulation, which came into force the following 16th November, is directly applicable in all EU States from 17 February 2024. Together with the Digital Markets Act, which was approved a few weeks earlier and which aims to ensure competition in the internal market for digital services, it constitutes one of the pillars of the Digital Services Package, the strategy put in place by the European institutions to ensure a predictable and reliable digital space.

With this regulation, the European legislator aims to harmonize the rules applicable to intermediary services in the internal market. From a subjective point of view, the DSA applies to ‘intermediary service providers’ (whether mere conduit, caching or hosting), ie all those entities which provide ‘any service, normally for remuneration, at a distance, by electronic means and at the individual request of a recipient’.

In particular, the regulation provides:

(a) some general provisions, which apply to all service providers irrespective of their respective characteristics (section I, arts 11–15);

(b) additional provisions concerning hosting service providers, including online platforms (section II, arts 16–18);

(c) a set of provisions relating exclusively to online platform providers (section III, arts 19–28);

(d) additional provisions, which apply to those online platform providers that allow consumers to conclude distance contracts with traders (section IV, arts 29–32);

(e) finally, additional obligations for very large platforms and search engines (section V, arts 33–44). Very large platforms and search engines (VLOPs and VLOSEs respectively) are those entities, which have an average monthly number of active users of 45 million or more in the EU. Recognition takes place following a procedure, governed by Article 33 of the Regulation, which ends with an EU Commission statement.

First of all, the DSA – incorporating the recommendations that had been formulated by the European Data Protection Board (EDPB) in relation to the risks of targeting to which users are subjected and of circumventing the provisions relating to the GDPR – at art 26 establishes that providers of online platforms shall ensure that, for each and every advertisement, the recipients of the service are able to identify clearly, concisely and unequivocally: (a) that the information constitutes an advertisement, including through visible markings; (b) the natural or legal person on whose behalf the advertisement is presented or paid for; (c) the relevant information relating to the parameters used to determine the recipient of the advertisement and, where applicable, how those parameters can be changed by the user. 

Furthermore, online platform providers must make available to the recipients of the service a functionality allowing them to declare whether the content they provide contains commercial communications. Concerning the transparency, art 27 provides that online platform providers, who make use of recommender systems, must specify, in their general terms and conditions, in clear and intelligible language, the main parameters used, as well as any option available to the recipients of the service, that allows them to change these parameters. In addition, providers of online platforms must also make available a functionality enabling the recipient to select and modify, at any time, the preferred option relating to the parameters by which advertisements are determined. 

With regard, on the other hand, to the data that may or may not be subject to profiling, art 26 establishes an (absolute) ban on presenting advertising to service recipients based on the profiling of the special categories of personal data referred to in Article 9(1), of the GDPR. It follows that platforms will no longer be able to profile users by using data relating, for example, to racial or ethnic origin, to political opinions, to religious or philosophical beliefs, to trade union membership, genetic data, biometric data intended to uniquely identify a natural person, data relating to health or sex life or sexual orientation. This provision should be read in conjunction with art 28 of the DSA, which also prohibits advertising based on personal data of service users who are minors. 

Additional obligations are foreseen for very large platforms and search engines (VLOPs and VLOSEs), which are, first and foremost, required to identify, analyze, and assess any systemic risks arising from the design or operation of their service and systems, including algorithmic systems (arts 34–35). 

Above all, there are two provisions that are important for the purposes of this analysis. Art. 38 stipulates that, in addition to the requirements of art 27 mentioned above, VLOPs and VLOSEs shall ensure the user at least one option for their recommendation systems that is not based on profiling. Art 39 provides that all very large platforms, which present advertisements on their online interfaces, shall compile and make available to the public, in a specific section of their online interface, a register containing a series of information for the entire period during which they present the advertisement. This register shall necessarily set out: (a) the content of the advertisement, including the name of the product, service, trademark and the subject matter of the advertisement; (b) the natural or legal person on whose behalf the advertisement is presented or paid for; (c) the period during which the advertisement is presented; (d) an indication of whether the advertisement was intended to be presented to one or more specific groups of addressees of the service and, if so, the main parameters used for that purpose; (e) the commercial communications published; (f) the total number of addressees of the service reached and aggregate data broken down by Member State for the group or groups of addressees to which the advertisement was specifically addressed. 

These obligations witness a change of approach of the European Union. Faced with the failure of self-regulation, the European institutions have chosen to intervene, for the first time, with a regulation and not with soft-law.16 The regulation is wide-ranging and constitutes one of the most significant novelties a few years after the ‘foundation pillar’ of the European protection of users’ digital rights, ie the GDPR.

In particular, the decision to indicate on whose behalf and with what parameters advertisements are presented to users is positive, as well as the provision that prohibits profiling from taking place based on special categories of data pursuant to Article 9 GDPR or on data concerning minors. This novelty mainly follows the recommendations pointed out by the doctrine, which had highlighted how platforms substantially circumvent the GDPR, which merely required explicit consent for the processing of such categories of data. Indeed, this provision, obliging very large platforms to offer at least one recommendation system that is not based on profiling, is significant: as a result, online platforms must provide users with at least one non-profiling-based mode.

However, some doubts and questions arise.

First, the measures discussed above apply only to hosting providers and not to all data controllers, so that some providers may be excluded. Secondly, it is difficult to define exactly the perimeter of the ‘special category of data’ under art 9 GDPR and, therefore, which information cannot be profiled also due to the DSA. This demonstrates that the regulation of these phenomena is not easy and that the online platforms, even in the presence of stricter rules, could circumvent the prohibitions laid down by the EU legislator with the DSA.17

3.1. The last step: the Regulation on the transparency and targeting of political advertising 

The Digital Services Act is one of the most important innovations in recent years in defining a system of rules governing the digital services market and protecting EU users’ rights.

However, the EU legislator, aware that an ad-hoc intervention was necessary to regulate specifically the use of online political and electoral propaganda, has recently approved a further regulation: we refer to the ‘Regulation (EU) 2024/900 of the European Parliament and of the Council of 13 March 2024 on transparency and targeting of political advertising’.

Except for a few limited provisions, it will apply from 2025 in all Member States (so that the last European elections of June 2024 were excluded).

The regulation aims, on the one hand, at contributing to the proper functioning of the internal market for political advertising and related services; on the other hand, at protecting natural persons regarding the processing of personal data.

The proposal moves along two main lines. First, it provides for a series of transparency and diligence obligations on ‘political advertising service providers’, defined as ‘a natural or legal person engaged in the provision of political advertising services’. ‘Political advertising’, on the other hand, is defined as ‘the preparation, placement, promotion, publication, delivery or dissemination, by whatever means, of a message normally provided in return for remuneration or through in-house activities or as part of a political advertising campaign: (a) by, for or on behalf of a political actor, unless of a purely private or purely commercial nature; or (b) which can and is intended to influence the outcome of an election or referendum, voting behavior or a legislative or regulatory process, at Union, national, regional or local level’ (art 3).

The regulation requires, at art 11, that publishers of political advertising shall ensure that each political advertising message clearly, prominently and unambiguously displays the following information: (a) a statement attesting that it is a political advertising message; (b) the sponsor of the political advertising message and, where possible, the entity that ultimately controls the sponsor; (c) an indication of the election, referendum or legislative or regulatory process to which the political advertising message in question is related; (d) a statement attesting that the political advertising message has been the subject of targeting or message delivery techniques; (e) a transparency notice containing the information required by the Regulation itself. In addition, publishers of political advertisements must allow natural or legal persons to report that a particular political advertisement published by them does not comply with the regulation and must set up a suitable notification system for this purpose. These requirements follow the warnings of the European Data Protection Supervisor and, precisely, are additional and supplementary to the transparency obligations, laid down in the Digital Services Act, abovementioned. 

These obligations should make data controllers more accountable, since the keeping of specific registers and greater transparency on targeting techniques should encourage platforms to process user data in a way that complies with the law, and no longer evade existing obligations. Secondly, transparency rules should protect political actors, who should be more aware of how targeting works. However, the most significant advantage should be for citizens-users, who should be able to check the main parameters used to send them political ads: this should contrast targeting opacity and make users more aware of how electoral communication works in the digital era.

On the other hand, the regulation establishes that the processing of personal data is permitted due to certain conditions. Targeting or message delivery techniques in online political advertising are allowed if: a) the data controller has collected personal data from the data subject; (b) the data subject has given his or her explicit consent due to Regulations (EU) 2016/679 and (EU) 2018/1725 to the separate processing of personal data for political advertising purposes; (c) and such techniques do not involve ‘profiling’ as defined in Article 4(4) of Regulation (EU) 2016/679 and Article 3(5) of Regulation (EU) 2018/1725. 

Compared to the prohibition in the first version of the proposal, which provided for several exceptions, the European Parliament and the Council have chosen, in the latest approved version, a stricter line, thus establishing an absolute prohibition of targeting for certain categories of data, considered particularly sensitive. 

With reference to data that are not subject to special protection, processing is limited to that which is the result of the explicit consent of the data subject, given solely for the purposes of online political advertising. The regulation has a more restrictive wording than the original proposal, which did not provide for any additional limitation with respect to what was already prescribed by the GDPR. It is an important novelty since online platforms have to obtain express consent for processing from users. However, the European legislator seems to continue to ignore that the consent, given online by the user, is not informed, conscious and free, since the platforms’ policies are not clear and understandable.18 

Finally, special protection is provided for minors, since targeting or advertising message delivery techniques involving the processing of personal data of a minor are prohibited.

In conclusion, the regulation recently approved by the European Parliament on March 2024 constitutes an important response to the critical issues repeatedly highlighted by both the European and national authorities as well as the doctrine: in particular, it is the first regulation specifically dedicated to the regulation of political advertising in pre-election periods.

However, some issues and doubts arise, and, in particular, a long process of implementation is necessary. For instance, the EDPS had suggested introducing a general and absolute ban on targeting for political purposes, since the obligations stated by the EU legislator might be insufficient in the face of the great variety of ways in which users can be profiled online, especially by using data that are not in considered ‘sensitive’, the so-called ‘inferred data’. 

In conclusion, the choice of the European legislator seems to be a reasonable compromise, considering the legitimate economic interests of Internet platforms, which base their business precisely on the processing of data for marketing purposes.19

4. Concluding remarks

Political targeting concerns several issues: form the need to preserve the individual citizen’s right to free and informed information, to the need to protect economic interest of internet platforms, to, finally, the need to guarantee the prerequisites of political representation and participation, allowing genuine public debate inspired by deliberative principles.20 All these issues are particularly important during electoral campaigns since targeting might influence the outcome of elections.  

In a framework in which internet platforms are playing a key role, governing the online space, it was necessary to leave an approach based on self-regulation. This is what the European Union has put in place, recently approving several regulations.

They represent a first, significant, response, but not yet comprehensive and sufficient, as a long process of implementation of these new rules and of evaluation of the impact assessment is required.

More generally, the European strategy is shareable due to the trans-nationality of online political communication, even though some questions arise. On the one hand, over-regulation could make the internal market safer, but also less competitive: online platforms could devise strategies to bypass the provisions set by the EU or, as a last resort, leave the European market, even though it is very profitable, boasting more than 250 million users; on the other hand, some areas have remained uncovered, exposing to the risk that these obligations could be circumvented by treating inferred data, i.e. data whose processing is not subject to special conditions and which are used to trace back to information for which processing is prohibited.

In conclusion, the new EU regulations have marked a decisive change in the European regulatory framework on profiling and targeting. It is now necessary to verify whether and how this new set of rules will be applied, with the aim of building an ‘European digital space’, which protects users’ rights without threatening the freedom of economic initiative of Internet platforms, as well the freedom of propaganda of political parties, which use targeting for political purposes.
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Abstract

The integration of artificial intelligence (AI) into criminal proceedings introduces both opportunities and challenges, also regarding the protection of defence rights. This article examines the intersection of AI, the right of defence and procedural fairness from a European perspective. It presents the hypothesis that the current deployment of AI in criminal justice systems presents more risks than benefits to defendants, particularly due to issues such as the black box problem and limited explainability of AI systems. The research explores how inadequate practice of AI systems implementation undermines key rights, including the right to information, defence preparation, legal assistance, translation and also equality of arms. The objectives include assessing whether the AI application can infringe defence rights and in what way, identifying the need for explainable AI (xAI), and proposing solutions to mitigate the risks posed by AI use in criminal trials. The methodology involves a review of European legal frameworks (regarding both defence rights standards and AI), case law, and practical examples of AI applications in criminal proceedings, supported by analysis of technical and human rights implications of AI systems like predictive analytics, natural language processing, and image recognition. Findings highlight critical gaps in regulation, emphasising the necessity for xAI to ensure transparency, effective participation, and trust in judicial processes. Recommendations include adopting a further harmonised legal framework for AI in criminal proceedings and implementing explainability measures tailored to defendants’ needs.
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1. Introduction

The technologically-based measures have deeply affected criminal proceedings in recent years. The need for digitalization was demonstrated by the COVID-19 spread and dissemination of remote court hearings.1 Many controversies were also raised by surveillance technologies such as Pegasus, online searches and new lie-detecting technologies.2 One of the most advanced technologies that is believed to significantly modify the course of proceedings is Artificial Intelligence (AI). Although the AI use has been mainly connected with and developed in the private law,3 recently the topic has gained significant interest from the public law perspective. The use of novel technology in the criminal proceedings, including some of the AI systems, appears to be inevitable, especially due to possible advantages of their implementation.

Application of AI systems comes with both risks and benefits. AI-based systems are believed to facilitate many activities taking place during the course of proceedings. They can make them more effective, efficient, quicker and eliminate bias rooted in the human factor.4 The most commonly describes risks are connected with bias and right to privacy, but they can also negatively influence other human rights, including rights of defence, on which the article will focus.5 The main hypothesis of this article is that currently the use of systems based on the AI in criminal proceedings is more of a threat than a benefit to the right of defence. 

Due to the use of AI systems and lack of sufficient regulation on explainable intelligence, right of defence could be significantly restricted, especially with regard to the right to information and the black box problem.6 Right to information, to prepare the defence and to an active participation in the proceedings is not effective when gathered evidence materials are incomprehensible and the decision-making process is unclear. The current state of regulation on the European Union (EU) level and in majority of Member States still does not sufficiently safeguard the right of defence and does not provide adequate means for review.7 This can lead to aggravating data bias and limiting the quality of individual rights. The use of defence-assisting systems is also underregulated. Although the black box problem has been addressed several times, some examples of explainable AI (xAI) have appeared,8 and even some attempts to regulate the issue have been made,9 the article argues that there are still many practical difficulties with an effective execution of procedural rights. Therefore, the need for regulation and safeguarding explainability, especially considering criminal proceedings specifics, is still valid.

The article focuses on the European perspective. More specific approach to the problem can lead to presenting more precise conclusions. It will allow to analyse the scope of defence rights applicable to the particular system and establishing the point of reference. Due to many differences among the particular regions in this regard (eg between US, EU, regional and universal ones), clarifying the chosen standard is crucial as it may result in recreating the coherent set of rights and adapting them to the new technological demands. 

The first part of the article focuses on defining the AI and determining general applications and problems caused by the AI use in the defence rights context. The existing definitions on the AI and basic elements of the AI systems, such as machine learning and neural networks are briefly analysed. The article further introduces the concept of the black box problem and xAI – methods of its achievement, scope and attempts to regulate the matter – as well as the practical risks connected with the black box, especially due to the proven track of bias of the AI systems. In this part the research is mainly based on the existing literature and analysis of legal acts, especially the Artificial Intelligence Act10, supported by the empirical research elements with regard to publicly available information on the systems used.

The next part covers the examples of AI systems and possibilities for their application in the criminal proceedings. It presents the general types of AI systems that are or can be used in criminal proceedings. Then the contribution explores, how they can affect the right of defence. The main basis for recreating the EU standard on the right of defence is the European Convention on Human Rights (ECHR)11 and case law of the European Court of Human Rights (ECtHR). It creates a minimum European standard for all Council of Europe members, setting an optimum reference point for analysis also from the EU perspective.12 

Finally, the article aims to propose possible solutions to the described problems, answer the main research question, if the current state of regulation safeguards the defence rights to the sufficient extent. Its objective is also to analyse if explainability is needed to safeguard effectiveness of defence rights and which ways to achieve xAI can be most beneficial to the defendant. Then the article seeks to answer if issuing legally binding act on the EU level is needed and what guarantees or requirements should be introduced by the legislator.  

2. Artificial Intelligence and xAI 

2.1 Defining AI and AI systems

Establishing one, common definition of the artificial intelligence has been one of the most problematic issues of the AI-focused literature and practice. Currently there exist many definitions of this term that very much differ. One of the major works on collecting the existing definitions of AI was made by the Joint Research Centre (JRC) of the European Commission which proposed an operational definition of AI formed by ‘a concise taxonomy and a set of keywords that characterize the core and transversal domains of AI’.13 These common characteristics would be consideration of the real world complexity, information processing, decision making, achievement of specific goals.14 Another definition in EU was proposed by the High Level Expert Group on Artificial Intelligence, which was much more complex and described AI systems as ‘software (and possibly also hardware) systems designed by humans that, given a complex goal, act in the physical or digital dimension by perceiving their environment through data acquisition, interpreting the collected structured or unstructured data, reasoning on the knowledge, or processing the information, derived from this data and deciding the best action(s) to take to achieve the given goal. AI systems can either use symbolic rules or learn a numeric model, and they can also adapt their behaviour by analysing how the environment is affected by their previous actions’.15

The existing definitions still raise many doubts as to their scope and content.16 There even have appeared statements that creating and adopting one common definition of AI is not needed at all and can be seen as restricting and unnecessary.17 The definitions that are being constructed in the upcoming regulations tend to approximate and focus on some common elements that constitute the AI in the general comprehension. The AI Act defines AI system as a machine-based system designed to operate with varying levels of autonomy, that may exhibit adaptiveness after deployment and that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments. Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy and the Rule of Law18 adopts a very similar definition and describes AI system as a machine-based system that for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations or decisions that may influence physical or virtual environments. The Conventions states that different AI systems vary in their levels of autonomy and adaptiveness after deployment. 

It became clear that there are some basic AI-specific elements that differentiate it from other common algorithms and represent its basic core. 19 It is, first of all, the ability to learn, reason and make decisions. The aim of the reasoning, to put it simply, is to present solutions of the defined problems without the human intervention. It is an essential part of the knowledge representation and reasoning part of the AI. The decision–making part is an element of the process that allows to obtain a final result and reach the aim of the AI systems use. The part mostly differentiating AI systems from ordinary algorithm–based ones is an ability to learn. To simplify, the self-learning program should, on the basis of the input data entered into the system and in connection with the expected output, modify and shape the rules for processing data itself, and thus learn through its experience. Several types of machine learning can be distinguished that demand various degrees of human impact. 

Supervised learning allows to determine the relationship of specific inputs to outputs based on labelled examples of pairs of both types of data provided to the system. The implemented patterns can then provide examples for future use, based on the similarity of the situation, environment, etc. Supervised learning most often requires a significant amount of data and human action, especially data labelling.20 Unsupervised learning features a greater degree of autonomy in the AI systems. The input data is not subject to prior labelling, and the system itself aims to find patterns in the datasets. The AI–based system is supposed to find the links that exist between the data, which should be identified with increasing accuracy as the system continues to operate. As a result it should achieve the goals set for the AI use. Systems in this case can function more independently and rely less on human intervention.21 The semi-supervised learning combines elements of the two types of machine learning mentioned above - both labelled and unlabelled input data are introduced to the system.22

There can be also distinguished other specific types of machine learning, for example reinforcement learning, which relies on the system’s search for solutions and ways of data processing to maximize the result in a given environment. The system provides for the environment analysis, most often subject to many variables, and by learning through its experience aims to achieve the desired effect.23 Finally, there is deep learning, that does not necessarily constitute different mode of machine learning, but is strictly related to the type of system and its basis on which machine learning is based in this case - artificial neural networks. 

2.2 Artificial neural networks 

The basis of many modern artificial intelligence-based systems and deep learning algorithms are formed by neural networks, also referred to as artificial neural networks (ANNs).24 The term neural network refers to the way the human brain functions.25 The basic unit in this case is the so-called node, an artificial neuron, which is provided with an input, an output and a dataset storing weights.26 Each of these nodes connects to the others, collects the input signals, recalculates them and sends the output signal to the next layer. The artificial neuron has a specific associated weight and threshold (connection - hence connectionist AI). If the output data exceeds the assigned threshold value, the specified node will be activated and the data will be sent to the next layer of the network.27

The functioning of neural networks is based on the layers within which the neurons are arranged. The outer layer registers data inputs from outside and processes them. It then passes this information to the next layer, which is already referred to as a hidden layer. The hidden layer recalculates and processes the acquired information and then also passes the information to the next hidden layer or output layer. The output layer processes the aggregated data and information from the previous layers, makes the final calculations and sends the result to the user, which takes the form of making a specific decision.28

The use of neural networks allows for higher efficiency of the AI systems and processing huge amounts of information. Combined with machine learning, especially deep learning, constitutes the biggest advantages of the AI and can result in spectacular effects, exceeding human possibilities. However, it also causes some fundamental problems in the AI ethics domain.

2.3 Explainable AI 

One of the main issues connected with the use of AI is the black box problem. Its essence comes down to the inability to thoroughly track how an AI-based mechanism produced a given result and tracing its inner processing.29 The black box is in fact mainly associated with machine learning, especially unsupervised and neural networks based systems. In the case of complex mechanisms based on machine learning, input data and output datasets are fed into the algorithm, which, in combination, are supposed to lead the algorithm to develop optimal methods for achieving its designated goals. This process, however, is not based on explicit, clear rules, adapted to the typical ways and capabilities of human reasoning.30 The hidden layers of nodes process input data and pass partial output data onto the next layer. The way the systems function does not allow for the results of the processes between the layers to be fully tracked. It is only possible to observe the final output data, which does not allow to learn how the system itself works and how it makes decisions.31 So, we have a self-learning algorithm that issues recommendations, makes analysis or predictions that serve as a basis for the final decision of a competent authorities in criminal proceedings that can be unexplainable. As a result, it can cause some serious problems within the right of defence. 

There has been a long debate over the issue of explainability and different approaches to this problem have been distinguished. For example, explainability can be supported by providing the broad information about the system used which is not decision or input-data specific (so called global interpretability). This information can include setup information, training metadata, performance metrics, process information.32 Such explainability can guarantee the proper quality control, especially over the input data and allow defendant to check for eg implemented anti-bias procedures. 

The local interpretability (subject – centric as it mainly concentrates on the subject of the decision or recommendation) models can provide information about the characteristics of individuals who received similar decisions.33 The interpretations are based on the input data and do not give the explanations about the model as a whole, but narrow it down to the chosen variables.34 For example, the convicted person could receive real information on what elements influenced the penalty imposed. 

The decompositional approach on the other hand attempts to explain inner workings or replicate reasoning of the system. One of the most common methods is creating the surrogate model, that does not have access to the inner workings of the primary AI model and internal weights of the model, but works by analysing featured input and output data pairs. A model is constructed based on modelling the response of the simulator to a limited number of intelligently chosen data points.35 In this case defendant would presumably be able to learn about how the system came to its conclusions. 

The explainability issues have been raised in almost every recommendation of international bodies, including Council of Europe36, OECD37, and UN38. In the most recent years such recommendations have been transferred into regulatory proposals. Transparency obligations have been introduced to the Council of Europe Convention on AI and reflected in the UN General Assembly Resolution39. More explicit and specific attempts to introduce some explainability-oriented solutions can be found in the AI Act. The Regulation contains provisions relating to the input data quality control and guidelines on designing and developing the systems, maximizing the traceability. High-risk AI40 systems should enable the automatic recording of events (‘logs’) while the systems is operating throughout its lifecycle. Moreover, the AI systems provider should ensure that their operation is sufficiently transparent to enable users to interpret the system’s output and use it appropriately. Chapter 3 of the AI Act obliges, inter alia, to draw up technical documentation, conformity assessment and quality management system.

Finally, the high-risk AI systems should guarantee the possibility for human oversight and that they can be effectively overseen by natural persons during the period in which the AI system is in use. Human oversight is one of the postulates frequently appearing in the recommendations addressing the AI ethics domain.41 This oversight, according to the AI Act, should aim at preventing or minimising the risks to health, safety or fundamental rights that may emerge when a high-risk AI system is used in accordance with its intended purpose. 

The Proposal for the AI Act42 introduced obligations that the provider was expected to fulfil for the benefit of the user. It defined ‘user’ as ‘any natural or legal person, public authority, agency or other body using an AI system under its authority, except where the AI system is used in the course of a personal non-professional activity’ (art 3(4)). According to this definition, the court or the law enforcement agencies could be perceived as users. However, when the State (the court, prosecutor etc.) would introduce the results of AI systems into the proceedings, there were still no sufficient safeguards for the person affected by the use of such systems – the defendant. 

In the final text of the AI Act, due to the amendments proposed by the European Parliament, the position of the defendant in the light of the explainability requirements, shifted and improved to some extent. The AI Act introduces a definition of the ‘deployer’ as a natural or legal person, public authority, agency or other body using an AI system under its authority except where the AI system is used in the course of a personal non-professional activity. This allows the term to cover both State and private entities that implement the AI systems directly into their activities. In the amendments of the European Parliament, there also appeared a term ‘affected person’ defined as ‘any natural person or group of persons who are subject to or otherwise affected by an AI system’. The EU legislator clearly saw the need to differentiate and regulate the situation of these two groups of entities. 

According to art 13 of the AI Act, high-risk AI systems shall be designed and developed in such a way as to ensure that their operation is sufficiently transparent to enable deployers to interpret a system’s output and use it appropriately. Types and degrees of transparency should correspond with the relevant obligations of the provider and deployer set out in Section 3 of the Act. The article also imposes an obligation to provide the deployers with a detailed information on the AI systems. This allows for making the primary step towards the explainability - it is first of all necessary for the deployers to understand and interpret the AI system to give any real information to the person affected by its use. 

The AI Act introduces also the next step – the right to explanation of individual decision-making. According to art 86, as a rule, any affected person subject to a decision which is taken by the deployer on the basis of the output from a high-risk AI system and which produces legal effects or similarly significantly affects that person in a way that they consider to have an adverse impact on their health, safety or fundamental rights should have the right to obtain from the deployer clear and meaningful explanations of the role of the AI system in the decision-making procedure and the main elements of the decision taken.

The AI Act introduces, therefore, an enforceable right directly attributable to a person affected by the algorithm, potentially also a defendant. It creates a step towards at least a local explainability. Based on this provision defendants should possess a real ability to gain insight into the decision taken and main parameters of the AI system involvement. This provision, however, can be subjected to exceptions (art 86(2)) and has not necessarily been adjusted to the criminal proceedings specifics. The final wording of the AI Act also deprived the affected person the explicit insight into the input data. Also, without the national transposition, the awareness of such rights can be in fact minimal. Finally, the provision does not constitute a solution to all problems connected to lack of real explainability of AI systems and information about the reasoning of the system. 

3. AI in criminal proceedings 

3.1 Examples of the systems used in criminal proceedings 

The AI systems, in particular in pre-trial stage, can be used for the purpose of individual and general prevention and policing.43 Data obtained through the use of AI could be also applied as evidence that would be gathered by the law enforcement agencies and used in the further course of the proceedings.44 When it comes to issues connected primarily with the judicial stage of the proceedings, the biggest controversy is, of course, the possibility of decision-making by intelligent agents.45 However, much more likely and common than the vision of judge-robot’s independent judgments are systems that assist in reaching a certain type of decision. They can also signal possible omissions, mistakes or propose and calculate, for example, the elements of the punishment assessment based on the data entered by the judge.46 High hopes for streamlining the course of the criminal proceedings also associated with speech recognition systems and the translation of evidence using AI.47 AI systems use can be used in different dimensions, including natural language processing (NLP), image recognition and predictive analysis. Although they often intersect, each of them can find different application and have their own specifics affecting the needs of the parties to the proceedings.

3.1.1 Natural language processing 

Natural language processing (hereinafter: NLP) combines computational linguistics with statistical models, machine learning, including deep learning. It enables computational mechanisms to process human language in the form of text or sound and ‘understand’ its meaning, including even the intentions and feelings of the author of the text, or the person delivering it.48 Programmes using NLP perform tasks such as detecting and segmenting speech or text, tagging parts of it, encoding meanings, delivering references, and generating text themselves.49

NLP techniques are used in various types of data analysis tools, to detect and dispose of redundant information, to create virtual assistants or chat bots, and to abbreviate, analyse text and perform machine translation. AI systems using NLP are able to process huge amounts of data in a very short time, handle a significant number of grammatical rules specific to different languages, and perform simultaneous translation. NLP programmes are also used for information gathering, search and retrieval, evidence processing and analysis, as well as for question-answering software.50   

They also offer extensive opportunities in the legal field. It is on natural language processing, especially in the form of Large Language Models (LLMs), that assisting chatbots are based, such as ChatGPT,51 Automio,52 BillyBot,53 tools that search for information and answer legal questions through vast resources of databases, such as Ross,54 DoNotPay,55 assisting in challenging fines, addressing small claims or discrimination cases, and the LISA Robot Lawyer,56 among others.  NLP can assist both individuals without legal knowledge and professional lawyers who can use these tools to reduce the time spent on simpler tasks. They can be used both for the purposes of civil and criminal proceedings. Finally, these programmes will also assist law enforcement and the judiciary themselves not only as assistive tools for search activities, but also for the translation of documents in proceedings.

3.1.2 Image recognition 

Another significant area of AI use is computer vision and image recognition. These terms are sometimes used interchangeably, but image recognition encompasses a range of techniques and processing activities, such as image identification, or image classification based on computer vision.57

One of the measures used for crime detection and prevention is face analysis and face recognition. An AI algorithm can simultaneously not only detect and recognise a face, but also assess its layout, position, determine gender, age, emotions and so on. Face analysis based on ANNs, machine learning and computer vision allows image and video footage to be analysed to verify identity, background, health and even possible intentions. The systems can accurately recognise a face even if it has undergone some kind of transformation for example due to the ageing process. These systems may in part be intended for commercial use, but they can also be used for crime prevention and detection in law enforcement and evidentiary purposes.58  

AI systems will not be limited to face analysis alone - they can also include the analysis of objects, objects, shapes, patterns, etc. contained in photographs or video footage. These systems can also be used for security maintenance, detection of dangerous objects, such as in the case of security tools used at airports.59 The image recognition and other computer vision tools can be also successfully applied for the purposes of evidence processing. 

3.1.3 Predictive analysis 

The overall aim of AI predictive analytics is to try to predict future outcomes based on pre-collected data and statistical modelling, data mining and machine learning. This analysis will rely on significant data resources (big data), for its practical use. In order to make any predictive estimates, the AI system will first need to process a range of information collected in various types of databases. Then it needs to identify recurring patterns, relationships, or trends, and derive specific conclusions from this processing.60 Predictive AI will be applicable both for use by lawyers – eg to try to predict the outcome of a case based on historically collected data, but it will also be an essential tool for authorities, especially the police and activities aimed at individual and general prevention and detection of crime.61 

Some of the solutions have already been put into practice. Such systems have been implemented to predict the type of crime, its date, time and place of its commission. Examples in this regard include Risk Terrain Modeling,62 PredPol,63 Italian X-Law,64 KeyCrime,65 German Precobs also used in Switzerland,66 or British HART.67 These systems can be used for general prevention, focusing on location-based tools, but can also be used to detect perpetrators of previously committed crimes.68 In the case of investigative activities and real-time responses, ie taken in the time frame between deciding to commit a crime and committing it, they can also influence the final implementation of intent.69 Individual-oriented systems such as COMPAS for example, have also come into use.70 Systems that support the work of law enforcement agencies, such as facial recognition systems, DNA analysis, gunshot detection are also emerging with the use of artificial intelligence.71

3.2 Risk of bias and malfunction 

The examples given above are only a short summary of the possibilities of AI application within the criminal proceedings. The scope of tools available for use by both State actors and private entities, including lawyers and parties to the proceedings, is far wider. However, one of the major concerns that make this theoretical argumentation valid in a practical dimension is the fact, that the AI systems have the proven track record of bias. The most concerns have been raised in relation to racial discrimination72, but there are other issues connected eg with gender, sexual orientation or even disabilities.73 The face recognition systems (including Microsoft, IBM, Megvii) have been proven of less accuracy in case of women and other ethnicities and races than Caucasian.74 The systems can therefore appear imprecise and affect the final result of the proceedings, causing serious consequences for the people affected.75 The natural language processing systems used eg in the translation and search-oriented tools, also reflect the bias and can contribute to perpetuation of the stereotypes. 

Many controversies are connected with profiling systems. They have reflected racial, socioeconomical and gender bias. In case of gender, there can appear the problem of so-called reverse discrimination, as the existing statistics are mainly focused on men.76 There have been cases, where profiling overly targeted transgender or disabled people,77 but mostly there have been severe cases of racial bias. The systems, such as COMPAS and other programs dedicated for individual prevention were introduced eg in Los Angeles and Chicago. Chicago launched a program, which relied on data from arrest records and social media to assess risk of participating in shootings. The result of this program was so-called “Strategic Subject List” that was meant to facilitate the work for the police. Due to controversies, the Programme was officially closed in 2020.78

Generally speaking, the source of the problem is that machine learning models reflect the biases of those designing the systems, implementing them, and collecting certain data. The human influence cannot be separated from the collected data. This human factor can, especially in the light of the process of data training, influence the final decision making. Finally, even if there is no bias in the collected data, the system can simply produce an error.79  As a result, it is necessary, that the court, but also the defendant and his lawyer can obtain the information on how the decision was made by the AI systems and why such recommendation was proposed.  

3.3 Impact on defence rights 

With such a broad scope of actions, AI systems can significantly impact the course of proceedings and influence decisions of the prosecutor and the court. However, with the explainability issues in mind and due to general complexity of the systems, the particular defence rights can appear ineffective. The use of new technologies in the criminal proceedings already raises serious controversies about the equality of the parties, especially in terms of surveillance.80 The State in this case has many more measures, resources and information at its disposal. This disparity and doubts as to the effectiveness of particular rights are further deepened in the case of the implementation of AI systems into the proceedings.

ECHR in its art 6 divides general right of defence into particular rights. This division can be helpful to identify particular threats to the specific elements of defence rights. art 6(3) of the ECHR sets the minimum standard and the core of defence rights. It can be considered an optimum starting point for the analysis. The elements included in the article are:

‘(a) to be informed promptly, in a language which he understands and in detail, of the nature and cause of the accusation against him;

(b) to have adequate time and facilities for the preparation of his defence;

(c) to defend himself in person or through legal assistance of his own choosing or, if he has not sufficient means to pay for legal assistance, to be given it free when the interests of justice so require;

(d) to examine or have examined witnesses against him and to obtain the attendance and

examination of witnesses on his behalf under the same conditions as witnesses against him;

(e) to have the free assistance of an interpreter if he cannot understand or speak the language used in court.’

Controversies with the AI use are mostly connected with the right to information and access to case files. The right to information is one of the basic rights of the defendant, which enables them to take action - both in response to the actions of the prosecution and on his own initiative. It provides means to ensure the active and effective participation of defence counsel in the proceedings as well. The right to information, broadly defined, encompasses not only the right to be informed about the nature and cause of the accusation and information about the charges, but also the right to be informed about the rights of the defendant.81 Knowledge of procedural rights is an essential safeguard of the effective use of defence rights in the course of the trial, while preventing possible abuse of power by the law enforcement agencies. It thus facilitates the implementation of the principle of equality of arms and the adversarial model of the trial.82

The most important conclusion that can be drawn from ECtHR case law is that information must be clear, interpretable. The same may be applied to the case materials. According to ECtHR, the defendant should be able to draw clear conclusions from the case files, allowing them to conduct effective defence.83 It should not be presented only as a formal fulfilment of an obligation, but should equip the defendant with the real tools to take action in the proceedings. Both information about the charges, their basis and evidence for their support should be presented in such a way, that defendant can draw some useful conclusions for their case as such information will be useful to benefit from other rights enlisted in the art 6 ECHR.84 So, if the defendant will be presented with the files but could not encode from them any real information, both the right to information and the right to have adequate time and facilities for the preparation of his defence will be put into question.

In case of defence in person, the defendant should be provided with an opportunity to effectively participate in the proceedings, and thus be equipped with a number of procedural rights that will guarantee them this effective participation. In addition to the already mentioned rights to information and access to case materials, the defendant also has the right to question the legitimacy of the procedural actions carried out, to present evidence in support of their claims, to file motions, submit evidence, and to question the decisions made during the proceedings.85   

The defence counsel, just like the defendant, must be given the actual opportunity to take action in the proceedings. The mere formal granting of the right to legal assistance is not a sufficient solution in the light of the current standards of the right to access to lawyer. The right of access to defence counsel should not be illusory requirement with no practical use, but existing regulations should, once again, guarantee the real effectiveness of this right.  In order to be able to actually fulfil their role, the lawyer must have certain procedural measures at their disposal to ensure that they can actively participate especially in the evidentiary proceedings and exercise control over the course of the trial.86 The aim and essence of the access to the lawyer is the ability to actively represent the defendant by first learning the facts, then establishing a line of defence in consultation, confidentially (what is an another crucial condition of the effective defence),87 with the client, and finally conducting the defence at trial.88

Consequently, if the defendant cannot draw any conclusions from the case materials or if they will be burdened by the flood of incomprehensible information, they will not be able to take any real actions and challenge it effectively. The same effect can appear with the defence counsel participation. In case of a significant digitalization, lack of transparency in the use of particular systems, the result can be the same as if the defence counsel did not take part in the proceedings at all. If there is no knowledge on the systems used and its working cannot be traced, the lawyer cannot in fact initiate any type of review and execute effective control over the course of the trial. When tracking the algorithm of AI either demands the specialist knowledge, not accessible to the average citizen, or is even impossible, the purposes of the right to information cannot really be met. As a result, the defendant in fact cannot effectively challenge the procedural actions on which his potential conviction could be based. Moreover, it is highly possible that the judge in most cases will also not possess the broad technological knowledge. Therefore the ability to assess the eventual malfunction, bias in the system or the disproportionality of the measure and in this regard refer to the appeal also should be put into question.89 

Similar problem arises with the right of translation. The right to translation has a significant impact on all defence rights. It is difficult to assume that the defendant can consciously and fully exercise his information rights or the opportunity to actively participate in the proceedings if they does not understand the content of proper instructions, charges or evidence gathered during the proceedings. It is crucial to the fairness of the proceedings and the effectiveness of the right of defence that the translation is of an adequate quality. The competent authorities (the court or the prosecutor) should watch over this quality, also through ex post reviews.90 The parties to the proceedings should be able to challenge quality of the translation as well.91 The defence should have sufficient means and opportunities to initiate review over translation or the interpretation. Therefore, there should be a clear possibility to analyse and recreate the mechanism of the system. If there is not – once again the effectiveness of the rights can be questioned. 

Another major controversy, this time connected with the use of AI–based systems by the defence, appears due to the dynamic development of the systems created for the purposes of legal aid.92 These systems can be prone to malfunction as well and can constitute cause for deterioration in the situation of the defendant. Existing case law of ECtHR addresses the cases when the lawyer does not perform their duties in a diligent and active way. ECtHR sees these situations as a lack of effective defence. If the system, on which the defence was based, was in fact faulty, the result would be in fact the same. The question appears, what can be done to limit the possible threats and disadvantages, mitigate the negative effects, and finally if the systems should be subjected to any type of review. 

Besides the elements included in art 6(3), the use of AI systems and lack of explainability can influence other elements of art 6 that are in fact strictly connected with effective execution of defence rights. One of the most prominent examples is reasoning of judicial decisions. According to case law of ECtHR, judgments of courts should adequately state the reasons on which they are based.93 They should prove to the parties that the decision was based on objective arguments and demonstrate that they were heard. The reasoning of the court is also necessary to preserve defence rights.94 Without it, it is impossible to fully exercise any available right of appeal.95 When the defendant does not possess sufficient knowledge on the reasons that led the court to its decision, they cannot really challenge it and address it. 

Lacking explainability can in fact cause serious deficiencies in reasoning of judicial decisions. When we take into consideration AI systems that assist in rendering a judgment, due to black box, the possibilities for presenting reasons on which the decision is based can be very much limited. The defendant may receive simply the result of the systems’ workings, but not the real grounds in the commonly accepted sense. It is also connected with the limited abilities of the judge that is making use of AI systems. The possibilities for the defendant to challenge such decisions are in this case restricted and can affect the successful conduct of defence.  

All these deficiencies combined can as a consequence influence the overall fairness of the proceedings. The ineffective rights cannot lead to a fair trial, which should be based on equality of arms and effective participation. According to case law of ECtHR, art 6 as a whole guarantees the right of defendant to participate effectively in a criminal trial.96 It also includes a right to follow the proceedings.97 Defence rights in their essence should contribute to implementation of these principles. It is a fundamental guarantee of the truly effective realization of the right to a trial. It grants the defendant the opportunity to choose their behaviour during the trial within the limits of the law, with the possibility of passive behaviour which is reflected in a privilege against self-incrimination, but also active participation in the proceedings and in taking steps to prove certain circumstances and present their version of events.98 Without an adequate degree of explainability, this effective participation can be substantially restricted. Therefore, the proper regulation is clearly needed to safeguard the essence of right of defence. 

3.4 Prospects for regulation

The need for imposing specific obligations on the public sector with regard to the AI use and explainability has been raised before, especially by the Council of Europe. The CAHAI (Ad hoc Committee on Artificial Intelligence) called for a legally binding transversal instrument that would include a series of provisions on legal safeguards applicable do AI systems used for the purpose of deciding or informing decisions impacting “the legal rights and other significant interests of individuals and legal persons”.99 These safeguards should, at least, include the following: the right to an effective remedy before a national authority (including judicial authorities) against such decisions, the right to be informed about the application of an AI system in the decision-making process, and the right to choose interaction with a human in addition to or instead of an AI system, and the right to know that one is interacting with an AI system rather than with a human. The systems used should be trustworthy, ie intelligible, traceable and auditable. One general conclusion from these recommendations when applied to criminal proceedings is that the defendant should be able to take real actions and should be equipped with effective tools to challenge the AI-based evidence or decision process. To do so, they should be able to obtain all the relevant information, then understand it, and finally take proper measures. 

As for the scope of possible action for the defendant, there can be significant differences depending on the applicable model of the proceedings. In the adversarial models of the trial the defendant is equipped with a broader right to submit evidence gathered by private individuals, but must rely on his own or his lawyers’ abilities in this regard. If the model is more inquisitorial, the evidence most likely will be obtained by the prosecutor and taken by the court. But in this case the question arises, if the defendant can effectively demand such information about the AI systems used. It has been emphasised before, that due to the fact that law enforcement agencies have a wide range of resources and the entire State apparatus at their disposal, the data acquisition rights are often one-sided in the proceedings where the new technologies are used. In such cases, there has been a visible trend of pre-trial phase domination in evidence collection. Also, due to the possibility of collecting data in a large amount and on a large scale, this leads to a situation, where defendant de  facto has to prove his innocence.100 This can be even more evident if the AI systems are used, as they can cause so much transparency issues that the defendant is not only burdened by them, but is not able to challenge them effectively. 

Regardless of the model of the proceedings, defendant must be equipped with the effective means to obtain the data on the AI systems applied in the proceedings. Some interesting solutions has been introduced in the Proposal for a Directive on adapting non-contractual civil liability rules to artificial intelligence (Proposal for the AI Liability Directive).101

According to the proposed Directive, Member States should ensure that national courts are empowered, upon the request of a claimant to order the disclosure of relevant evidence about a specific high-risk AI system that is suspected of having caused damage from a provider or a user. It is a significant facilitation for the claimant that gains access to the necessary tools for proving his statements. The Directive refers to the “evidence”. However such a right to disclose the relevant information about AI systems itself could be attributed to the defendant. The ability to address the court and ask for the information on how the particular decision (both on the pre-trial and trial stage) was made with the reference to the inner workings of the system, could improve significantly the situation of the defendant. 

If the ability to gather the information on the AI systems is guaranteed, then adequate measures should be introduced to guarantee the practical understanding of the files and effectiveness of the defence rights. However, different groups and entities will need different types of explanations.102 The needs of the court, huge legal companies and defendant acting on its own may not be the same. The assistance of experts should also be guaranteed in the proceedings – both for the use of the defence and the court. The defendant should be able to refer to the expert knowledge to effectively challenge the gathered evidence in case of any objections as to their reliability. The court should make use of such assistance of experts in case of any doubts connected with the evidence submitted by the parties to the proceedings, including the prosecution and suspected malfunctions in the systems. 

As for the explainability models described above, the decompositional approach would be of great benefit for the experts. The use of eg surrogate models could assist the analysis and help really understand how the system reached its decision. Then, the processed information could be presented to the court and defence. Another way can be the strive for increased traceability. This is for example achievable by limiting the ways through which system decisions can be reached and creating a narrower scope for machine learning rules and features. This can reduce the problems connected with neural network hidden layers. It should represent more broadly the connections between individual neurons and the emerging internal dependencies between them. The example can be DeepLIFT (Deep Learning Important FeaTures), which identifies the activation of each neuron and its counterpart, thus allowing the reconstruction of the connection chain.103

The decompositional approach is however of little importance for the defendant themselves. With no knowledge on the technology and the systems used, the defendant still does not understand to any extent, how the particular decision has been made – especially in the case of receiving the judgment and the particular penalty. If the AI systems are used on a large scale in the proceedings, it can result in decrease of general trust in the state. The solution can be the local interpretability (subject-centric approach). The defendant can gain insight into the grounds for particular decision, search for possible bias and draw the attention of the court to it. 

Finally, in case of the use of AI systems for the benefit of the defendant, eg for the purpose of translation or to shape defensive strategies, the systems definitely should also be subjected to the review. Two situations can be differentiated – if the defendant uses the system on his own (especially not the free, publicly available one, but purchased) and if the system is provided to any extent by the state. In the latter case, the systems should unquestionably undergo the introductory control process assessing their quality, with a view to the requirements of the AI Act. Moreover the defendant also should be able to initiate the review. If the AI system would be inefficient and malfunctioned, it should make an effective ground for an appeal. In the former, the systems also must be developed in accordance with the AI Act, however the potential consequences of the inadequacies and mistakes can be debatable. The defendant possibly could make use of the liability regime provided that the applicable conditions are met, but the ground for appeal is in this case very questionable as it can be perceived as the execution of free choice of the defendant.

4. Summary 

Despite ongoing attempts to regulate the AI use in different spheres of legal and social reality, the AI systems’ application in the criminal proceedings is still underregulated, particularly in the area of defence rights. The main aspect of the upcoming regulation should be safeguarding explainable AI as the black box is the biggest threat to the effective defence rights. The general need for xAI has been identified before - both in terms of public and private sector. However, it should turn into some specific obligations – both for the state and systems’ developers. 

In the current state of regulation the main threat is that the all the defence rights will not be effective. The AI systems’ implementation into the proceedings does not result in the breach of any particular right per se at the first glance. They can be formally observed, but deeply ineffective. The decision made as a result of proceedings in which the information about the real nature of the evidence is in fact lacking, can be perceived as arbitrary and therefore contradict the aim of the AI use in the proceedings. Lacking information can further affect the ability to take real actions in the proceedings and issue any type of review. The review must be effective and accessible to the defence as there are considerable risks of bias and malfunction. They mostly have been raised in connection to the predictive policing, but can also affect other systems, for example ones based on NLP. Therefore to guarantee the effectiveness of defence rights, the explainable AI must be guaranteed. The explainability should be safeguarded by imposing obligations on the developers of the systems and implementing rights attributed to the defendant. 

First of all, the legislator should ensure that providers of systems used in criminal proceedings strive for local interpretability and real explainability. The traceability of the AI –based systems should be ensured (to some extent introduced in the AI Act), but also means such as surrogate models should be disseminated. The general information about systems themselves does not give a proper extent of explainability sufficient for realization of the right to information. The main advantage of the local interpretability is that the defendant themselves can gain insight into the reasons and premises for particular decision, which can help in retaining trust to the judiciary. The decompositional approach on the other hand and the use of surrogate models can be of great usefulness in cases where the review will be needed. 

Then, the effective right to demand information must be introduced, possibly based on the Proposal for the AI Liability Directive example. The defendant should be given a clear right to challenge the results obtained by the use of AI systems with reference to the inner workings of the systems. To combine these two elements and guarantee the practical understanding of the files and effectiveness of the defence rights, the assistance of experts should also be guaranteed in the proceedings. The defence should be able to refer to such assistance and put AI-based evidence under their review and so should the court. 

Finally, in case of the use of AI systems for the benefit of the defendant, the systems must undergo a proper review and should be labelled as high-risk. If the State is a provider of such system, the a priori review should be especially diligent. In case of any malfunction, it should make an effective ground for an appeal.  

Some of the conclusions may appear overly future-oriented, however the rapid dissemination of the AI-based tools, such as ChatGPT, illustrates the possibilities for the AI systems create and can serve as a prognosis for the future. It is increasingly likely that the AI in some time will be commonly used in criminal proceedings. As a result, the legal act safeguarding the rights of the parties to the proceedings including the defendant should be issued. The one comprehensive regulatory act covering all spheres of application, such as AI Act, can be no longer perceived as sufficient in this case. In the criminal proceedings context, the most optimal and beneficial choice would be in this case a directive dedicated strictly to this sphere of AI use, as it would create a minimum standard for defence rights and at the same time it would leave some regulatory freedom to the Member States, allowing it to be adjusted to local needs and legal systems. 

Determining the possible implementation of AI systems that can be compatible with procedural rights, including right of defence, is one of the key issues that judicial and law enforcement systems are going to face. It is also not without significance taking into account the field of European cooperation in criminal matters, mutual recognition of judgments and law enforcement cooperation. Significant system differences can significantly impede an effective response to criminal activities. Doubts concerning the systems assisting in rendering judicial decisions and lack of possibilities to review them can make it impossible to recognize such decisions in other EU Member States. As a result issuing such Directive could be beneficial for the international cooperation. 

One final point to be made is connected with the issue of effectiveness versus the fair trial standards. The more complex the system is, the more concerns appear connected with transparency, explainability and, as a consequence, the defence rights. It concerns eg unsupervised learning, AI systems based on artificial neural networks with hidden layers of nodes and deep learning. However, the more complex systems allow for higher efficiency and effectiveness. As a result, there is clearly a need for balancing the values – possible gain vs. human rights protection. The approach that the EU as well as Member States will choose – more guarantee or more gain-oriented will define the shape of regulation. As it can be drawn from the practice and recent statements of EU bodies, it appears that the EU has chosen the more protective approach and it will conduct harmonization based on the respect for human rights.104 It can result in decrease in efficiency and slower development of the AI systems, but it will allow to safeguard the minimum standards arising from the provisions of the Convention, including fair trial standards and defence rights. Issuing the Directive with specific guarantees can prevent disregarding them by the particular States in favour of increased effectiveness and acceleration of the proceedings. 
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1. Introduction

In recent years, Danish legal employers have increasingly asked for lawyers who have insight into and understanding of the digital agenda. This is not special for the legal branch, but a common request from most branches hiring from, among others, higher education. But even though Denmark is usually categorized as one of the most digitized countries in the world, many employers are often not particularly clear about what they are looking for, ie, what they define as insight into and understanding of the digital agenda. This is also the case for legal employers which makes it difficult for the Danish universities educating lawyers to equip the students with some of the skills and competences that the legal labour market is looking for.

Based on discussions and interviews with legal employers as well as observations of other professions’ definitions of digital skills and competences, a colleague and I designed a course for the law programme at Aarhus University to lay down the first bricks of the students’ legal digital mindset. The course ran for the first time in the autumn of 2022 and in the following, I will sketch the idea behind the course, the course lay-out, the teaching activities, and the students’ evaluation of their new insights reached through the course. Doing this, the development of the course will probably seem much more straight-forward and rational than it was during the year it took us to find the right angle and set-up. Of course, as everybody developing courses within higher education knows, the process is never that straight-forward, especially not when you run a course for the first time. But following the course, I have become more and more convinced that we have found a concept which can function as a legal education’s first step in building a digital mindset of the future lawyers. Hoping to inspire colleagues at other legal educations, I therefore want to use this possibility to share our ideas, set-up, and experiences.

To begin with, I will introduce the frame for legal educations and the legal labour market in Denmark, including a short introduction to the highly digitized public and private sector. This is done to provide the major context for the course and the decisions on what subjects to be covered and to what degree they should be covered.

Following this, in part 2, I will discuss the main problem in designing the course, ie, identifying what the legal employers specifically are asking for. I will also reveal how we came to think about a digital mindset and broader competences instead of more hardcore IT skills, which is, I think, the often-misunderstood solution chosen when we as teachers and educations are asked to deliver some solutions to the requested digital skills and competences.

In part 3, I will introduce the main idea in Paul Leonardi and Tsedal Neeley’s book The Digital Mindset from 2022,1 which gave us the frame for developing a teaching model for the course, and how I supplemented it with a legal ‘leg’ to make it a professional legal digital mindset.

In part 4, I will give an insight into the teaching activities and the pedagogical choices made and connect the activities to the model for a legal digital mindset introduced in part 3.

And finally in part 5, I will shortly go through the students’ evaluation of the course and judge to what degree we succeeded.

2. The Danish context

As indicated above, the classic mono-professional legal education in Denmark takes place at some of the public funded universities. There are eight universities in Denmark, each one with their individual academic, regional and historical profile. While some of them are mono-professional universities centred on IT, technical sciences, or business, four of the five academically broader and geographically spread universities offer a law-degree. Although the universities’ main campuses are located in the capital and the largest cities of the country, the universities are present with both research and education across the entire country due to local campuses.2 These years, this de-centralising organisation are to some degree strengthened as the former Danish government pushed the universities and other higher educational institutions to develop further educations in some of their minor campuses in order to offer more educations at a local level.3 Thus, four of the five broad universities offer a full classic education in law, ie an undergraduate, a graduate and a doctoral programme.4 From autumn 2023, one of the universities will also offer a legal education in the country’s fifth-largest city due to the political initiative to go as local as possible.5

The geographically de-centralised structure of the legal educations in Denmark gives the universities the opportunity to be in contact not only with central organisations representing the profession and larger employers, but also with lawyers from both major and minor law firms, companies, and lawyers from different divisions of the public sector. In general, this should give the universities the possibility to get a broader picture of the development of the labour market and what the employers are asking for across the country.

The number of active Danish university educated lawyers has sextupled during the last century from 3,363 in 1928 to 19,659 in 2017.6 The number increased particularly during the formative years of the Danish welfare state following World War II as lawyers made up major part of the academic employees in the growing public administration. Since then, other professions have slowly gained in and taken over the lawyers’ domain in the public administration, but still, lawyers make up approximately one-third of the academic workforce in the public sector. Numbers from the last century show a steady development with approximately 30% of the educated lawyers working in the public administration while approximately 30% are working as lawyers in private law firms. The rest, ie, approximately 40% and slightly increasing since the 1980s, has found other domains for their expertise, eg, as in-house lawyers at major business companies, accountancy firms etc.7

In Denmark, the title ‘jurist’ is not a protected title as it is only referring to a person giving legal advice, but usually it is only used by and for people educated in law from a university. No matter whether you are a professional judge or lawyer, an in-house jurist or public servant, lawyers in Denmark are not educationally specialised in one or another legal field. All legal university educations in Denmark are generalist educations as laid down by the national Educational Act.8 While tasks as in-house lawyers at major business companies or accountancy firms may also be handled by university educated Masters of Science in Business Administration and Commercial Law (cand.merc.jur.) – an education combining business economics and administration with commercial law dating back to the business schools of the 1980s9 – or others, the tasks as lawyers and judges can only be handled by the jurists having obtained a five-year degree in law from a Danish university (cand.jur.). Hence, according to the Danish Administration of Justice Act, the classic cand.jur. degree is needed in order to gain the right to appear before the court or become a judge in court.10 From time to time, it has been discussed if Masters of Science in Business Administration and Commercial Law should be allowed to practice as barristers and solicitors, but in fall 2021 this was once again rejected by the Ministry of Justice, apparently due to a lack of sufficient specialised knowledge of law.11 It is possible for the cand.merc.jur.s to get the right to appear before the court if they supplement their education with a two years programme of law, but no doubt, the question whether they can act as barristers and solicitors following their degree will arise again within a few years as the major law firms are now increasingly hiring also cand.merc.jur.s. It seems that the firms do so both because of a lack of classic lawyers and because people with a combination of law and business administration usually understands business better, including the business need for digitalization. This, of course, in the long run puts pressure on the mono-professional classic lawyers and their monopoly.

While approximately 30%, ie, 7000 of the classic lawyers are working within the public sector, the same number work as lawyers, including in-house lawyers with the right to represent their firm in court.12 The vast majority of lawyers used to be organized in small to medium-size firms, but during the last decade, two handful of domestic firms offering full legal services have become more and more dominating in the Danish legal market. This is the firms now hiring also Masters of Science in Business Administration and Commercial Law, working on expanding their understanding of and services within business in a broader sense, often including developing digital services both to in-house processes and for their customers as self-run services. It is important, though, to stress that none of the two legal-orientated educations have mandatory courses focusing on digitalization for the time-being, but at some of the educations, such courses are underway, while other educations still offer them as optional courses as part of the individual student curriculum.13

The existing lack of the development of digital skills and competences as a mandatory element in Danish law-programmes may come as a surprise as Denmark is ranked one of the most digitized countries in the world.14 Denmark has a well-functioning digital infrastructure, both when it comes to high-speed internet connections throughout the country and digital access to all public services. According to the Danish Ministry of Culture, in 2019 99% of the Danish households had access to the internet by either a mobile phone or a computer (ie, a laptop, desktop or iPad device), including 93% of the citizens aged 71 or older. Almost all Danes, namely 91%, use the internet daily and another 6% on a weekly basis, which makes the internet one of the most used platforms for information and contact among the Danes.15 Most public services are reached through the gateway ‘borger.dk’, that is ‘citizen.dk’.16 This is supplemented by specialised websites for tax, a mailbox where the individual citizen receives all relevant public communication etc.17 The Danish Parliament has also decided that the public administration must digitize as much of the administration as possible every time a new law has been passed by the Parliament.18

The Network Readiness Index, which measures and ranks countries globally on the digitization of their economies, yearly positions Denmark as one of the most future-ready societies.19 The ICT sector is one of the fastest growing sectors in Danish economy and has strong attention and support from the Danish government, which at the beginning of 2021 took the initiative to establish a political-strategical partnership between the public and private sectors in order to ensure that Denmark would proceed its digital development.20 With the prevalence of ICT use and the government’s wish to continue the development of making Denmark a hub for innovative multimedia technology, it must be expected that the need for digital skills and competences will only grow in the coming years, including lawyers’ understanding of how digital tools function and affect the public sector as well as private business.

This goes hand in hand with the development within the Danish court system which has also embraced the new digital possibilities. Nowadays, it is possible to file a lawsuit and record summons, defences, and other pleadings, or to record appeals and requests for reopening of cases etc. via a digital portal,21 just as digital registration of a deed was implemented at the Land Registration Court half a decade ago.22 The administration of the Courts of Denmark has also published a new central database that gives all citizens free access to judgments delivered by the courts. This database contains judgments based on fixed principles of essentiality and it will continuously be updated with new rulings. Moreover, the database will contain historic rulings from civil and criminal cases of public interest.23 At the same time, courts are increasingly embracing ICT through the introduction of videoconferencing, but it is introduced cautiously and only in certain matters.24 The same wariness is so far also seen concerning the possible use of AI in the court system.25 According to the international WJP Rule of Law Index , this well-considered development has placed Denmark as one of the legally most well-functioning states the last couple of years.26

This development towards more and more digitized services is not only seen within the public sector, but also within the private sector.27 This includes legal services. Thus, one of the major Danish law firms has established a legal tech division developing digital administration, management, and legal service tools for their customers, while other law firms focus on advising on standard digital systems and solutions.28 Most of the law firms are also focusing on developing (or buying) digital tools to optimize their internal working processes.

3. The problem: designing a course on digital skills and competences

Even though public as well as private legal employers are going more and more digital, both when it comes to their internal working processes and in the services offered to citizens and clients, it has been difficult to identify which digital skills and competences they in general are asking for from newly educated lawyers. For half a decade I have talked to employers and lawyers, and I have participated in different working groups and task forces trying to identify the digital skills and competences asked for in order to implement them in our educational activities. To my experience, it has been difficult for the legal employers to put words on what they are asking for specifically, probably because it is not always clear to them either as they, or we as a society, are in a continuously ongoing process when it comes to digitalization. It is not, that they have not tried to put some words on through, for example, the employer panels connected to every legal education, or working groups initiated by, among others, the Confederation of Danish Industry.29 But usually, it has been formulated in broad terms which we at the legal educations have not been able to use as a starting point for specific learning activities, even though the good will has been there.

Hence, in 2020 several Danish universities founded the common project ‘The Digital Curriculum’ with the aim of identifying the skills and competences asked for within the social sciences and the humanities and thereafter develop the teachers’ skills needed to fulfil the requests.30 At the same time, the Faculty of Law at the University of Copenhagen and the IT University of Copenhagen joined forces to develop a basic tech course for university (and especially law) teachers.31 Both projects were funded by the Danish Ministry of Higher Education and Science and thus placed the question of the teachers’ digital skills in the strategic educational agenda. As far as I know, none of these projects have been able to identify in detail what the legal employers are asking for, at least not in a way that can be transferred into specific teaching activities within an educational frame.

So, on the one hand it has been difficult for the legal employers to put words on what they are asking for without doing this in broad terms, and on the other hand it has been difficult for the educations to decipher what the employers are asking for. The main problem seems to be that the legal employers are not asking for the skills that we at the universities are used to provide, namely classic legal skills. Therefore, it has been and is difficult for the highly specialized legal university milieus to translate the words and the cases used by many of the employers into learning activities, because in the essence, the employers are not asking for typical legal skills when it comes to digitalization. Thus, for a highly specialized academic legal professor at a university, it is impossible to transfer the often broader and more business minded competences asked for into meaningful teaching activities in a legal course.

In short, as far as I can conclude from my talks with employers and reading of reports and contributions to the debate, the skills asked for by the Danish legal employers can be summed up in a couple of handfuls of broader, not very specified – and not very classic legal – competences.

The most specific or detailed input has come and still comes from the public employers, probably due to the sector’s volume and the fundamental digitalization of its services based on a common strategy. Hence, the public employers wish that the newly educated lawyers have a basic knowledge of the sector’s digital landscape, ie, the structure of and division between national and local services, and who has the task or competences to handle which subject fields. At the same time, the lawyers must have a basic understanding of how computers work and of different digital technologies to make them understand not only the scope of a digital project, but also the possible legal problems or possibilities with the technology at hand. Thus, the future lawyers must be able – or at least interested in – talking to other professions such as IT-professionals. To be able to do so, one of the common broad competences asked for is knowing something about working in cross-disciplinary projects, eg, from the public sector’s procedural model for IT-projects or through practical projects during the education.32

The public employers, that I have spoken to, have all mentioned that for a jurist working in the sector, it is of course necessary to know administrative law and GDPR. But they have stressed that this is not enough for the future. Thus, they are looking for lawyers who, of course, have the classic legal skills to be able to participate in developing, buying, adjusting, and using digital solutions – and to complain if they are not working as expected. But nowadays, the employers stress that the technological solutions and possibilities are so complex that it is necessary for those taking care of law to have a basic understanding of the technology for them to solve their tasks in a proper way. Especially when it comes to the development of digital services or in making digital-ready legislation. Lawyers are the safeguards of rule of law and to keep on being this, they need to know what can happen when you digitize law and services within the public sector, the mantra seems to be.

Compared with the public sector, the private legal employers such as law firms and in-house lawyers are not as specific when it comes to digital skills and competences. They are mainly concerned with one thing, that is business. Time is money and therefore they are eager to make their working processes more efficient, wishing for the new lawyers to be able to participate in the development of digital tools to automate the company’s internal working processes. The Danish market for legal services has not yet been liberalized in the same manner as, for example, in the United States or Great Britain,33 and therefore the law firms are not yet under the same pressure to develop new services as abroad. But some of the major law firms are looking into developing new digital legal products and offer them as semi-automated services to their clients. Therefore, they ask for lawyers able to identify such possible new products, knowing that the market and their business model may soon change.34

In short, the Danish legal employers seem to be asking for lawyers having a basic understanding of how computers work and of different digital tools and technologies. Besides this, the lawyers-to-come must to some degree master the four general competences characterized as ‘the 21st century skills’, that being critical thinking, communication, collaboration, and creativity. All competences that we have not until now been used to or very focused on developing at a typical Danish legal education.

Looking into this context, my colleague and I decided to frame our plans for a course focusing on digital skills and competences to be run at the legal education at Aarhus University in an, from an academic perspective, unusual way: We framed the course around the lawyers’ tasks in a digitized job market, ie, we decided to develop a course about the practical side of working as a lawyer in a more and more digitized society. By doing so, we had a frame that made it possible to have both digital learning activities on a knowledge basis, activities focusing on broader competences such as working in projects with IT-professionals, and space for reflecting both critically and innovative on the use of digital technologies, not at least compared to rule of law. As the idea developed, it turned out that we were not just interested in law, technology, or broader competences, but in laying the first bricks to, a basis for, a legal digital mindset for the lawyers of the future.

All we could achieve within a single basic course, we realised after having read Paul Leonardi and Tsedal Neeley’s book about The Digital Mindset, which one of my colleagues working with digital transformation in business recommended, was that the students knew enough about digitalization and working with digitalization to be open-minded towards participating professionally in the digital transformation of law and society. Hence, it became our main aim that the students participating in the course would take the first steps to become an active part in the process of digitalization and that they would develop ability to reflect on digitalization from a lawyers’ view.

4. Developing a teaching model for a legal digital mindset

The basic idea in Paul Leonardi and Tsedal Neeley’s book from 2022, The Digital Mindset, is that you only need to understand 30% of each of three focal points to lay down the first steppingstones for a digital mindset which then can be further developed.35 The book, in a language understandable to laymen, presents what these 30% is which makes it a usable hands-on presentation for those of us not well acquainted with the fundamentals of digitalization. The three focal points that Leonardi and Neeley are working with, are what they call the three “Cs”: Collaboration. Computation. Change.

The first, Collaboration, is about understanding what computers can and cannot do.36 Leonardi and Neeley introduce how computers work, including the basic ways of Artificial Intelligence (AI). By doing so, they give the reader a vocabulary and set of concepts to work with which makes it possible both to understand the limitations of digitalization and to communicate, at least on a basic basis, with others about digitalization. This includes an understanding of the limits of AI and machine learning as tools which often cannot give exact answers, but only probabilities.

Leonardi and Neeley’s second C, Computation, is about understanding what data is and what the problems with data can be.37 The main point here is that data is something that we produce depending on what information we want to capture and how we categorize it. This includes a critical approach in identifying, analysing, and concluding on data, being aware of possible biases in both humans and machines; the latter especially when it comes to machine learning.38

The third C is Change. While Collaboration and Computation is mainly focusing on the technical or systematic-analytical sides of digitalization, Change is concentrated on the societal and mental frame for digitalization. This includes how to handle possible biases between, eg, cybersecurity and privacy,39 and how to remove mental barriers of distrust towards the digital to replace it with a constructive and curious, but still critical thinking.40 As Leonardi and Neeley are aiming at helping business managers in transforming business to adapt to a digitized world, they link the technical-analysing knowledge and understanding with the mental change needed, if you want to succeed with digital transformation. This link is important, because it stresses that change is not coming from the computers, but from us humans. Digitalization is also a human process.

With the help of the three C’s, my colleague and I were able to identify what the students basically needed to know about digitalization from a technical viewpoint, but also that it, at the end of the day, was about changing the way they were thinking about it, no matter whether they addressed the digital development sceptically or positively. Realizing this, we took it further due to the professional tasks of lawyers and supplemented the three Cs with three legal subject-specific focal points centred around three “Us”: Understanding the legal-normative framework for digitalization; Understanding the organisational framework for lawyers’ work with digitalization; and Understanding the legal-ethical challenges of digitizing the legal field. By doing so, we turned Leonardi and Neeley’s digital mindset into a legal digital mindset.

What we wanted to gain with the first U focusing on understanding the legal-normative framework for digitalization was to make the student acquainted with both the Danish and the international regulations on digitalization, ie, the legal frame that they will have to know and work within in the future. This, of course, is mainly GDPR and the Danish Parliament’s decision to work for digital-ready legislation. But our focus was not so much on the rules themselves, but on the principles and concepts and, foremost, on making the students interested in following the current development within EU regulation and principal cases on GDPR such as Chromebook, Google Analytics etc. The fundamental idea was that as a lawyer working with digitalization – or maybe as a lawyer in general – it is not enough to know the existing rules, but also to be able to, to some degree, foresee what is coming when it concerns the digital development.

The second U – Understanding the organisational framework for lawyers’ work with digitalization – involved understanding the organization of and the main drivers in both the public and the private sector. We wanted the students to be acquainted with the public sector’s digital landscape such as the division between national and local services, and who has the task to handle which subjects. But we also wanted them to know the strategic goals of the sector as these had developed over time and are formulated in the current common strategy. This also involved tools such as the sector’s procedural model for IT-projects or manual for developing digital-ready legislation. Concerning the private sector, the students then had to understand the traditional business model of law firms, and what was driving the digital interest and development within that sector, including the possible threat to the existing business model if the Danish private legal sector will be liberalised sometime in the future.

The final U was focusing on Understanding the legal-ethical challenges of digitizing the legal field. This involved understanding and being able to reflect upon digitalization as a tool to make, eg, public administration more effective vs the task of securing rule of law for the citizens. The aim with this U was to make the students aware of the grey zones derived from digitalizing especially the public sector and to make them able to approach the problems in a constructive way in order not to just put the development of digital services to a halt, but to be participating in digital projects as a core member. This involved being able to work in cross-disciplinary projects and to communicate with other professionals, especially IT-professionals, being aware of what they knew as lawyers and in which subject fields they were not the specialists. This U also involved knowing the ethical norms for lawyers and the institutional setup for enforcing them within the private sector.

In the course, we used the three Cs and the three Us as a frame for the teaching activities, both to clarify what they would learn something about during the course and to make it clear why we had picked the subjects and chosen the activities that we had. Every class opened with an introduction to which of the Cs and Us we would investigate today and, in this sense, the three Cs and the three Us formed a teaching model that made the interaction between technology, law, everyday work life as a lawyer, the mental preparedness to get involved in digital projects, the institutional frame one is working within ect. clear to the students.

Concerning the exam, we had an individual oral discussion based on an individually written assignment. The assignment consisted of an analysis of a self-picked case involving both a legal part and a practical-digital part, and in the assignment the student should also reflect on how to proceed to solve or further develop the subject of the case. By drawing on the students’ knowledge and ability to analyse a current case, we wanted to push (and in the exam of course to test) their ability to identify both problems and possible solutions and to reflect on digitalization as an ongoing process involving also legal subjects and thus, also lawyers.

5. Teaching activities

The aim of the course made it clear that we were going to do something different than usual (which, at least in a Danish context, is often reading legal sources and literature, maybe training in solving cases on the subject). At the same time, we realized that most of the subjects would need comprehensive cross references because of their close-knit connections and the literature available, illustrating exactly the close connections. The decision to do something different than usual was strengthened by the fact that the course was open for participants from both the classic legal education and the Master of Science in Business Administration and Commercial Law which gave a diverse academic grounding; a diversity that we wanted to use constructively in pushing the students to be professionally more open-minded than they often are following three or four years of study.

Hence, we decided to make use of and mix different sources and elements from class to class, both when it came to the texts to be read and to the more practical activities and discussions run during class. Therefore, the main structural decision was, as mentioned above, to begin every class with an introduction to today’s main subject and how the program of today related to one or more of the Cs or Us. Besides this, it would be necessary to read some academic literature for every class, but this was often supplemented with public strategies or manuals, relevant regulation, reports or webpages about current cases etc. We had, as eye-openers, simple practical exercises in excel, showing the problems with unreliable data in the simplest way possible, and an exercise where we tried to develop a pseudo-code for one of the simplest criminal Danish laws to illustrate how difficult it is to develop a code able to contain all possibilities and thus give an authoritative solution to a legal problem; by doing this, we opened for a discussion about whether digital tools can be used as decision-makers or just as supportive tools for human decision-making. We identified relevant podcasts or podcast programmes to listen to in-between classes, both as a background for discussions and to show that the question about law and digitalization is highly debated and constantly changing. And finally, we invited practitioners – that being lawyers, IT-professionals, and specialists in strategic development of business administration – to share their experiences with practical life in implementing or developing digital solutions, eg, how to implement GDPR in the police force, how to develop digital tools to automate work processes within law firms, how to develop public services in the tension between administrative efficiency and rule of law, how to overcome the gap between lawyers and IT-professionals etc.

Every class had its own heading to address some of the subject fields asked for by the legal employers. Concerning public digitalization, we addressed digital strategies, administration directed towards the citizens, the digitalization of courts and online dispute resolutions, digital-ready legislation, and the role of the lawyer in digitalization projects. Regarding the private sector, we specifically addressed task and project management. These subjects were supplemented with more general subjects on digital technologies, ie, how to code (including the exercise of pseudo-coding, not real coding) and a short introduction to technologies such as machine learning, blockchain etc., on data quality and cybersecurity (including GDPR), the historical development of digital technologies and the changing role of lawyers, including lawyers’ ethic in a development focusing on efficiency.

As illustrated with this short outline of the activities in the course, we did not go deep into any specific subject. The set-up was based on giving the students an understandable frame and good grasp of what digitalization is, what the technical possibilities and challenges are, how the subject area is regulated by law or misses regulation, and how they as lawyers can participate constructively in digital projects at the same time as they maintain their role as lawyers, focusing on rule of law. The aim was not to make digital experts out of them, but to prepare them for the digital job market that they are entering after graduating. The aim was to lay down the first steppingstones for a critical-constructive way of thinking about digitalization, so that they would be able not just to participate in digital projects, but maybe even take lead in a legally proper development of digital solutions.

6. Evaluation and reflections on the future development

At the core of all these activities and the reason for arranging the course was that we wanted the students to get and develop a basic understanding of both the technical, the organisational, the professional, and the individual level in the process of digitalization in the legal job market. We wanted the students to become able to participate constructively, but professionally reflected in digital projects. Following the course, they should neither be afraid of digitalization nor be so positive and eager to streamline, eg, the public administration that they lost sight of rule of law.

To know whether we succeeded or not, we had a colleague specialized in evaluations to evaluate both during the course to see if we were on track, and following the last class as we were interested in their reflections before exam hit them. And then, of course, we could see how the exam worked out.

Both the assignments, the grades, and the feedback from the students indicated that we succeeded. The students told us that the course had helped them de-mystifying most aspects of, and provided them with a language to talk about, digitalization. In addition to an understanding of the technical digital Cs, the students felt that they had got an understanding of the mental, professional-social, and professional context that is part of the digitalization process. Furthermore, they had got an understanding of the principles behind data protection, but also how these challenges the digital opportunities (in relation to data transfer to third countries etc.). As a bonus to the Us, the students also indicated that they had gained a fundamentally better understanding of the rule of law due to the discussions about effective digitization vs rule of law and due process. Thus, they simply felt better prepared to assess advantages vs disadvantages in the digital development taking place and to identify and react professionally on the tension between efficiency and law.

We did not reach the 30% mentioned by Leonardi and Neeley, though. In that sense, we did not succeed, because we simply did not have the hours needed to make the 30%. We prioritized to reach approximately the first 10% and then spent time to develop a digital legal mindset instead. And this time was well-spend, I think, because it showed that the 10% of the three Cs was necessary to know something about, even for a lawyer. Through the course, the three Cs did not show all that you may need to know about digitalization, but the Us showed that you even as a lawyer need to know something about digitalization – and that was a huge factor for the students’ motivation through the course. In that sense, I think that we laid down the fundamental steppingstones for a legal digital mindset to be further developed. In all modesty, I think that we succeeded in identifying the minimum of what every law student should know about digitalization.
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